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Preface

Microsoft Azure is a platform where you can start your journey of cloud learning.
In this book Azure Administration (AZ-104), we have explained about the day-to-
day tasks which you can take up and learn about Azure administration. We have
explained Azure core concepts in this chapter and add the lab-based scenario,
which will help you clear the core concepts of Microsoft Azure. We have included
approx. 60 to 70 questions which will help you check your knowledge and provide
a glimpse of the Azure administration exam questions. This will help you prepare
for your Azure administration exam.

In this book, we have explained how to use the Azure Active Directory and create
users in the Azure subscription. We have also explained about the Azure storage
account, networking component like Azure Vnet, Subnet, and how to implement
the network security group to restrict the traffic to secure the Azure environments.
We have also explained load balance mechanics to load balance your application.
We have also explained about the Azure role-based access control which will
help you fine grain the Azure subscription access. We have defined the Azure
subscription usage and how to save cost management. In this book , you will also
learn how to create the WebApps and Azure container / Kubernetes services which
will help you to learn the same, and it’s a top trending subject in the market today.

We have also covered in this chapter about the hybrid connectivity using the site
to site connection and express route. We have explained what is the component
which been used to create the Azure virtual machine.

Once you have all of the azure resources, then azure monitoring will also important
to monitor the Azure Resources. We have nicely explained and provided the step
by step solutions for Azure monitor to clear you Azure monitoring concepts. We
have explained how to analysis the Azure resources etc.

The primary goal of this book is to provide information and skills that are
necessary to build and deploy the Azure infrastructure in your own environment.
This book contains real-life examples that will show you how to clear the Azure
Administration exam as well as how to integrate an on-premises environment to
Azure. You will learn the following topics in this book:
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Chapter 1 Managing Azure AD Objects, introduces the Azure AD object and
discusses how to create users in Azure AD, group, and so on, which will help you
understand the Azure AD. This will help you in the exam as well.

Chapter 2 Implementing and Managing Hybrid Identities, discusses the Azure
AD connect and how to connect on-premises AD to Azure AD and sync the users.
It provides the step-by-step instructions using an actual screenshot from an Azure
lab environment.

Chapter 3 Managing Role Assignments Through the RBAC Policy, discusses
the Azure role-based access to control how to manage the access in the Azure
subscription and defines the access level in your organization.

Chapter 4 Managing Azure Subscription and Resource Management, explains
the Azure subscription and its type. It also discusses how to manage the Azure
subscription and reduce the cost of your subscription.

Chapter 5 Managing and Configuring of Azure Storage Accounts, discusses, in
depth, what an Azure storage account is and how to use it. It helps users to allow
them to save their own data in an Azure storage account and manage the data. It
also discusses how to connect the Azure storage account using the Azure Storage
Explorer.

Chapter 6 Manage Data in AZURE Storage, describes how to manage the data
and migrate the petabytes of the data using the Azure export and import services.
It discusses the Azure databox and Azure AzCopy command-line utility to move
the data from on-premise to the Azure storage account or one storage account to
another.

Chapter 7 The Azure File Share, introduces the Azure file share, which is designed
to integrate your on-premises systems to migrate the files to Azure automatically
using the Azure file sync. It explains the core concepts of the Azure file share and
how to connect to your on-premises servers.

Chapter 8 Creating and Configuring of Azure VMs, describes how to create
the Azure virtual machine, explains its components, and how to configure it. It
provides examples with Windows/Linux OS.

Chapter 9 Automating Deployment of VMs, describes how to create the VM
automatically using the Azure Arm template.
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Chapter 10 Creating and Configuring Container, describes how to create
containers and configure them in Azure subscriptions.

Chapter 11 Creating and Configuring Web Apps, describes how to create and
configure Azure WebApps. It describes the App services, App services plan, and
SO on.

Chapter 12 Configuring Virtual Networking and Integrating On-Premises to
Azure Network, discusses how to configure virtual networking and integrate an
on-premises to the Azure network. It explains Azure Vnet and configures Vnet-to-
Vnet peering.

Chapter 13 Configuring Load Balancing Securing Access to Virtual Networks,
discusses how to configure Azure load balancing and provides the Azure load
balancer, Application gateway, and DNS services.

Chapter 14 Securing Access to Virtual Networks, discusses how to secure access
to virtual networks using the Azure network security group and an Azure firewall.
It explains Azure Bastion services.

Chapter 15 Monitoring and Troubleshooting of Virtual Networking, discusses
how to monitor and troubleshoot virtual networking using the Azure network
watcher.

Chapter 16 Analyzing Resource Utilization and Consumption, discusses how
to analyze resource utilization using the Azure monitor and explains analyzing
metrics across subscription and services health.

Chapter 17 Implementation of Azure Backup and Disaster Recovery, discusses
how to implement of Azure backup and protect the Azure VMs for accidental
deletion. It explains how to perform the Azure backup and restoration process.

Chapter 18 Exam Preparation Guidelines and Assessment Based on Live
Questions, describes exam preparation guidelines and assessments based on live
questions which will help you in your exam preparation. It covers more than 70
questions, which includes the scenario-based questions as well.
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CHAPTER 1
Managing
Azure AD

Objects

Introduction

This book will cover all the prospective AZ-104 exam study material, which will
help you clear this exam. We will provide additional information in this chapter,
which will further cover various topics and help you get an understanding of the
topics in detail.

The following chapters will help you understand the Azure environment and help
you clear the AZ-104 exam.

Structure

The following topics will be covered in this chapter:
e Bulk user creation
e User creation
e Group creation

e Group management

Guest user management
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e Self-service password reset

e Azure AD Join

Objectives

In this chapter, we will explain the bulk user creation in Azure Active Directory
(Azure AD), and group creation and management. We will discuss how to provide
access to guest users and how to manage guest users. We will cover how the users
can reset their passwords using the self-service password, and add the devices in
Azure AD using the Azure AD join tool.

Bulk user creation

Bulk user creation will help your organization in the onboarding process, so that it
will be completed soon. Moreover, it will also help improve the user creation — both
for users who have recently joined your organization, as well as existing users, in
Azure. It will reduce administrative work. If you want to create the users or bulk
users in Azure environments, you need a user administrator access in the Azure
Active directory.

Let us try and create bulk users in Azure AD. Follow these steps to create the bulk
users:

1. Goto Azure Active Directory.
2. Select the Users option and click on A11 Users.
3. Click on Bulk Create.

Take a look at Figure 1.1 to see how bulk users are created:

Default D...Decumentation & X &  Users - All users
Azure Active Direct... Default Directory - Azure Active Directory
|’ ) Search (Ctrl=/) !} « - « |- Mewuser - New guest user $ Bulk invite
@ Ovenview - e Search Search attributes
. a el users | Name or email | Name, email (begins with) v
# Getting started
Password reset Name User name
K Diagnose and solve problems & User seftings D
Manage K Diagnose and solve problems D
&
sy 0
2 G
Groups D Sign-ins [:l
8= Qrganizational relationships
gant P E Auditlogs D

& Rol d administrat - -
A Toles and agministratars = Bulk operation results (Preview)

Figure 1.1: Bulk user creation



Managing Azure AD Objects 3

4. When you click on Bulk Create, it will ask you to download the CSV file.
5. Fill in the following details:
a. Provide the name, last name, and username.

b. Provide the initial password and block sign-in (Yes/No) which is a
mandatory field.

c. Provide the department and user location.
d. Provide the job title and country code.
e. Provide the official phone number, mobile number, and so on.

6. You have to put all the details in a single line as per the . csv file. In this case,
the column has been changed to show the properties of the CSV file. Take a
look at Figure 1.2 for bulk user creation details:

—version:vl.0 J
= Bes
E:"'lkﬁc'eate_ user (Preview) Name (example: Chris Green) [displayName] * User name (example: chris@contoso.com) [userPrincipalName]
Defauit irectory - Azure irectory
1. Download csv template (optional)
Initial password [passwordProfile] * Block sign in (Yes/No) [accountEnabled] *
2 Edit your csv file Last name [surname] Job title [jobTitle]
3. Upload your csv file
Select a file
g Initial password [passwordProfile] * Block sign in (Yes/No) [accountEnabled] *
Learn more about bulk import users
First name [givenName]
Department [department] Usage location [usageLocation]

Figure 1.2: Bulk user creation details
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7. Once you fill all the details and upload the . csv file, click on Submit. It will

start processing the user creation. It will take some time to create the users,
and you can see all those users under the user’s tab. Refer to Figure 1.3:

Bulk create user (Preview)

Default Directory - Azure Active Directory

1. Download csv template (optional)
@

2. Edit your csv file

3. Upload your csv file o

File uploaded successfully

In pregress u

@ Cick here to view the status of each
operation

Learn more about bulk import users

el

Figure: 1.3: Bulk user creation Submit

User creation

In the bulk user creation, we studied the use of the bulk user creation. However, the
question then arises: how do you create an individual user?

To create an individual user, follow these steps:

1.

2
3
4.
5
6

Go to Azure Active Directory.

Select the Users and click on A11 Users.

Click on the New user.

Enter the User Name.

Provide the Name, First name, and Last Name.

You can also provide the department number, location, and job title.
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7. Once you provide all the preceding details, click on Create and your users

will be created.

Refer to Figure 1.4 for more details:

@ Users
ah

| All users (Preview)

New user

alit01rawatoutlook (Default Directory)

& Got feedb

& Al users Preview)

& D

Passwerd reset

i User settings

O Search users Crea
This

users

K Diagnose and sahve peoblems

Help me decide

Identity

User name * (0

Name * @

First name

Last name

ack?

te @ new user in your grganization.
user will have 2 user name like
lalitd1 rawatoutlcok.onmicrosoft.
ers in bulk

1o Create us

t user to collaborate with
The user will be emailed
an accept in order to

Imite a new gues’
your grganizatio
an invitation the
begin collaborat

want to invite guest users in

[ bob

/i@| alitd 1 rawatoutiook.onmi.. v E

The domain name | need isn't shown here

| bpb user

a

| Bpb

I books

ol |

Group creation
To create the Azure AD group, follow these steps:

1.

2
3.
4

Click on the Azure AD.

Figure 1.4: User creation

Select the groups from the Manage tab.

Select A11 Groups.
Click on the New Group.
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Take a look at Figure 1.5:

Default D...Documentation o X 2 Groups - All groups (Preview)

Azure Active Diract.. Default Directory - Azure Active Diractory

2 Search (Ctrl+/) « « New group

I.'A All groups (Preview) I
© Overview

-

& Deleted groups

#' Getting started X Diagnose and solve problems

A Diagnose and solve problems

Settings
Manage @ General
[
o Users & Expiration
#8 Naming policy
85 Organizational relationships
Activity

& Roles and administrators
Access reviews
& Enterprise applications
B Auditlogs
LH Devices

Figure 1.5: Group creation

5. When you click on group creation, select either of the two options:

a. Security group: It helps to manage users and computer access to shared
resources, for a specific group.

b. 0365 Group: Using this group, we can provide access to users for a
shared mailbox, calendar, files, SharePoint site, and so on.

6. You can assign the owner to the group administrator and then click on the
membership.

7. When you click on the membership, it will ask you to select either of the
three available options:

a) Assigned: The administrator will add specific users to the group.

b) Dynamic user: It allows users to use dynamic membership rules and
add automatically to the group.

¢) Dynamic device: It uses the dynamic group rules to add and remove the
devices automatically.

8. Please select the assigned member as default as shown in Figure 1.6:
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New Group
Group type * Security
Security
Office 365 —

Group name * ()

| BPBgroup

Group description (0

| Used for loging

Membership type * (O
I Assigned Assigned

Owmers Dynamic User

1 owner selected Dynamic Device

Members

1 member selected

Figure 1.6: Group creation details

9. Once you click on create, your groups will be created successfully. Let us see
how to manage the group and its properties.

Group management

Perform the following steps:
Once the group is created, you can click on the group and see the properties of the
group, such as membership type, source ID, and so on, as shown in Figure 1.7:

@ ereve

¥ Diagnose and salve problems

Manage BPBgroup

« [i] Delete | 7 Gotfeedback?

€D Ty out the new Graups experience improvements (imaraved search and fiering). Click fo enable the previem,

HE Properties Used for loging
& Members (Preview)
2 Owners (Breviss) | Membership type [(Assigned D]
it Group memberships (Preview) Source =0 t|
B Applications
. Type [[Security B
s Llicenses

Szure resources Object Id | b3632¢31-2502-4066-bOF-065 1111 ae627 D)
activty | Crestion date [ w2ar2020, 121320 aM ]

= Access reviews

E Auditlogs
# Diract members

@ 0o & 1 Userts) £ 0 Group(s) [l 0 Devicets) & -1 otherts)

&+ Bulk operation results (Preview)

L S

Figure 1.7: Group management
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L

5.

Based on the requirements, users can change the group.
Click on the Members tab and add the new members.
Click on the Owners tab to add the multiple owners.

You can assign the application and see the Azure resources which have been
accessed by these group members.

You can see the application accessed by this group and manage it.

In this section, we discussed the Azure group creation and learned how to manage
the groups. We explained the Azure security group and O365 group.

We also discussed group management. Refer to Figure 1.8 for more details:

!|1 BPBgroup - Properties
Group

@ Overview (Preview)

A Diagnose and solve problems

=l Save Discard

General settings

Group name * (7)

Manage | 8359“'-54 . |
I Properties Group description ()
— Used for loging § |
5 Members (Preview) =
&5 Cwmners (Preview) Group type
Security o |

# Group memberships (Preview)

Bi Applicati

ne Membership type * ()

ONFE
w Licenses

Azure resources

Assigned e |
Object Id
b363ae31-2502-4066-bOF-06511f122627 0 |

Activity

Figure 1.8: Group management general settings

Guest user management

Azure Ad supports Business to Customer (B2C) and Business to Business (B2B),
where we can allow customers to have access to our Azure AD. The customer ID can
be their organization ID, Outlook, Facebook, LinkedIn, Amazon Gmail ID, and so on.
You can invite those users as guests, and provide access as a request to perform the

task. If

you want to invite guests, then the user should have the user administrator

role assigned to him.

Let us see how to invite guest users. Follow these steps:

1.
2.

Go to Azure AD and click on A11 Users.

In the right pane, click on New Guest Users. Take a look at Figure 1.9:
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@ Users - All users

Default Directory - Azure Active Directory

+ Newuser‘ + New guest user

«
-

& Deleted users

| Name or email |

Password reset

Name
i3} User settings I
X Diagnose and solve problems
Activity
D Sign-ins

E Auditlogs

<+ Bulk operation results (Preview)

Troubleshooting + Support

& New support request

Figure 1.9: Guest user access

3. Select Invite Users.
a. Provide the name and email ID of the user you want to invite.

b. The rest of the fields are optional. You can then click on Invite.

Now, you will be able to invite all the B2B and B2C users. Take a look at Figure 1.10:

O create user ®  Invite user
Create 2 new user in your arganization. Invite a new guest user to collaborate fith
This user will have a user name like your organization. The user will be emaied
slice@alitd1raviatoutiok.onmicrosoft.com. ninvitation they can sccept in order
| want to create users in bulk begin collaborating
| want to invite guest users in bulk

Help me decide

Identity

Name 0 [lait 7]
Email address * () [oeb@outookeom -]
First name [beb -]
Last name [pee -]

Personal message

Groups and roles

Groups 0 groups selected
Roles User

Settings

Block sign in (@G - )]

Usage location Filter usage locations v

Job info

Job title [ |

Department [ |

-

Figure 1.10: Guest user access invite
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Self-service password reset

Azure self-service password reset will help users to reset their password without
the help of a help desk administrator. If the user account is locked or if the password
expires, the user can unlock/reset the password using a self-service password reset.

If you want to configure the self-service password reset, you should have global
administrator rights in Azure AD. Follow the given steps to configure the self-service
password reset:

1. Please go to your Azure AD.
2. Click on the Password reset tab.

3. Select the users: either A1l or Selected. If you click on selected users, it will
ask you to choose the group name.

4. Once you are done with this, click on the Save button, as shown in Figure
1.11:

Search (Cirl+/)

#. Diagnose and solve problems
- Self service password reset enabled (1)
D Mobility (MDM and MAM) » )
S Manage (None Lo | GEEED)
1Y Properties
Tl Company branding -
© Authentication methads @ Trese settngs only spoly to end users in your argarization. Admins are aways ersbled for self-service password reset
5 User settings and are recuired to use two authentication methods to reset their password. Click here to leam mere sbout dministrater
Registration pEsSWOrd poicies.

H Properties

BE Notifications

W security N o
1 Customization

Figure 1.11: Password reset

Go to Authentication methods and follow the given steps:

1. Select the authentication methods required as 1 or 2, and then set it according
to your wish, from the list of available options:

a. Mobile app code

b. Email

c. Phone -SMS only

d. Mobile app notification
e. Office phone

f.  Security question

2. Once you select the method, your user will be able to reset the password
using the multifactor authentication.
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Refer to Figure 1.12:
o & save X Discard
# Diagnose and solve problems
Number of methods required to reset (O
Manage 2 )

1Y Properties

— 1 Methods available to users
© Authentication methods

Mobile app notification

— Registration

Bl Notifications [_] Mobile app code

M Customization Email

%7 On-premises integration Mobile phone (SMS only)
Activity Office phone @

Audit logs

] Security questions
Figure 1.12: Authentication method
Once you configure this, you can go to https://passwordreset.microsoftonline.com
to reset the password. Then, follow the given steps:
1. Provide your User ID.

2. Enter the characters as per the image and click on the Next button, as shown
in Figure 1.13:

&« ¢ |ﬁ passwordreset.microsoftonline.com |

Microsoft

Get back into your account

Who are you?

To recover your account, begin by entering your user ID and the characters in the picture or audio be

User ID:

Irawat @I

n

[[vrxyass]

Enter the characters in the picture or the words in the audio.

Next Cancel

Figure 1.13: Password reset method
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3. Now, you will be able to reset the password.

Azure AD join

Azure AD Join provides the feature to register your mobile, laptop, and other devices
to Azure AD, with respect to the size of the device or industry. Azure AD Join works
in hybrid environments as well. It enables access to both cloud and on-premises

apps.

If you want to manage and configure the Azure AD join, then you have to use the
MDM and Intune solution, which requires an Azure AD P2 license. We can use the
Azure AD join in the following few scenarios:

e Windows deployment for your owned devices.
e Access to organizational apps and resources from your device.
e Cloud-based management of owned devices.

¢ To configure the user, sign in to their devices with Azure AD or synced Azure
AD work or school accounts.

Conclusion

In this chapter, we discussed how to create bulk users and group management. We
explained how to invite guest users and how to manage them using Azure AD. We
also explained Azure AD Join and learned how to set up the self-service password
reset.

In the next chapter, we will discuss Azure AD connect and its installation.

We will also discuss how to manage Azure AD connect and learn how to manage the
passwords of users and enable the password writeback.

Points to remember

e Bulk user creation will help to create 1000+ users with just a single click.

e Group creation and configuration will help to manage the user’s security
permissions.

¢ You can invite external users using the guest user management.

e Azure self-service password reset will help users to reset their password
without the help of a help desk administrator.

e Azure AD Join helps users join their devices to Azure Active Directory. It
works on hybrid environments as well.
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Multiple choice questions

1. What are requirements to configure self-services password rest?
a. User should have some device.
b. 2-Method Authentication.

c. Device registration to Azure AD.

2. Whatis use of Azure AD?
a. Authentication and authorization.
b. Apps connectivity.

c. On-premises connectivity.

3. Your customer requested you to create 1500 users in Azure Active directory.
Which method will you use to create the users?

a. Go to Azure AD and add all the users manually.
b. Go to the Azure ad and invite all the users as bulk guest users.

c. Go to the Azure ad and import all the users as bulk users.

Answers
1. b
2. a
3. ¢






CHAPTER 2

Implementing and
Managing Hybrid
Identities

Introduction

In the previous chapter, we discussed how to create bulk users and group
management. We also discussed how to invite the guest users.

In this chapter, we will discuss how to implement and manage hybrid identities. We
will also discuss how to install and configure the Azure Active Directory (Azure
AD) Connect, and how to configure the federation services with on-premises AD.
We will also cover the managed password sync, password writeback, and so on.

Structure
The following topics will be covered in this chapter:
e Azure Ad Connect

Azure Ad Connect Installation

Manage Azure Ad Connect
Password Writeback

Password Sync
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Objectives

In this chapter, we will discuss Azure AD Connect and see how to configure and
sync the on-premises identity to Azure AD. We will explain the password writeback
and password sync that will help to sync the Azure password to on-premises.

Azure AD Connect

The Azure AD Connect service can be used to synchronize your on-premises active
directory identities to Azure AD. It helps to connect your on-premises users to Azure
and other applications, to get authentication with Azure AD, and is also called
hybrid connectivity.

Integrating the on-premises identity with Azure AD provides a common identity for
accessing cloud and on-premises resources. We can use the single identity to access
the on-premises and cloud-based applications like Office 365, SharePoint Online,
and so on. It provides the following features:

e Password Hash Synchronization: It provides the single sign-on (SSO)
method to synchronize the password of on-premises users to Azure AD in
the hash format.

e Pass-Through Authentication: It allows users to use the same password of
on-premises and cloud, for signing in to applications. Only the pass-through
agent gets installed, and as per the number of authentications per second, we
may need more than one agent.

e Federation Integration: Federation services can be used to configure the
setup of the hybrid environment and SSO, while configuring on-premises
Active Directory Federation Services (ADFS) which further require an
additional server.

¢ Synchronization: It helps to create users, groups, and other objects. It verifies
if the identity information of on-premises users and groups, match with the
cloud identity. It synchronizes password hashes as well.

¢ Health Monitoring: Azure AD Connect Health provides monitoring for
Azure AD Connect, and we can see Azure AD Connect health-related
information/errors on the Azure portal.

Azure AD Connect services can be installed in a separate server in the on-premises
AD, and can be tightly integrated with Azure AD after installation and configuration.
Azure sync services will sync the on-premise AD component to Azure AD. On-
premises and Azure users can use the same credentials to log in to Azure and on-
premises. For more details, you can refer to Azure AD Connect, which helps you to
understand the components. Refer to Figure 2.1:
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a Azure laaS
32| - E— &

D> /1 A

1 ; L e
| R Authentication ,,/

! AD Connect Sync \ ™~

i On-premises AD AD Connect | Azure AD

server ‘ el N
| \ T
| . .
;

Paa$s Apps

Figure 2.1: Azure AD Connect architecture

Azure AD Connect installation

Before you install the Azure AD Connect, you need to have the following pre-
requisites.

Pre-requisites

Without the following pre-requisites, you will not be able to configure Azure AD.
The following requirements are mandatory. We can see these properties being asked
during configuration:

¢ You should have an Azure AD services/user account, which has global
admin rights, to configure the Azure AD Connect to Azure AD.

¢ You should have an on-premises services/user account which has enterprise
admin rights to configure the Azure AD Connect to Azure AD.

e DPlease download the Azure AD Connect from https://www.microsoft.com/
en-us/download/details.aspx?id=47594.

¢  Whenever you configure the AD Connect, the domain name should match
with a public domain name, or else, you will get a warning message.

We have created lab environments for demonstration as well as the VMs. We then
installed the AD on this server. You can also try the same for testing purpose. It is not
recommended for production, but the steps of the Azure AD configuration can be
performed. Please follow the given steps to configure the Azure AD Connect:

1. Download the Azure AD Connect (https://www.microsoft.com/en-us/
download/details.aspx?id=47594 ). You can also download it from the Azure
portal.
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2. Click on the AD Connect MSI setup and then click on Install, as shown in
Figure 2.2:

Uninstall
Troubleshoot compatibility

3 Scan with Windows Defender...
Open with...

Share with >

Restore previous versions

Send to >

Cut
Copy

Create shortcut
Delete

Rename

Figure 2.2: Azure AD Connect installation

3. Once you click on the Install option, the installation wizard will open.

4. Please agree to the license terms and policy, and click on the Continue
button, as shown in Figure 2.3:

ft Azure Active Directory Connect

Welcome to Azure AD Connect

Express Settings

Run this installation tool on the server where the sy ization service will be
installed.

Azure Active Directory Connect integrates your on-premises and online directories.
This installation tool will:
« Guide you in selecting a solution (for example, passward hash synchronization or federation with AD Fs)

o Install identity synchronization and other Microsoft software components required for deployment

« Enable application telemetry and component health data by default. You can change what data is shared
with Microsoft by updating your privacy settings.

Learn more

[11 agree to the license terms and privacy notice.

Figure 2.3: Azure AD Connect installation wizard
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5. Once done, select the Express Settings to configure the Azure AD Connect,
as shown in Figure 2.4:

& Microsoft Azure Active Directory Connect

Express Settings
If you have a single Windows Server Active Directory forest, we will do the following:
* Configure synchronization of identities in the current AD forest of AZURE4YOU

e Configure password hash synchronization from an-premises AD to Azure AD

® Start an initial synchronization

* Synchronize all attnbutes

® Enable Auto Upgrade

Learn more about express settings

If you would like different settings, click Customize.

Figure 2.4: Azure AD Connect installation express settings

6. When you click on the use express settings, it will ask you to provide the
global administrator credentials which have .onmicrosoft.com in the user ID,
as shown in the Figure 2.5. It will connect to the Azure AD and verify the
credentials before we proceed to the next step.

& Microsoft Azure Active Directory Connect

Connect to Azure AD
Express Settings
Enter your Azure AD global administrator credentials. 9

Connect to AD DS USERNAME
Configure ‘ username@contoso.onmicrosoft.com ‘
PASSWORD

—

Figure 2.5: Azure AD Connect installation connect to Azure AD
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7. Provide the services admin credentials, which have enterprise admin rights.

8. While providing the credentials, please follow syntax: domainname.com/
userid.

9. Once you provide the credentials, click on the Next button, as shown in
Figure 2.6:

& Microsoft Azure Active Directory Connect

Connect to AD DS

Enter the Active Directory Domamlser{ices enterprise administrator credentials:

Express Settings

Connect to Azure AD

Connect to AD DS USERNAME

Configure | AZURE4YOU.COM\bpb

PASSWORD

Figure 2.6: Azure AD Connect installation connect to AD DS

10. The user will then be asked to verify the UPN suffix. If you are doing this
installation in production, then make sure to match the UPN suffix and move
forward. Refer to Figure 2.7:

& Microsoft Azure Activ ry Connect

Azure AD sign-in configuration

To use on-premises credentials for Azure AD sign-in, UPN suffixes should match one of the verified custom
domains in Azure AD. The following table lists the UPN suffixes defined in your on-premises environment,

Express Settings

Connect to Azure AD

Connect to AD DS along with the matching custom demain in Azure. @
Azure AD sign-in Active Directory UPN Suffix Azure AD Domain
Configure azuredyou.com Not added @

Q

Continue without matching 2l UPN suffixes to verified domains |

T Users will not be able to sign-in to Azure AD with on-premises credentials if the UPN suffix does not

| match a verified domain. Learn more

Figure 2.7: Azure AD Connect AD sign-in configuration
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11. Once you click on Next, you are ready for configuration.

12. Start the synchronization process when the configuration is completed.
However, in production, itis recommended that you start the synchronization
process only after the AD Connect installation is completed. Refer to the
following Figure 2.8:

&> Microsoft Azure Active Directory Connect

Ready to configure

Express Settings

Connect to Azure AD Once you click Install, we will do the following:

Connect to AD DS Install the synchronization engine

Azure AD sign-in Configure Azure AD Connector

Configure azuredyou.com Connector
Enable Password hash synchronization

Enable Auto Upgrade

Configure synchronization services on this computer

| Start the synchronization process when configuration cnmpletes.l

Previous Install

Figure 2.8: Azure AD Connect ready configuration

13. When you click on next, it will first verify the connectivity between Azure
AD and on-premise. Then, it will configure the connection between Azure
AD and on-premises AD. It will install the sync services and verify the Azure
AD.

14. Now, it will configure the Azure AD and update the sync.
15. Following that, it will configure the setup to the on-premise domain.
16. After that, it will enable the password hash sync.

17. Now, it will save the sync settings.
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18. After that, the final steps will be performed by the AD Connect setup to
install and configure the AD Connect Health agent for sync services, as
shown in Figure 2.9:

& Microsoft Azure Active Directory Connect

Configuring
Express Settings
Connect to Azure AD Micresoft SOL Server Express LocalDB

Connect to AD DS

Azure AD sign-in

Configure

T

Figure 2.9: Azure AD Connect configuration

19. The setup has been completed. Exit from the setup as shown in Figure 2.10:

&% Microsoft Azure Active Directory Connect

Configuration complete
Express Settings
Connect 1o Azure AD Azure AD Connect configuration succeeded. The synchronization process has been initiated.

Connectfe ADDS 1 The configuration is complete. You can now log in to the Azure or Office 365 portal to verify that

Azure AD sign-in user accounts from your local directory have been created. Then, do a test sign-on to the Azure

The Active Directory Recycle Bin is not enabled for your forest (azuredyou.com) and is strongly
recommended. Learn more

Azure Active Directory is configured to use AD attribute m5-DS-ConsistencyGuid as the source
anchor attribute. Learn more

— e

Figure 2.10: Azure AD Connect setup completed
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Manage Azure AD Connect

We can manage the Azure AD Connect from the portal after installation, and we can
see the configuration details of the on-premises AD. To ensure that, follow the given

steps:
1
2.

2

Log in to the Azure portal.

Go to Azure AD Connect under the Manage tab and click on the Azure AD
Connect. You will be able to see that the last sync is less than 1 hour ago and
the sync status has been enabled as shown in Figure 2.11:

Azurs Active Directony

k£

D Search (Ctrl+/)

Manage

e

Users
Groups

Organizational relationships

, Roles and administrators

Enterprise applications

Devices

25 App registrations

 I|dentity Governance

Application proxy

Licenses

Azure AD Connect I

Default Directory - Azure AD Connect

B K Troubleshoot () Refresh

= PROVISION FROM ACTIVE DIRECTORY

Azure AD Connect cloud provisioning

This feature allows you to manage provisioning from the cloud.

Manage provisioning (Preview)

Azure AD Connect sync

Sync Status

Enabled

l.ast Sync

Less than 1 hour ago]

Password Hash Sync Enabled

USER SIGN-IN
Federation Disabled 0 domains
Seamless single sign-on Disabled 0 domains
Pass-through authentication  Disabled 0 agents

Figure 2.11: Managing Azure AD

We can also set up the Federation, Seamless single sign-on, and Pass-
through authentication services.

Azure AD health services can be managed from the same portal.

Let us check whether the users have been synced to Azure AD or not. We
will go to the Users tab and check the on-premise users, which are synced
from your on-premises AD.
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6. Now, in Figure 2.12, you can see the user bpb32 source is Windows Server
AD, and if you can see Azure AD users, the sources are Azure AD:

& Users - All users
B D Dirsiny - Avuse Acive Diracey

| Mewussr + Mewguestuser T Bulkereste T Bulkinvite T Bulkdelete 4 Downloadusers () Refesh ’ ' Multi-Factor Authentcation
& Allusers
Search Search attribute Show
& Delcted r r
e [[Meme or email Mame, email (bagins with)_ ~ ll usi v
Pazsword
azaward reset Name User name User type
il settin
Sl o D bpb32 bpo@laltlmwatoutlock.cnmicrosaft.oom Member
# Disgnose and sohee problems ]
Activity [}
D Signeins [
& fuditlegs On-Premises Dirsctory Synchranzatin | Syne_bphAD 8702457 7cA2@lalt Irawatoutin...  Member
o Bulk aperation resuts (Previe] |
O @

Troubleshaoting + Support

Figure 2.12: Azure AD user verification

Password writeback

Password writeback will help you synchronize the password which has been
changed in Azure AD to on-premises AD. This feature needs to be enabled from the
Azure AD Connect and it provides the security mechanism to send the password
from Azure AD to the on-premises AD. It provides the following features:

¢ Enforcement of on-premises AD password policies: If users reset their
passwords, then it is ensured to meet your on-premises AD policy before
committing it to the directory. This review process includes history,
complexity, age, password filters, and other password restrictions which
have been defined in your on-premises AD.

e Zero-delay feedback: Password writeback syncs the operations, and users
are notified immediately if their password does not meet the password
policy or cannot be changed for any reason.

e Supports password changes from the Access Panel and Office 365: When
federated or password hash synchronized users need to change their expired
or non-expired passwords, those passwords are written back to the local AD
environment.

e Supports password writeback when an Admin resets them from the Azure
Portal: When an admin resets a user’s password in the Azure portal, if that
user is federated or password hash synchronized, the password is written
back to on-premises AD. However, this functionality is not supported from
the office admin portal.

e Does not require any inbound firewall rules: Password writeback uses
an Azure service relay as an underlying communication channel, and all
commutation is outbound over port 443.



Implementing and Managing Hybrid Identities 25

Enabling the Password Writeback from the
Azure AD

Follow these steps:

1. Login to on-premises machines where you have installed the Azure AD.

2. Open the Azure AD Connect, and you will see the welcome wizard.

3. Click on Configure as shown in Figure 2.13:

& Microsoft Azure Active Directory Connect

Welcome Welcome to Azure AD Connect

Tasks

The synchronization service scheduler is suspended until this setup wizard is closed.

Figure 2.13: Password writeback

4. Click on Customize synchronization options to configure the password
writeback. Refer to Figure 2.14:

4 Microsoft Azure Active Directory Connect

Additional tasks

The required 1asks for the scenario have been completed. Choose from the list below to perform additional
tasks.

Tasks

Privacy settings

View current configuration

I_I ‘Customize synchronization options ]

Configure device options a
Refresh directory schema
Configure staging mode
Change user sign-in

Manage federation (7]

Troubleshoot

Figure 2.14: Customize the sync option
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5. It will ask you to connect to the Azure AD and provide the credentials to
configure, as shown as Figure 2.15:

&> Microsoft Azure Active Directory Connect

Tasks
Sync
Connect Directories
Domain/OU Filtering
Optional Features

Configure

Connect to Azure AD

Enter your Azure AD global administrator credentials for

USERNAME

| bpbusers @I

conmicrosoft.com

PASSWORD

.IIIIII I4

-onmicrosoft.com - AAD, @

Previous

Figure 2.15: Connect to Azure AD

6. Now select the type of the directory and forest. Click on the Next button as
shown in Figure 2.16:

&% Microsoft Azure Active Directory Connect
Ty

Tasks I}

Connect to Azure AD
Sync
Domain/OU Filtering
Optional Features

Configure

Connect your directories

Enter connection information for your on-premises directories or forests. @
LA

DIRECTORY TYPE
Active Directory

FOREST @

azuredyou.com

CONFIGURED DIRECTORIES

azuredyou.com (Active Directory)

N Add Directory

Previous

Figure 2.16: Connect your directories
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7. You can select Sync all domains and OUs and your domain as well, as
shown in Figure 2.17:

& Microsoft Azure Active Directory Connect

Domain and OU filtering

If you change the OU-filtering configuration for a given directory, the next sync cycle will automatically
perform full import on the directory.
Sync .
Directory: | azuredyou.com v Refresh Domains o
Connect Directories p—
S — @) Sync all domains and OUs
iy, Lenng O syne selected domains and QUs
Optional Features i i
| ¥ azuredyou.com

Tasks

Connect to Azure AD

Configure

Figure 2.17: Domain and OU filtering

8. Select the password writeback and click on the Next button as shown in
Figure 2.18:

& Microsoft Azure Active Directory Connect

Optional features

Tasks
Connect to Azure AD Select enhanced functionality if required by your organization.

sync

Y Exchange hybrid deployment @
Connect Directories .
) o Exchange Mail Public Felders @
Domain/OU Filtering
[] Azure AD app and attribute filtering (7]

Optional Features

Configure Password hash synchronization @

Password writeback @

Group writeback @
Device writeback @
[] Directory extension attribute sync @

Learn more about optional features.

Previous

Figure 2.18: Password writeback enable

9. Once you are done, click on Next, and it will verify all the settings and be
ready for configuration.
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10. Click on the Configure button. It will take a few minutes to complete the sync
process and enable the password writeback, as shown in Figure 2.19:

& Microsoft Azure Active Directory Connect

Ready to configure

Tasks

Connect to Azure AD Once you click Configure, we will do the following:
sync ¢ Enable Password writeback
Connect Directories * Configure synchronization services on this computer

in/OU Filteri i ) ;
Domain/OU Filtering [V] Start the synchronization process when configuration completes,

Optional Features

Configure

Figure 2.19: Ready to configure

In this section, we explained and demonstrated how to configure the password
writeback. In the next section, we will demonstrate enabling the password writeback
from the portal.

Enabling password writeback from the
portal

Follow these steps:
1. For password writeback, we need the Azure AD P1 or P2 license.
2. Go to the portal.

3. Go to Azure AD. Under the Manage tab, select Password reset as shown
in Figure 2.20:
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o | | ) - Overview

|/.3 Search (Ctrl+/) ‘“ % Switch directory [l Delete directory  + Create adirectory [ What's new 7 Got feedback?

lalit01rawatoutlook (Default Directory)
[ | | . Your role Global administrator and 14 other roles More info

£ App registrations

{8 Identity Governance
Tenant ID 2e367787-TocT-4a7-0614-dideeT0ffa5 Azure AD Premium P2
£ Application proxy
.'q Licenses

Q/Q Azure AD Connect
» Azure AD Connect
. Status  Enabled
& Custom domain names

@ Mobility (MDM and MAM)

1M Company branding

Lestsync Less than 1 hour ago

5} User settings

' Properties Sign-ins

Notifications settings

W Security

Monitoring

- o ow e

2 Sign-ins

AN /’\/\_\/\.

Figure 2.20: Password reset

4. In the password reset, under the Manage tab, select the on-premises
integration and enable the writeback password to your on-premises
directory, as shown in Figure 2.21:

Password reset - On-premises integration
lakt01rawatoutlock (Default Directory) - Azure Active Directory

L Covsa % Dicrard
« =] ~ave A Liscara

#  Diagnose and solve problems

Manage o R e U
i o o - -

Properties
© Authentication methods Write back passwords to your on-premises directory? ()
P Yy P vy
¢ . Ye
— Registration = i
Bl Notifications Allow users to unlock accounts without resetting their password?
I Yes
Il Customization

+
-4

On-premises integration 1

Activity
@ Auditlogs

Figure 2.21: On-premises integration
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Password sync

Password sync will be enabled automatically if we select the Azure AD Connect
express setting installation. If we choose the custom setting, we can select the
password hash sync on the user sign-in page, and enable it, as shown in Figure 2.22:

& Microsoft Azure Active Directory Connect - X
el . .
"I User sign-in
Express Settings
Required Components Select the Sign On method.
User Sign-In ® Password Hash Synchronization @
Connect to Azure AD Pass-through authentication @
Sync Federation with AD FS 0
Connect Directones Do not configure 9

Azure AD sign-in
Domain/OU Filtering Select this option to enable single sign-on for your corporate desktop users:
dentifying users [ Enable single sign-on @
Filtering

Optional Features

Configure

e

Figure 2.22: Password Hash sync

Conclusion

In this chapter, we discussed Azure AD Connect and how to integrate it with on-
premises. We covered how to enable the password writeback from Azure as well.

In the next chapter, we will learn about Azure RBAC roles, utilization of resources and
how to apply the different types of RBAC roles using various types of organization
policies. We will also cover the custom Azure RBAC roles.

Points to remember

e Azure AD Connect will help sync your on-premises identity to Azure.

¢ To install the Azure AD Connect, we would need global administrator and
Enterprise admin role, to be assigned to user or services account.

e Password write back option will help if you change the password in Azure.
This will resync to on-premises.
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e Using Azure AD Connect health, you can monitor the connection health and
can troubleshoot the Azure AD Connect related issue.

Multiple choice questions

1. What is the use of Azure AD Connect?
a. Hybrid Connectivity.
b. On-Premises AD connect to Azure AD integration.
c. MFA.

2. What entity is requested to install Azure AD Connect?
a. Enterprise Admin.
b. Global Administrator.
c. Both.

3. What is use of password writeback?
a. Use to sync the users.
b. On-premises sync services.

c. Sync the password if it changes through Azure portal.

Answers
1. b
2. ¢

3. ¢






CHAPTER 3

Managing Role
Assignments
Through the RBAC

Policy

Introduction

In this chapter, we will discuss Azure Role-Based Access Control (RBAC) roles, the
custom Azure RBAC roles, their utilization of the resources, and how to apply the
different types of RBAC roles using various types of organization policies such as
PowerShell, and so on.

Structure

The following topics will be covered in this chapter:
e Role-Based Access Control
e RBAC access configuration

e (Custom RBAC role

Objectives

We will discuss RBAC implementation in this chapter and see how we can use it in
our organization to put control for anonymous access.
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Role-Based Access Control

Role-based access control (RBAC) helps you to manage and provide access to your
resources in a restricted manner.

Let us consider that in an organization, the support team, application team, and
the DB team, among others, are using the same subscription. There is a possibility
that if you allow everyone access to subscriptions, there might be some changes
mistakenly performed by a team member. It could result in a disruptive impact on
the existing environment/subscription (production or non-production).

Hence, considering such probable scenarios, MS Azure has come up with a solution
called RBAC policy, which helps you to control the access. For example, if you want
to allow the DB team to access only DB resources, it can be made possible only
through RBAC. The DB team can only see the DB resources and cannot make the
changes to other services. Thus, using RBAC, you can control this access.

As per the recommendation of MS Azure, the best practice that you can provide is
the least role access, which will help the user by providing them the exact access
which he needs. RBAC can be applied to groups, applications or resources, and so on.

For any services, there are built-in RBAC roles defined, as shown in Figure 3.1:

r//"_-7 . ._7.--\“\\\
/ Owner Contributa Reader | \
J =

Subscription

Managing Users

< . R but )
[. ’] Admin Access esources bu Viewer

can’t provide the

access.
Resource Group

el

\
\ Resources /

Figure 3.1: Azure RBAC role

Now, let us understand each term:

¢ Owner: The owner will have complete access to all your resources or specific
resources, just like the admin of your subscription.

¢ Contributor: The contributor will have equal access like the owner, but
cannot provide others the access to resources or at the subscription level.
However, he can create and manage the resources.
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¢ Reader: In the reader role, a user will have access to read or view permission
to specific resources or subscriptions. However, he is not allowed to change
or create any new resources.

e User Access Administrator: The user access administrator will help you to
manage user access to Azure resources.

RBAC access configuration

RBAC access can be configured from various resources such as Azure resources,
Azure subscriptions, and Azure resources group as well. In this section, we will see
how to implement those scenarios using RBAC.

Subscription access using the RBAC policy

We will learn how to provide access to subscriptions as per the organization policy.
Follow these steps:

1. Go to the Subscription option.

2. Click on Access control (IAM), as highlighted in Figure 3.2, and select Add
role assignment:

Home > MSDN Platforms - Access control (I1AM)

,Q/Q\ i - Access control (IAM)
Subscription
(o Search (cart+ | ¢ HAdd == edi
, = I Add role assignment I )
© Cverview nts  Deny assignments  Cl
s A -admini
B Activity log dd co-administrator
l "0 Access control (IANT) J Che_ck oot . o
Review the level of access a user, group, service principal, or
& Diagnose and solve problems managed identity has to this resource. Learn more &
© Security Find ©
Events | Azure AD user, group, or service principal N
[ Search by name or email address

Cost Management

% Cost analysis
» Budgets

@  Advisor recommendations

Figure 3.2: Add role assignment
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3. Once you click on Add role assignment:
a. Select the Owner, Contributor, or Reader role as per your requirements.

b. Type and search the user ID for which you want to provide the access, as
shown in Figure 3.3:

Add role assignment % Role ®

[ ISefect arole

Role © Owner ()
| Select a role
Contributor O
Assign access to O -
° - . Reader )
| Azure AD user, group, or service principal AV |
Select®

| Search by nome or email address I

Figure 3.3: Role selection

4. When you select all the required details, your screen will look like Figure 3.4.
Click on the Save button to apply the changes. Once done, the user will be
able to log in to the subscription and access the resources.

Add role assignment X

Role ()
‘ Qwner v ‘

Assign access to O

[ Azure AD user, group, or service principal v ]

Select®

EE] -]

lalit
1alit01@lalit01rawatgmail.onmicrosoft.com 9

Lalit Rawat
lalit01.rawat@gmail.com

Selected members:
No members selected. Search for and add one or more members
you want to assign to the role for this resource.

Learn more about RBAC

= ©

Figure 3.4: Assigning roles
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In this section, we learned how to assign the RBAC roles at the subscription level.

Resource group access using the RBAC
policy

We will learn how to provide access to the resources group as per the organization
policy. Follow these steps:

1. Go to the Resource group option.

2. Click on Access control (IAM) and select Add role assignment as
shown in Figure 3.5:

QR Demo - Access control (IAM)

Curce group
| Search (Ctri+ “ + Add
% = Add role assignment
1) Overview nts  Deny assignments Cla
* Add co-administrator
H Activity log
ID?—‘ Access control (JAM) l Che,(k access ) o
Review the level of access a user, group, service principal, or
® Tags managed identity has to this resource. Learn more &
Events Find©
‘ Azure AD user, group, or service principal v
Settings ]
} ‘ Search by name or email address
& Quickstart

I, Deployments
Policies

Figure 3.5: Resources group role assignment

3. Once you click on Add role assignment:
a. Select the Owner, Contributor, or Reader role as per your requirements.
b. Type and search the user ID for which you want to provide the access.

c. Once you select all the required details, your screen will look like Figure
3.6. Click on the Save button to apply the changes.



38 Microsoft Azure Administrator Exam Prep (AZ-104) [2nd Edition]

d. Once done, the user will be able to see the resource group and its resources
which reside in the resource group:

Add role assignment >

Role ©
| Contributor v |

Missign access to O

Azure AD user, group, or service principal v |

Select © -
[ trai y |

Selected members:

training
training@

Remove

(o | o |

Figure 3.6: Resource group contributor role assignment

In this section, we learned how to assign the RBAC roles at the resource group level.

Resource access using the RBAC policy

We will now learn how to provide access to resources like Virtual Machines (VMs),
DB, and so on, as per the organization policy.

1. Go to the resource for which you would like to provide access, such as VM,
DB WebApps, and so on.

2. Click on Access control (IAM) and select Add role assignment, as shown
in Figure 3.7:
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—+ Add == Edit columns [E Delete resource group O Refresh — Move & Export to CSV
Subscription (change) : MSDN Platforms Deployments : 2
Subscription ID : €795140b-d8d1-47cf-Ob8b-1820b2¢f5606
Tags (change) : Click here to add tags
2
‘ Filter by name... [ Type==all @) [ Location==all @ *o Add fiter )

Showing 1 to 20 of 20 records. [ Show hidden types ©

(] Name * Type 11

D > azurerm-vnet Virtual network
D = azurermdiag Storage account
D = azurermdiag838 Storage account
O B azretraining. | Virtual machine
(J B azuretraining-ip Public IP address

Figure 3.7: Resources role assignment

When you click on Add role assignment, select the role you want to assign
the resources to:

a.
b.

Select the Owner, Contributor, or Reader role as per your requirements.
Type and search the user ID for which you want to provide the access.
Once you select all the required details, your screen will look like Figure
3.8. Click on the Save button to apply the changes.
Once done, the user will be able to see the resources and access the
resources.
Add role assignment X
|,Cb\ azuretr_aining - Access control (IAM)I o
Virwal maching e L 'vmualMachmeAdm‘mstratormgm | g v
- Assign access to O
B Cueniew - 3 NP ey ep—————— v]
@ Activitylog Add co-administrator Eeeats 1 9
L2 o '
® Tags or managed identity has to this resourc No users, groups, or service principals found.
£® Diagnose and solve problems Find @

[ Azure AD user, group, or sevice princ

Settings

[ searct
& Networking

Disgke

Size Selected members:

Security e
. training Remove
[=' Extensions training@ .

% Continuous delivery (Preview)

e @ %

Availability = scaling

L]
& Configuration

Figure 3.8: Role assignment of VM
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Custom RBAC role

Custom roles come into the picture when the built-in roles do not meet your
customer or organization requirements. In that case, you can create a custom role
using PowerShell, Azure Resource Manager (ARM) template, CLI, or REST API.
You can create up to 5000 custom roles in each tenant-level, but for a government
cloud such as in the case of countries, say China, Germany, and so on, you can only
create up to 2000 custom roles per tenant.

Creating the custom role

In this section, we will learn to create the RBAC custom role and how to use existing
built-in rules to create a new custom role.

If you want to allow users have access to any action, it should be listed in the Actions
section and the deny user action can be put in the NotActions section, while creating
the custom RBAC.

If you would like to see what permission is available in the Azure contributor role,
take a look Figure 3.9, for the definition of the contributor role, for more details:

PS Azure:\» Get Definition

: Contributor

Figure 3.9: Definition of a contributor role

1. Run the following command in PowerShell, as can be seen in Figure 3.10:

Get-AzRoleDefinition “Contributor” | ConvertTo-Json

PS Azure:\> Get-AzRoleDefinition | ConvertTo-Json
{
"Name": "Contributor”,
"IsCustom™: false,
"Description™: "Lets you manage everything except access to resources.”,
“Actions”: [
g
1
“NotActions™

1
"NotDataActions™: [],
“AssignableScopes™: [

By
1

}

Figure 3.10: Contributor role in [SON format
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Once you get the output, copy the file and change the action or not action
rule accordingly. We will change the NotActions rule to Actions and create
a custom role.

Save the file in the JSON format.
1. {

2 “Name”: “BPB_Contributor”,
Y “IsCustom”: false,
4

“Description”: “Lets you manage everything except ac-
cess to resources.”,

“Actions”: [

6. “ Microsoft.Authorization/*/Delete”,
“Microsoft.Authorization/*/Write”, “Microsoft.
Authorization/elevateAccess/Action”, “Microsoft.Blue-
print/blueprintAssignments/write”, “

1,
9. “NotActions”: [

10. «
11. “Microsoft.Blueprint/blueprintAssignments/delete”
12.  “DataActions”: [],
13. “NotDataActions”: [],
14. “AssignableScopes”: [
15. “r”
16. ]
17. }
2. Go to PowerShell and connect to the subscription using the following
command:

Connect-AzSubscription

3. Provide the user ID and password to get authenticated. Then, run the
following command to create a new role:

New-AzRoleDefinition -InputFile “C:\Temp\BPB_Role.json”
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Once done, you will be able to create a custom role. It will look something

like Figure 3.11:
Dinual Machine Operator @

Figure 3.11: Contributor role

Conclusion

In this chapter, we covered the different types of RBAC roles and learned how to
assign the RBAC custom roles in the subscription, resources group, and resources.
We discussed how to create the custom role to match the organization or client
requirements.

In the next chapter, we will learn about the Azure subscription and resource
management. We will also focus on different types of subscriptions and see how to
manage Azure resources.

Points to remember

Azure role-based control will help you in subscription access control.
You can assign the RBAC in subscription, resources group and resource level.
Custom roles can be created and assigned to specific users or group.

RBAC role can be configured while selecting the resources group or
subscription. Go to the IAM section to configure the specific role.

Multiple choice questions

1.

The customer asks for the IT admin access so that they can manage the
subscription and provide access. In this case, which RBAC Role access can
you provide to the user?

a. Owner
b. Contributor

c. Reader
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2. The client wants to provide access to just the virtual machine and not
the entire subscription. How can they provide this access to the virtual
machine?

a. Go to subscription and click on IAM add user as contributor.
b. Go to Resource group and click on IAM add user as contributor.

c. Go to Virtual machine and click on IAM add user as contributor.

3. The client wants to provide access to only the storage account, where the
user can access blob (container). How can you make sure that we will have
access to blob storage, and not to the whole storage account?

a. Go to subscription and click on IAM add user as storage contributor.
b. Go to storage account and click on IAM add user as table contributor.

c. Go to Virtual machine and click on IAM add user as Blob (Container)

contributor.
Answers
1. a
2. ¢






CHAPTER 4

Managing Azure
Subscription and
Resource
Management

Introduction

In this chapter, we will cover Azure subscription and resource management. We
will focus on the types of subscription and how to manage Azure resources. We
will learn how to create a free subscription, types of subscriptions, how to manage
resources using the RBAC policy. What is a quota and how the use of the resources lock
will help you from accidental deletion of resources? Let us learn all this in this chapter.

Structure

We will cover the following topics in this chapter:
e Azure subscription
e Enterprise Agreement subscription
e Azure Subscription Support Plan
e Creating a Free Azure Subscription
e Global Administrator Permission
e Resources Group

e Cost Management
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e Azure Subscription Policy
e Azure Quota
e Resource Tag

e Creating and Configuring Management Group

Objectives

In this chapter, we will discuss Azure subscription, and the types of subscription
available. We will also discuss the step-by-step process to utilize Azure subscription,
and so on. This will help all the levels of readers to get a better understanding of this
topic.

Azure subscription

Azure subscriptions are a collection of resources known as billing containers.
Each subscription has a unique ID, that has been generated by Microsoft (MS)
automatically while creating the Azure subscription. If you need to create or access
the resources, then you need a subscription access. Without the subscription access,
you will not be able to access the resources under Azure subscription.

Let us take a look at the different types of Azure subscriptions:

e Free subscription: Microsoft provides this subscription. It is free for the first
30 days and includes $230 credit and free 25 services for 12 months. Itis used
for practical and learning purposes.

e Pay-as-you-go subscription: This mode of subscription has a flexible
payment method and is widely used in organizations. However, you will
have to pay only the services which you consumed in your azure subscription
(Compute, network, web apps and so on). There is no limit for purpose or
commitments. A customer can easily cancel the subscription as well.

e Microsoft resellers: The Cloud Solution Provider (CSP) subscription is
used only at the organization level. MS provides employees the access to
work with partners directly, to design and implement the solutions to meet
the project requirements.

e Open: This subscription provides the flexibility to work with the same
vendor from where we purchased the open volume license program and
activated the Azure subscription.

e Azure Government Customer: This subscription is used for US government
entities that are eligible to purpose Azure government services. They can
also use the pay-as-you-go service.
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e Azure Germany Customers: This subscription is used for European Union
or European Free Trade Association (EFTA) entities that are eligible to
purpose Azure government services. They can also use the pay-as-you-go
service.

Enterprise Agreement Subscription

The Enterprise Agreement (EA) is designed for organizations. In this subscription,
the customer has to sign an agreement with Microsoft directly, which helps give a
better discount on your Azure resources consumption. When an organization signs
up for the EA agreement, a billing account is created, and the billing can be done
monthly, quarterly, or yearly based on the agreement.

Enterprise

It is most commonly known as Enterprise agreement, and it is only used by
organizations. The EA subscription can be accessed from the Enterprise portal
(https://ea.Azure.com) and used to create multiple departments to manage the
subscription.

Departments

It is a sub-account of Azure EA subscription, where we define the departments and
associate a subscription to it. We can add the subscriptions under the department,
which helps to bifurcate the billing department wise.

We can add multiple departments based on the organizational needs and assign a
department owner who can manage the department and subscription under it.

It will also help add a cap on Azure consumption and based on the subscription
utilization, the monthly or yearly budget can be decided.

Accounts

Accounts can be created by a different department and an account administrator
can add new accounts to their departments, to provide them access to the Azure
account. Even an account administrator can create the subscription.

Subscriptions

As defined in the Azure subscription level, the subscription is a billing container
and all the billing for consumed resources happens at the subscription level. We can
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set up billing alerts of the budget spent, to get an early notification if there is more
consumption during a specific period. Refer to figure 4.1 for more details:

Organization:Azured4you

Functional

‘ Organization
Level

Enterprise Account

A ts Account Account
cecoun Owner Owner

of departments

Figure 4.1: Enterprise subscription

Azure Subscription Support Plan

Along with the subscriptions discussed earlier, we can also opt for the following
support plan with a subscription, which will help connect to the MS support team to
fix or troubleshoot the issue.

Azure Developer Support

This kind of subscription support plan is most commonly used for Azure
development/testing purposes, where MS provides the discounted rates on Azure,
to support any ongoing development and testing activity.

Professional Direct Support

This subscription support plan can be used by companies where MS includes its
technical, billing, and other teams, to get a faster resolution and support.
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Standard Support

This subscription support plan can be used by companies where MS includes its
technical, billing, and other teams, to resolve your issues faster with 24/7 support.
Most of the companies use this subscription to fix the critical dependence on the
Azure subscription.

Azure tenant

An Azure tenant is nothing but Azure AD. It is a dedicated instance of Azure AD
that an organization receives and authorizes the users to various cloud services. An
Azure tenant can have multiple subscriptions. However, a subscription cannot have
multiple tenants.

In the following Figure 4.2, you can see three subscriptions and one directory. All the
others are different. Once you create the subscription, the first tenant (Azure AD)
will be created, and then the subscription will be associated with it. If you have a
tenant, then you can create multiple subscriptions. Let us take a look at Figure 4.2 to
get an understanding of how tenants work in Azure:

a8

https://portal.azure.com/

User

C3 """ :

.ﬁwre AD|

“ o

T ACCOUI'ItS HR Accounts Sales Accounts

B2 ARe @B
PO o &S ES

Figure 4.2: Azure tenant

Ila &

&
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Creating a Free Azure Subscription

While creating the free subscription, the following benefits are provided by MS
Azure:

e 12 months of free popular services.
e  $200 credit to explore services within 30 days.

e 25 services are always free.

If you would like to create the free Azure subscription, follow the given steps:
1. Go to the URL https://Azure.microsoft.com/en-us/free/.

2. Click on Start free as shown in Figure 4.3:

Create your Azure free account today

Get started with 12 months of free services

Figure 4.3: Free subscription

3. It will ask for the login ID and password.

4. Provide the Microsoft ID (for example, bpb@outlook.com, bpb@live.com,
and so on).

5. You can even log in through your organization ID, such as Azuredyou@
mycompany.com. Provide your details as shown in Figure 4.4:

B8 Microsoft

Sign in

xyz@outlook.co m|

No account? Create one!

0
o

5]

w

Figure 4.4: Login screen
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6. Provide the password for the same. After this, you will be able to log in to

the subscriber page.
7. Click on the free subscription option.

8. Select Free Trial as shown in Figure 4.5:

Select an offer for your subscription

PREVIEW

-~ Most Popular Offers

Pay-As-You-Go

ervice that This flexible pay-as-you-go plan involves no up-
frant costs, and no long term commitment. You pay
only for the resources that you use. Learmn more

Free Trial

You are ot eligible for this offer,

Select offer Click here to leam mare

Select offer

~  All other offers

Visual Studio Enterprise
Subscription

Azure Pass - Sponsorship

Check eligibility

Visual Studio Professional

Check eligibility

Developer support

Subscription

Check eligibility Check eligibility

Figure 4.5: Select the subscription

9. Select the country code.

Azure for Students

Innovate, explore and drive your career with Azure
credits plus popular free products for 12 manths
Learn more

Select offer

Visual Studio Enterprise
Subscription - MPN

Check eligikility

Azure for Students Starter

Check eligibility

10. Provide the mobile number and click on Text me or Call me to get the

verification code.

11. Once you get the verification code, put it in the Verification code section.

Click on the Verify code.

12. Once the code is verified, you will be directed to the next tab to fill the

payment information.
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Take a look at Figure 4.6 for more details:

13.

14.
15.

16.
17.
18.

1 Identity verification by phone
A text or phone call helps us make sure this is you.

Country code

Indiz (+91) ¥ |o

Phone number

Flease provide,your;phone number; e

B [ 1 We delivered a code to your phone.

Verification code

Please provide yoursVerification number, o

This field is improperly formatted

1

Figure 4.6: Details for subscription

Refer to the numbered areas in Figure 4.6 and fill in the payment details such
as the card holder’s name, the card number, expiry date, CVV number, and
address details. Once done, click on the Next button.

Understand the service usage and click on Next.

If you want to add MS support plans, you can do it. (Since it is chargeable, it
is better to not add this plan.)

Click on the Agreement section and then on the Signup button.
10 minutes later, you will receive the subscription.

We can now utilize our subscription and create the services in Azure. Provide
the details as shown in Figure 4.7:
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2 Payment Information ~

Note, we do not accept debit or prepaid cards because they do not support monthly payments
in your location. Please use a credit card.

‘We accept the following cards:

visa @

Cardholder Mame

Please provide the card holder;name u‘

Card number
Please provide the,card Number, \:_/—‘
Expires
| vy v]-/_ Please provide the Expiry,Date
v
~ , 1
1Fjlease provide the CWV, Nurnbrerw-‘ this?
Address line 1
a |
Address line 2 (Optional) (7
Please provide the Address,Details ‘
Address line 3 (COptional)
City
State
--Select-- o
Postal Code
Country/Region
naia
3 | Service Usage Address \‘r/ N
=, |
4 [lAdd technical supportl - N
. -

s [Fareamen ] o v

Figure 4.7: Payment details and agreement

Note: When you create the subscription, make sure you put all the details
correctly as this will be used for MS internal purpose. When you add your card
initially, it will charge a minimal amount (around Rs 2), to verify your credit
card and only after that will it allow you to create the free subscription.
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Global administrator permission

Users who have the global administrator permission, can access all administrative
services such as Azure Active Directory, and federate services, to Azure Active
Directories such as Exchange Online, SharePoint Online, and Skype for Business Online.

The first user ID who signs up for the Azure Active Directory tenant or subscription,
becomes a global administrator and only global administrators can assign other
administrator roles. We can have more than one global administrator at the
organization level. Global admins can reset the password for users and all other
administrators.

Follow the given steps to provide the global admin access step by step:
1. Click on the Azure Active Directory option.
2. Go to Manage and click on the Users option.
3. Click on All users.
4. Select the user or search the users you want to assign the permission.

5. Select details, as shown in Figure 4.8, for subscription details:

+ Create aresource X & Users - All users
A Home -
0 Search (Ctrl+ . LY “« + New user + New guest user
. S
+= All services @ Overview v Deleted users I

13’ Getting started
FAVORITES g Password reset

All resources q - Manage £ User zettings °
- dey
% Azure Active Directory I . ¢
F} D ¥ aa Users Activity '

(] Resource groups a Groups

3 Sign-ins

i ? Sign-ins On-Premises Directory
=2 App Services BE Or izational relationshi

& App Qrganizational relationships B Auditlogs
<¥> Function App sa Roles and administrators

. Troubleshooting + Support
B SOL databases i Enterprise applications

- X Troubleshoot
&7 Azure Cosmos DB Devices

) s New support request

A Virtual machines B App registrations

Figure 4.8: Global administrator role

Click on the user’s name and then click on Directory role.
Then, click on Add assignment.

Click on Search and search for a Global administrator role.

v N

Select the Global administrator role.
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10. Click on the Save button, and your user will have global administrator
access. Follow the steps as shown in Figure 4.9:

-

devesh - Directory role
) ..

«

Manage

M Profile

i
ua Groups

M Applications

11 Licenses

B Devices

= Add assignment |

Administrative roles
Administrative roles can b

Search

Search by name or descrip
ROLE

¢ Application i

= Annlication

Choose admin roles that you want to assign to this user. Learn more

Search o Type
[od [a v

ROLE DESCRIFTION

"_. Global administrator p Can manage all aspects of A

Figure 4.9: Directory: global admin role

Resources group

An Azure resource group is a logical container that contains the Azure resources in
it. Resources manage the resources within the resources group together as an entity.

If you have provided the permission to a resource group, then you can also view all
the resources which are available in the resource group.

You can even create or delete the resource group. If you delete the resource group,
then all the resources which are present in the resource group will be deleted
automatically.

For a better understanding, let us take a look Figure 4.10:

|Azure Resource Group |

Azure Resource

Figure: 4.10: Azure resource group

Azure Resource Group Manager

Azure Resource Manager is a deployment and management service for Azure. It
provides management layers that will help to create, update, modify, and delete
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the resources within the subscription. We can utilize the features like access control,
lock, and tag. Refer to the Figure 4.11, for more details about Azure resource group
manager:

_ s Azure. Azure 7 N Azure '
RESCAR /. cu PowerShell . Portal S

Azure Resource Group Manger

Azure Resource Group

ication — \
== MR

P & @

N i

Figure 4.11: Resource group manager

Cost management

Azure Cost Management will help you to manage and control your cost. Organizations
can utilize cost management to analyse and manage the cost. It gives the breakup
cost of each resource and resource group. It uses advanced analytics to provide a
customized cost to customers. The cost will be shown based on the consumption of
each service and third-party services such as Red Hat, Oracle checkpoint firewall,
and so on.

Exploring cost management

Cost management will add all the subscriptions which are under one tenant. To get
the report of each tenant separately, you need to perform the following steps:

1. Click on the Cost Management + Billing option from the FAVORITES item
or search on the Azure portal.

2. Click on Overview that will help get all the subscription accounts under
your tenant.

3. Then, you will be able to view how much you have spent every month.
For a detailed analysis, use the cost management tool and follow the steps
performed, as shown in Figure 4.12:
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HOME 5 LOST MEMIGEMENT + BN - Lyennew

Q Cost Management + Billing - Overview Documentat

Il rawatgmail (Detau Dirsctos

® o New subscription  CF Manage

1 Overrion Account admin : IO Currency +INR
° Next b : 912018 Billing countryfregion : IN
Cost Management
Nevtcharge 1 /1072019 Billing secount type  : Microsoft Onine Senvices Program

&% Management groups -

¥ Disgnose and solue problems o For mare cost manegement and aptimization capsbilities, try Azure Cost Management

Billing
Subscrpbians My subscriptions g
Inwoices
NAME SUBSCRIPTION 1D status CURRENT £OST
‘i Contactinfo
@ Billing addrace lMSDNmaﬂurms £795140b-dlBd]-47cF-8hEb-1Be0b2cf5506 @ Active 130402 I

Figure 4.12: Exploring cost management

Cost management tools will help you to get more details of resource services
costs, and help you set up an alert for your Azure account. Furthermore, the
budget can be defined as well. Follow the given steps to configure the same:

4. C(Click on Cost analysis:
a. You can see the graphical view of the cost analysis.

b. You can see the usage of each service, and region.

c. If you want to go deeper, click on each resource and you will get more
details.

d. You can export the data in CSV or Excel file for your reference or telly
purpose.

Figure 4.13 displays a sample report:

an WK
3] Go to management group
K
w Access contral 3K
A Diagnose and solve problems e
TIK
Cost Management 0 __‘
" = Jul Juld 7 Jul 10 Jul 13 JuT 16 ATEE] 22 25 Jul 28
a

Figure 4.13: Cost management graphical view

Figure 4.14 displays a sample report which is shown in cost view models:

@ Accumulated cost

Service name v Location v Resource
22.219...
AL 1,138 lxi51s.. ’\
fiis Qg lees
J2201.8 I<365.04
I<10047 I<2s6.47
[l aeolication gate ¥ taxmanad (micr.

Figure 4.14: Cost management- cost separation into services
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Configuration of the budget alerts

The configuration of the budget alerts will help you get the alerts when your
subscription cost gets utilized beyond the limit, and you can set an account spending
limits as well. Perform the following steps to configure the budget alerts:

1. Click on the Budgets option in the left pane.

2. Once you click on the budget, you will get a window to provide the
information.

Provide the alert name or budget name.

Reset the period month/years/weeks.

Provide the start date and end date of your budget.
Provide the number of your budget.

Once this is done, click on the Next button to create the alert.

PN

Click on Alert conditions and set the alert % number based on your
budget. Let us say your total budget is 5K. Once you have spent up to 60%
(3000 INR), you will get an alert. You can change this setting as well.

9. Provide the email ID of your users or IT team to get the budget alert.
10. Click on Create and your alert will be created soon.

11. Perform the following steps, as shown in Figure 4.15:

| « 1 Create abudget 2

) Overview . .
Create a budget and set alerts to help you monitor your costs.

7 Go to management group

M Access control BUDGET SCOPING

The budget you create will be assigned to the selected scope. Use additional filters like resource groups

Diagnose and solve problems N
% =g e p to have your budget monitor with more granularity as needed.

Cost Management Scope ) lalit01rawatgmail (Default Directory) (root)

Change scope

+? Add filter

BUDGET DETAILS

Give your budget a unique name. Select the time window it analyzes during each evaluation period, its
expiration datagaad the amount.

* Expiration date o“‘“ 2021 v | iy v] |3 v \I

BUDGET AMOUNT

Give your budget amount threshold

* Amount | 0 |

¥ Advisor recommendations

Figure 4.15: Alerts creation
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12. Add the conditions as shown in Figure 4.16:
v Create abudget v Setalerts

:onf’&ne alert conditions and send email notifications based on your spend.

Alert conditions

% OF BUDGET AMOUNT

60 | 3000 J

Alert recipients (email)

ALERT RECIPIENTS (EMAIL)

rawat1@outlook.com

example@email.com |

Figure: 4.16: Alert condition

Azure subscription policy

The Azure subscription policy or Azure policy is used to achieve the compliance of
your organization. It helps control the Azure environments as per the organization’s
compliance prospects.

You can create, manage, modify, and assign the policy, based on your organization
standards. It will also help identify the non-compliance resources in the subscription.

e Let us assume that your organization needs to deploy a specific Virtual
Machine (VM) instance size (VM size) in your subscription, and you want to
disallow the rest of them. You can achieve this using the subscription policy.

e The second example would be probable if your company resides in Asia or
the USA. Users can firstly create the resources in the specific region and then
you can choose the allow location policy and allow only specific locations.
All the other locations can be denied automatically. The allow location policy
will help health care, financial, government services, and so on, to achieve
compliance specific to the location.
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Azure policy creation, configuration, and
assignment

In this section, we will learn how to implement and manage the policy. For the Azure
policy configuration, follow the given steps:

1. Login to Azure portal (https://portal. Azure.com).

2. Click on search on the left-hand side of the page in the FAVORITES section.
Then, select the Subscriptions option.

3. In the Subscriptions section, click on the settings and select policies.
Follow the steps as shown in Figure 4.17:

Microsoft Azure I“ s-.Jbﬁa I

Services

i Seeall (100+) > Cn
Cieate a resowree Azure services Seeall( J Ln —
_ Subscriptions

#*+ Home (W)

: Event Grid Subscriptions

¥ Dashboard Virtual App Services [¥] Resource groups
. machines . .
All services Q Manage subscriptions in the Billing/Account Center
 FAVORITES . Resources
A Microsoft Learn
? Subscriptions b Learn Azure with free No results were found.

Figure 4.17: Select subscription

4. When you click on the Policies, you will be able to see the assigned policy
in your subscription.

5. As you can see, in our example, we have applied a couple of policies in
the subscription. You can also see the compliance level of the subscription.
Follow the steps, as shown in Figure 4.18:

& Platferms # g | Pelicy - Compliance

Bayment methads -, Scope Type Compliance state

MEON Piatforms B [t w || Al comgrance states -
& Parner infermation R
Settings w Join Preview
Ouerall cespyre comoliance f Mon-compliant initiatives @ Mon-compliant policies @ Non-complial
- 96% 4a 765 10«
Rescurce groups « FRemediation Sizeaterzas outor 6 out of 369 out of 245
Rescurces

Authering
u NAME SCOPE COMPLIANCE STATE COMPLIANCE NON-COMPLIANT RES.
= Ueage v quotas * Pssignments

. & [Preview): Enable Monito... MSDN Platforms © Non-compliant 96% 9
cies Definitans —

o Management certificetes & Security Center Default <. MSDN Platforms © Non-compliant 96% 9
Bluggrinte —

& My permissions & ASC Default (subscriptio..  MSDN Platforms B Non-compliant 95% 9
B Blueprints (preview) —

Fescurce providers & [Preview): Enable Monito...  Tenant Root Group € Nen-compliant 96% E]

Figure 4.18: Azure policy
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If you want to create the new policy, click on Assigned policy.
It redirects you to a new screen where new policies can be made.

You can provide the following values in your Azure policy. The policy will
be created for a specific region:

a. Scope: Provide the subscription as shown in Figure 4.19:

i\. Policy - Compliance

| o Fearcn (Ctri=) l b [ Assign policy | 3 Assign initiative () Refresh
& Oveni Scope Type
(& Overview
e - W o —

i Getting started ,
re' " p Tew < -
i Join Preview Overall resource compliance @ Non-compliant initiatives @
& Compliance 9 60/ y

0 4a
# Remediation 335 out of 245 L} out of 6

Figure 4.19: Policy compliance

b. Exclusions: This option can be used if you want to exclude the
resources from the policy. However, if you want to apply to the entire
subscription, then do not select any resources in the exclusion policy.

¢. Policy definition: Policy definition will help you choose the defined
policy from the policy gallery to control your resources. Follow the
steps, as shown in Figure 4.20:

Assign policy

SCOPE

b Scope (Learn more about setting the scope)
T son pratrarms l - |

Frelusions

Optionally select resources to exempt from the policy assignment ‘ !

BASICS

I" Palicy definition I

I Assignment name @

Description

lAssigr\Ed by l
I Lalit Rawat I

Figure 4.20: Policy assignments
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d. If you are planning to have the resources in a specific location, click
on the Allowed locations policy.

e. If you want to allow a specific Stock Keeping Unit (SKU), then you
can achieve this by using the Azure policy.

f. Take alook at the following specific policy. You can search and apply
the policy based on your organization’s standard policy. Refer to

Figure 4.21:
Type ~ Search
| All types V| |® lowed |

Policy Definitions (9)

Not allowed resource types
Built-in
This policy enables you to specify the resource types that your organization cannot deploy.

Allowed storage account SKUs
Built-in
This policy enables you to specify a set of storage account SKUs that your organization can deploy.

Allowed resource types

Built-in

This policy enables you to specify the resource types that your organization can deploy. Only resource types that support ‘tags’
and 'location’ will be affected by this policy. To restrict all resources please duplicate this policy and change the 'mode’ to "All",

Allowed virtual machine SKUs
Built-in

This policy enables you to specify a set of virtual machine SKUs that your organization can deploy.

Allowed lacations

Figure 4.21: Azure policy type
9. Once you select the policy allowed location, choose the location you want to
allow, such as East US, Central India, and so on.
10. Choose the Assigned by option.
11. Click on the Assign button.

12. Once done, you will be able to assign the policy successfully. Follow the
instructions, as shown in Figure 4.22:
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SCOPE

* Scope (Learn more about setting the scope) o

I MSDN Platforms

Fclusions
Optionally select resources to exempt from the policy assignment
1
BASICS
Policy definition
Allowed locations v
" Assignment name @ ]
Allowed locations l |
Australia Central
P Canada Central
Allowed Location | ] Conada East

Central India

Central US
East Asia
W | East US
Assigned by
Lalit Rawat
F Allowed locations @ a
4 selected

MANAGED IDENTITY

Policies with effect type deploylfNotExist need the ability to deploy rescurces. To do this, a managed identity will be created to
deploy the resources for you.
Learn mere about Managed Identity.

[[] Create a Managed Identity

Figure 4.22: Azure policy configuration

Once all these steps are followed, the policy will be successfully implemented.

Azure quota

An Azure quota is nothing but the limitation of a specific subscription, of how many
resources can be deployed. Generally, a quota is of two types:

e Soft limit: Default resources available in the subscription can be increased
by raising the request with the MS team.
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e Hard limit: Maximum resources can be deployed within the subscription,
and even raising the request with the MS team cannot be increased.

If you want to see the usage limit and quota of your subscription, then click on the
subscription. In the Settings section, click on Usage + quotas, and you will be
able to view the available services in your subscription and see the quota as well.

You can see the details of the subscription limitation in Figure 4.23:

=, MSDN Platforms - Usage + quotas

% Q) FRefresh
“  Youcan use each Microsoft Azure resource up to its quata. Each subscription has separate quotas and usage is tracked per subscription. i you reach a I
Invaices quOta cap, you can request an increasa via Help = Suppoart. Learn mare
B External services ‘ Allsarvics quotes w || Al providers ~ || Al lpcztions | Snow anly tems with usag
= Payment methods ‘ Filter items.,
i Partner information
Quota T PROVIDER T LOCATION USAGE
Settings -
Netviork Watchers Microsoft. Netwark East US 100% 1of1
B Programmatic deployment
Network Watchers Microsoft. Netwark East US2 —— {00 % 1 of 1
@ Resource groups
Metwork Watchers Microsoft Netwark UK South e —— 100 % 10f1
Resources
Network Watchers Microsoft Netwark West US 100% 10of1
E— Usage + quatas
Network Watchers Microsoft. Netwark West US 2 ————————— 00 % 1 of1
Pelicies
. Standard D3v2 Family vCPUs MicresoftCompute EastUs - 3% 1of20
= Management certificates
& My permissions Total Regional vCPUs Microsoft Campute East US - 5% 1of20
g Acc i i 1% f 2!
Resource providers Storage Accounts Microsoft Storage East US ; % 20f250
& D Public IP Addresses Microsoft Netwerk East US 0% 1of 100§
ea Deplayments
U Properties Virtual Networks MicrosoftNetwork East US 0% 1 of 1004

Figure 4.23: Usage and quota limitation

Resource tag

We can use the Azure resource tag to add the extra fields, to identify the resources
and it can be used for billing purposes. Every tag contains the following fields:

e Name: Production Application
e Owner: Lalit Rawat
e Department: IT
e Bill to: IT
Note: The preceding resource tags are just examples that can be changed based

on your organization’s policy. Based on that, you can define the tags and associate
specific resources.
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Usage of the Resource Tag

Let us consider that you are a big organization that has deployed 4,000 applications.
In this scenario, how can you understand which resources group belongs to which app, and
who is the owner? Who to bill the usage of services which is presented in the resources group?

Hence, resource group tags can be used to identify the billing purpose. They are very

helpful
1.

2
3.
4

in the long term for a structured organization. Perform the following steps:
Click on Resource groups.

Under the Overview tab, click on the Tags option.

Provide the resource name, application, owner, database, and so on.

Then, provide the values, where values are your application name like
Tomcat, Apache, SQLDB, and so on.

Click on Save, as shown in Figure 4.24:

[ —— ' azurerm - Tags
Resource group

4+ Home

U= Dashboard

i Al resources & Quickstart -

%/ Resource g

roups e Deployments

Tags are name/value pairs that enable you to categorize resources and view consolidated billing by applying the

B Activity log names are case-insensitive and tag values are case-sensitive. Learn more about tags 3 o
thvity
R —
Application v | : | Tomcat
Events %

Settings

&) szurerm (Resource group)

Mo changes

Figure 4.24: Resources tag

Configuration of a resource lock

The resource lock helps with accidental deletion of resources. Administrators can
lock the resources to prevent others from deleting the resources. In the subscription,
there are two types of locks:

Delete: This lock prevents users from deleting the resource. However, users
can still read and modify the resource.

Read-only: This lock provides access to read-only resources. In this case,
users cannot modify or change the resources. However, they can still see the
resources.
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Take a look at Figure 4.25:

- EEreeeoT ||

Home > Resource groups > azurerm - Locks

EI azurerm - Locks

+ add [ Subscription () Refresh

o Overview - Add lock
B ‘Achitylog Lock name [t 1
fa. Access control (IAM) | =
® Tags i Read-only
Delete |
Events [
Settings

& Quickstart Bl -
& Deployments.
Policies

3% Properties

EX Export template

Figure 4.25: Resources lock

If you want to apply a lock on your resource group, follow the given steps:
1. Log in to the Azure portal by opening https://portal.Azure.com.

Select Resource groups.

Under the resources group, click on Locks.

Create a lock.

After thelock creation, you can deploy the lock-in resource group successfully.

AN N

Perform the following steps, as shown in Figure 4.26:

Home > Resource groups > azurerm - Locks

Create a resource n azurerm - Locks
R group
Home
« &= add | @ Subscription ) Refresh

Dashboard

All sem&; ®) Overview = Add lock o
*  FAVORITES B Activity log Lock name Lock type
¢ subscriptions ~| a4 Access control {IAM) I[ ong| [ ‘ Delete
™) Cost Management + Bil... & Togs Flot:

Do not celete Q

W Security Center Events
& Advisor Settings
B Al resources e @7
¥/ Resource groups e Deployments

L] App Services Policies

@ SOL databases = Properties

A& Azure Cosmos DB o

8 Virtual machines 53 Export template

Figure 4.26: Resources lock creation
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7. If you try to delete the resources, you will get a message, as shown in Figure
4.27:

“eme > Resource groups o azurerm

I‘Jt:lificatin ns
& azurerm
&)

4 add EZEditcolmns [ Delete resource group ) Refresh = Moy

zurerm failed

Tl Oveni ion {change) ; MSDN Platforms
— The resource ked and can't be deleted. Click here to

manage lacks for

€795140b-dBd1-47cf-0b8k-180b2¢f5606
# acwitylog

: Click here 1o 3 tags

Figure 4.27: Resources lock

Resources movement from one resource group
to another

If you are planning to move the resource group resource (VMs and so on) to another
resource group, then this can be done easily. You can also migrate the resources
between subscriptions under the same tenant, and this can be done using the portal.

If you want to move the resources, perform the following steps:
1. Click on the resources group in which you want to move the resources.

2. Select the Move button at the top-right corner of the screen, as shown in
Figure 4.28:

[!’] azurerm

Resource group

o Search (Ctri+/) I « o Add  ESeditcolumns [ Delete resource group ) Refresh  => Move
" oscription (change) : MSDN Platforms
@) Overview Subscription (change) atform ‘
Subscription ID : €795140b-d8d1-47cf-9b8b-18e0b2cf5606 &

B Activity log

* Tags (change) : Click here to add tags
s Access control (IAM) X
& Tags

Events Fitter by name... | ‘ All types v | | All locat

Figure 4.28: Resources move

3. Select the resources you want to move from one resources group to another,
and click on OK.

4. Tt will take 20 to 45 minutes to complete the task, based on the size of the
resource.
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5. Follow the given steps, as shown in Figure 4.29, and click on Move to move to
the new resources group:

Move resources

Resources to move

v ? azuretraining_OsDisk_1_485b81129fa444c88b03a7a... Disk
~—

v g azuretraining Virtual machine

v .‘ azuretraining/AzureNetworkWatcherxtension microsoft.compute/virtualmachines/ext...
v .’ azuretraining/DependencyAgentWindows microsoft.compute/virtualmachines/ext...
v ." azuretraining/Microsoft.Insights.VMDiagnosticsSetti... microsoft.compute/virtualmachines/ext...
v .‘ azuretraining/MicrosofthMonitoringAgent microsoft.compute/virtualmachines/ext...
v A hutdown-comoutevm-azuretrainina mirraraft datactizi e e las

Move these resources to

Resource group

Neiwark\r‘.‘atcherRGl _/
S ——

| understand that tools and scripts associated with moved resources will not work until | update them to use r

Figure 4.29: Resources selection to move

6. When you click on your resources, the resources will be migrated to a new
resources group.

Removing a resource group

A resource group can be removed by clicking on the delete resource group. This can
be done through the Azure portal, CLI, PowerShell, and so on. Take a look at Figure
4.30:
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= =& Add == Editcolumns | Delete resource group | € Refresh
a Subscription (change) : MSDN Platforms
Subscription ID : €795140b-d8d1-47cf-9b8b-18e0b2cf5606
Tags (change) : Click here to add tags
| Filter by name... | | Al types v
gitems [ ] Show hidden types @
[] name TYPE LOCATION
g azurermdiag Storage account East US
K azuretraining Virtual machine East US
3 azuretraining_OsDi- Disk East US
l azuretraining934 Network interface East US
[ azuretraining-ip Public IP address East US
;’ azuretraining-nsg  Network security group  East US
(1) laxamtraining Key vault East US
= piyushtra Disk East US

Figure 4.30: Resource group deletion

Perform the following steps:

1.

2
3.
4

Click on the delete resources group.

Provide the resource group name.

Once you provide the resources group name, click on the Delete button.

Once done, the resources will be deleted automatically.
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Take a look at Figure 4.31 for more details:

@) Are you sure you want to delete "azurerm™?

Warning! Deleting the “azurerm” resource group is irreversible. The action
you're about to take can't be undone. Going further will delete this resource
group and all the resources in it permanently.

TYPE THE RESOURCE GROUP NAME:

| azJrerm ~

AFFECTED RESOURCES
There are 13 resources in this resource group that will be deleted.

MAME TYPE LOCATION
55 azurermdiag Storage account East US
Bl azuretrsining Virtual machine East US
f AzureNetworkWatcherExtension (.. Microsoft.Computey.. East US
r DependencyAgentWindows (azur...  MicrosoftComputey... East US
i.' Microsoft.Insights VMDiagnostics..  Micresoft Computey... East US
r Microscfthenitoringfgent (azure...  Microscft.Computer... East US
g azuretraining_OsDisk_1_48350811...  Disk East US
l azuretraining934 Network interface East US
| azuretraining-ip Bublic IP address East US

—

Figure 4.31: Resource group deletion confirmation

Creating and configuring management
groups

The management group will help you manage multiple subscriptions in a single
tenant. We can efficiently manage the access, policies, and compliance for these
subscriptions.

A single policy can also be applied within the tenant group. The first management
group will act as a tenant, and the policy that applies on this subscription will be
inherited to other subscriptions as well.

If you want to create and configure the management group, follow the given steps:

1. Click on A1l services.
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2. Type management in the search box.

3. Click on the Management groups option, as shown in Figure 4.32:

All services ‘IF management I
e———
-

Overview () Management groups 0 APl Management services
Categories Q Cost Management + Billing @ Azure AD Privileged |dentity Manageme
Al # MyGet - Hosted NuGet, NPM, Bower and Vsix (2] Ider?tity Ga\:’emarjce I
Keywords: Entitlemant manageman

General

=P Solutions
Compute
Networking

Figure 4.32: Management group

4. Once you click on the management group:
a. Click on Create new.

b. InManagement group ID (Cannot be updated after creation)
*, provide the name.

c. Provide the management group display name.

d. Click on Save, as shown in Figure 4.33:

Add management group >

. Add a new or existing management group to be a child of
[d{,\ Using management groups helps you man ‘Root'

subscriptions together, Learn more,
No management groups to display Management group |D (Cannot be updated after creation) * (O
AzureMGMTGroup | v |

Management group display name (D

AzureGroupSub|

e.g. Groupl

Figure 4.33: Management group creation
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5. Once you click on Save, it will start creating the first management group,
which might take up to 15 minutes. Refer to Figure 4.34:

Notifications X
More events in the activity log — Dismiss all ~
mms Creating group Running

Creating first management group and backend processes. This could take up to
15 minutes and we will notify you when it is completed

Figure 4.34: Group creation

6. Once the management group is created, you will see the following screen, as
shown in Figure 4.35:

Management aroups

+ Add mansgement greup () Refresh

Ot ere recistered os & divectory adimin but do net have the ' permissions o apcess the ool manag aroun, Ciick bn lasen mere, 3

Tenant Rot Group

[P Seachby nameor i | (ﬁ] Using management groups helps you manage access, policy, and compliance by grauping multiple
subscriptions together. Learn more.
Tenant Root Group idetsik|
Name D Type My Role

3] AureGroupsub AzureMGMTEDup Management Group |

Subscription

Subscription
Figure 4.35: Management group view

7. If you want to create another management group, then click on the + Add
management group and create another group, as shown in Figure 4.36:

All services > Management groups Add management group
Management groups

Add a new or existing management group to be a child of
+ Add management group |(0 Refresh “AzureGroupSub’ 9 group

o You are registered as a directory admin but do 1

(®) Create new (_) Use existing
Tenant Root Group » AzureGroupSub

Management group ID (Cannot be updated after creation) * O
I Testsub

O Search by name or ID

AzureGroupSub (details)

Name

Management group display name ©
| Testsud]

No result

e.g. Group!

Figure 4.36: Add management group
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Once the management group is created, you need to assign the subscription
to the management group. This ensures that when you apply the policy, it
should be inherited to the subscription associated with the management
group. You can configure it, as shown in Figure 4.37.

ups * Testsub Add subscription >

Mave an existing subscription to be a child of Testsub’

Figure 4.37: Add subscription to the management group

9. We will complete this step to configure the management group and associate
it with the subscription.
Conclusion

In this chapter, we learned how to create the free Azure subscription, subscription
management, and how to assign the policy. If you want to allow the resources from
the Azure policy, configure the Azure resources group tags and implement the
resource lock. We also covered the types of subscriptions. In the next chapter, we
will cover how to monitor resources in Azure subscription.

In the next chapter, we will also learn about the management and configuration of
Azure storage and its types, storage account replication, and so on.

Points to remember

Enterprise Agreement Subscription helps to manage your department billing
and manage the hundreds of subscriptions centrally.

Global Administrator Permission will help you manage your tenant (Azure
AD).

Cost Management will help customer to manage the cost of the subscription.

Using Azure Subscription Policy, you can enable the security and governance
within your subscription.

Azure Quota will help to manage the available resources within your
subscription, and you can raise a request for additional quota based on your
resource’s consumption.
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e Creating and configuring management group will enable the organizational
structure to manage multiple subscription.

Multiple choice questions

1. The customer wants to allow only a few locations, based on his presence
in the Azure subscription. How can you do that?

a. Azure Policy.
Resources Group.

c. RBAC Access.

2. Your company wants to buy a subscription directly from MS. Which
subscription would you choose?

a. Free subscription.
b. Enterprise Subscription.

c. CSP Subscription.

3. What is a subscription in Microsoft Azure?
a. Itis the Billing Container which contains the Azure services.
b. Itisjust a Container.

c. Itis an Azure cloud services provider.

Answers
1. a
2. b

3. a



CHAPTER 5
Managing and
Configuring of
Azure Storage

Accounts

Introduction

In this chapter, we will cover how to manage and configure the Azure storage
account. You will learn about different types of Azure storage accounts, the use of
storage accounts, and creation and configuration of Azure storage accounts, which
will further help you understand how the storage accounts work in Azure. We will
explain how to secure your storage account using the Azure firewall configuration
and integrate it with a virtual network. We will cover more about replication, how
this replication will work, and how your data can be synced to a different region.

Structure

The following topics will be covered in this chapter:
e Azure storage account
o Types of Azure storage accounts
o Azure storage account creation and configuration
e Implementing Azure Storage replication
¢ Generating and managing the shared access signature

e Managing storage account access key
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e Configuring network access to the storage account

¢ Installation and configuration of the Storage Explorer

Objectives

In this chapter, you will learn how to configure the storage account and how to
store data in Azure. We will provide you with step-by-step instructions to create and
configure the Azure storage account, connect to the Azure storage account using the
Azure storage explorer, and to use the Azure storage key.

Azure storage account

An Azure storage account is a cloud-based solution for storing structural and un-
structural data.

It is also used to store the data disk of virtual machines (VMs), files, and so on. It is
available, durable, and secure. It can be accessed by HTTP/HTTPS from anywhere.
You can take a look at Figure 5.1 to understand about the storage account data

structure:

Storage for VMS VHD Disk & It’s files

Structured Data Tables, Cosmos DB Azure SQL

Unstructured Data [ty Blobs & Data Lake Store

i >

e Storage for VMs data: This kind of data will be stored in a blob storage
account under the page blob, which stores the Virtual Hard Disk (VHD) file
of VMs.

Figure 5.1: Azure storage account data

e Structured data: It is a commonly used cosmos database (DB) tables, and so
on, where the data will be stored structurally and can give the results easily.
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e Unstructured data: Unstructured data can be used to store the data log file,
image, movie or archival data, and so on, which are used to dump the data.
This does give results faster, as this is not stored in a formatted or structural
way.

Types of Azure storage accounts
Azure storage accounts are of the following three types:

1. Blob storage account: Blob storage accounts are used for unstructured data,
such as backup, JPEG, AVI files, and so on. A blob storage account offers
three kinds of accounts: cool storage, hot storage, and archive.

e Access tiers: Access tiers have the functionality to determine how
frequently data can be accessed. It is based on these tiers that the
storage account bill is charged:

o Hot storage: This type of storage account can be used when you
need to access the data frequently, such as day-to-day operations.

o Cool storage: This type of storage account can be used for data
that is infrequently accessed and stored for a minimum of 30
days. For example, if have an older backup or file you want to
store to a storage account, you need to access it monthly once or
twice.

o Archive storage: This type of storage account is used to store
the data which has been accessed rarely and stored for at least
180 days, such as an older backup with more than 5 or 10-year
compliance data.

Please refer to Figure 5.2 for more details:

Account kind O | BlobStorage bl ]
Replication &
ess Tier is ideal for flequenﬂy accessed data, and the ( s
ideal for infrequently accessed data. T s Tier can only be set at the blob level
and not on the account.
Access tier (default O Cool G:. Hot

Figure 5.2: Azure blob storage account tier
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General purpose V1: GPv1 storage accounts are legacy accounts and they
have been used for blobs (also referred to as a container), files queues, and
tables. They are commonly used and support replications like LRS, GRS, and
RA-GRS. Take a look at Figure 5.3:

Account kind © Il Storage (general purpose v1) I A% |

Replication O I Locally-redundant storage (LRS) s I

_ - Read-access geo-redundant storage (RA-GRS)

Locally-redundant storage (LRS) \

Storage account name * (O

Location *

Performance © Read-access geo-redundant storage (RA-GRS)

Account kind O

Access tier (default) O () ool (@) Hot

Locally-redundant storage (LRS)

Geo-redundant storage (GRS)

Figure 5.3: Azure GPvl account

General Purpose V2: GPv2 storage accounts are recommended to be used,
as they are the upgraded versions. They are used for blobs (or container),
files queues, and tables. They support replication like LRS, GRS, RA-GRS,
and ZRS. They also have the feature for cold /hot storage account, which you
can get only in the blob storage account.

Recently, MS Azure has released new replications such as GZRS-zone
redundant storage and read-access geo-zone-redundant storage (RA-
GZRS). They are in the preview feature. Refer to Figure 5.4:

Zone-redundant storage (ZRS)

Geo-redundant storage (GRS)

Geo-zone-redundant storage (GZRS) (preview)

b\ Read-access geo-zone-redundant storage (RA-GZRS) (preview) )

Replication © I Locally-redundant storage (LRS)

Figure 5.4: GPv2

Premium storage accounts: Premium storage accounts use the SSD disk
and provide high performance with low latency disk support. The premium
storage account is mainly used for mission-critical applications or production
environments. 1 TB disk provides the 7500 IOPS and 250 MB throughput for
the disk. Take a look at Figure 5.5:
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Storage account name * O | Irpremiumstorageaccount 2 |
Location * | (Asia Pacific) Southeast Asia puoid [
Performance O O Standard @ Premium

Account kind O I[ StorageV?2 (general purpase v2) I b I

lication and performance type only
support page blobs. Block blobs, append blobs, file shares, tables, and queues
will not be available.

Replication O | Locally-redundant storage (LRS) hd [

Figure 5.5: Premium storage account

Azure storage account creation and
configuration

To create a storage account, follow these steps:
1. Please click on Create a resource.
2. Search for Storage account.

3. Click on the Create button to create a storage account, as shown in Figure

= New
+ Create a resource
ﬂ' Home O Storage account X
—_
[Ed] Dashboard
Azure Marketplace  Seeall Popular
Get started Windows Server 2016 Datacenter
Quickstart tutorial

Storage account

Microsoft

% ey -
0

Overview  Plans

Figure 5.6: Storage account creation

4. Select the subscription for which you want to create the Azure storage
account.
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10.

11.
12.

Create the new resources group or use an existing resources group from the
drop-down menu.

Provide the Azure storage account name. This name should only be in
lowercase and in numbers.

Select the region you want to deploy the storage account.

The performance type can be either Standard or Premium, as per customer
requirements.

For the account kind, you can select: GPv1, GPv2, or blob storage account. In
our case, we have selected GPv2, since it is the latest version.

For replication, you can select the default RA-GRS option, but based on the
requirements, you can also choose from GRS, LRS, or ZRS (if available in
your region).

Select the access tier: Hot or Cool. In our case, we have selected Hot.

Click on Next: Networking > for further configuration, as shown in Figure
5.7:

Basics Networking Advanced Tags Review + create

Azure Storage is a Microsoft-managed service providing cloud storage that is highly available, secure, durable, scalable, and
redundant. Azure Storage includes Azure Blobs (objects), Azure Data Lake Storage Gen2, Azure Files, Azure Queues, and Azure
Tables. The cost of your storage account depends on the usage and the options you choose below. Learn more about Azure
storage accounts o

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all

YOur resources,

Subscription * I Azure Jo ™ I
Resource group * I_(Ne\—.-) azureiyouj e o |

Create new

Instance details

The default deployment model is Resource Manager, which supports the latest Azure features. You may choose to deploy using
the classic deployment model instead. Choose classic deployment model

Storage account name * (D II Ialitstorageaccount Ie o |

Location * [ s) westus 2 v ]
Performance O e @ Standard O Premium

Account kind © | StorageV2 (general purpose v2) e A |
Replication @ | Read-access geo-redundant storage (RA-GRS) v |

Access tier (default) © O Cool Q
———————————————
Previous Next : Networking > o

Figure 5.7: Storage account configuration details
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13. Based on the requirements, you can enable the following endpoints:

e Public Endpoint (all networks): Open to all networks.

e Public Endpoint (selected networks): For a selected network(s).

¢ Private Endpoint: Integrate the VNet and make it available for your

network only, as shown in Figure 5.8:

Basics | Networking JAdvanced Tags Review + create

Network connectivity

You can connect to your storage account either publically, via public IP addresses or service endpoints, or privately, using a

private endpoint.

Connectivity method * @ Public endpoint (all networks)
O Public endpoint (selected networks)

O Private endpoint

© Al networks will be able to access this storage account. Learn more about

connectivity methods |

Figure 5.8: Storage account networking configuration

¢ Click on the Advanced tab, and here, you can set the security options,
such as Secure transfer required and Data protection settings,
and so on. For more details, take a look at Figure 5.9.

e Also click on Tags and assign the tags for billing purposes.

Basics  Networking ags Review + create
Security
Fecure transfer required © | O Disabled @ Enabled
Azure Files

*40) o R ~

Data protection
Blob soft delete (O (® Disabled O Enabled
Data Lake Storage Gen2
Hierarchical namespace (O @ Disabled O Enabled

Figure 5.9: Storage account advance settings

. Once the validation is complete, you will see the green mark.



82 Microsoft Azure Administrator Exam Prep (AZ-104) [2nd Edition]

15. Please verify the details one more time and click on Create to create the
account.

16. After that, the deployment will start and your storage account will be created
within 5 to 10 minutes. Refer to Figure 5.10:

[ ~/ Validation passed I

Basics Networking Advanced Tags Review + create
Basics
Subscription Azure Pass - Sponsorship
Resource group {New) azuredyou
Location (US) West US 2
Storage account name lalitstorageaccount
Deployment model Resource manager
Account kind StorageV2 (general purpose v2)
Replication Read-access geo-redundant storage (RA-GRS)
Performance Standard
Access tier (default) Hot
Networking
Connectivity method Public endpoint (all networks)
Advanced
Secure transfer required Enabled
Hierarchical namespace Disabled
Blob soft delete Disabled

Create < Previous

Figure 5.10: Storage account verification and creation

In this session, we have understood the Azure storage account data type and its
usage. We also studied how to create the storage account, and so on. Now, the reader
will be able to understand and create the storage account.

Implementing Azure storage replication

In Azure storage replication, we have replication policies as part of the storage
account replication. It helps us to maintain the compliance part and secure the data.

e Locally Redundant Storage (LRS) account: It maintains three copies of
your data within a single datacenter in a single region. Its usage data can be
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reconstructed, and it helps in your data compliance for regional governance
requirements.

Zone Redundant Storage (ZRS): It maintains three copies of your data
within 2 or 3 datacenters in a single region or across the region. Data will be
replicated across the three-storage clusters in a single region.

Geo Redundant Storage (GRS) account: It maintains six copies of the data
and data that has been replicated three times within the primary region and
three times in the secondary region, 100 miles away from the primary region.
Data will be available as read-only during a failure.

Read-only Geo-Redundant Storage (GRS) account: It maintains six copies
of the data and works in the same way as your GRS, but it provides the read
access to your secondary region even without the failover.

To implement or change the replication, follow these steps:

1. Select the Azure storage account.
2. Go to Configuration.
3. Select the appropriate replication from the Replication drop-down menu.
4. Click on Change. If you click on change, the changes might be applicable
based on the replication you select.
5. Click on Save, as shown in Figure 5.11:
& lalitstorageaccount - Configuration

| * B

® Togs The cost of your storage account depends on the usage and the options you choose below.
2 Diagnose and solve problems Learn more

@ Data transfer Account kind

Settings

® cons : (coo QD)

g

>

1 Private endpoint connection..

e

StorageV2 (general purpose v2)
Events
N Perfi
Storage Explerer (preview) . erformance O .
- - )

Secure transfer required *|
Access keys ‘ Disabled '

Geo-replication Access tier (default) D

Encryption | Read-access geo-redundant storage (RA-GRS)

by~ (LR
Shared access signature Locally-redundant storage (LRS) e

Geo-redundant storage (GRS)

Firewalls and virtual networks
Read-access geo-redundant storage (RA-GRS)

“ The current combination of storage account kind, performance, replication and location does not support large file shares.
Advanced security Leam more.

Figure 5.11: Storage account replication
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6. Once you change the replication, click on Geo-replication.

7. In this section, you will able to see the primary and secondary regions where
your data has been copied. This can be seen in Figure 5.12:

- '

Primary File Service Endpoint

@ lalitstorageaccount - Geo-replication
— [ etpe//ialitstor

() Refresh

D Searen (Ciri;
Primary Queue Service Endpoint
® T + heure Storage replication copies your data so that tis pratected from trensient hardware failres network or po (oot
then you can initiate a failover to the secondary endpoint to rapidly restore write access to your data. To enroll ir

subscription. Lesm mare

£? Diagnose and soive problems Primary Table Service Endpoint

| https://lalitstor

& Daia transier Replication

Events

Iz Storage Explorer (preview)

Settings

Access keys

=

& CORS

Geo-replication

Read-access geo-redundant storage
(RA-GRS)
Last failover time

Storage endpoints

View al

Click view al to view the Primary
and secondary storage endpoints

%

Primary ADLS file system endpoint

[ retpsimitst

Primary static website endpoint
[ hetps:/71aiitst

Secondary Blob Service Endpoint

[ https//lalitstorageac

Secondary Queue Service Endpoint

I Location + West US 2, West Central US ] [ https//ialitstorage

& Configuration

£ Encryption

Secondary Table Service Endpoint

“& Shared access signature i
9 [ hitps://alitstorageaccor

Firewalls and virtual networks

al

Figure 5.12: Storage account replication with a secondary endpoint

Generating and managing the shared
access signature

A shared access signature will allow you to provide the restricted access to the
storage account, if anyone requests to gain access to the storage account. You can
provide access with time limitation, and after the set duration, the access will get
expired. You can generate the Statistical Analysis System (SAS) access using your
primary storage account key or secondary storage account key.

If you need to generate the SAS key, select the Shared access signature tab
under Settings and follow these steps:

1. Please select the allowed services like Blob, File, Table, or Queue.
Select the allowed resource types like Service, Container, or Object.

Allow permission like Read, Write, and so on, based on the requirements.

Select the HTTP or HTTPS selection.

2

3

4. You can select the specific IP and click allow protocol https.

5

6. Click on the Generate SAS and connection string button.
7

After a few seconds, keys will be generated, and the user can access the key.
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Refer to Figure 5.13:

- * Leamn more
2= Storage Explorer (preview)

Settings Allowed services(D

Blob File Queue Table
Access keys

@ Gec-replication Allowed resource types (D

& CORS L Service Container Object

= Configuration r;\\Ik:\.'\ﬂ:d' permissions ©

E| Encryption Read Write Delets List Zl Add Create Update zl Process
\

2y it

I S Shared access signature I Start and expiry date/time O

“§ Firewalls and virtual networks Start

' 12/09/201 1:52:34 AM

<ly Private endpoint connection.. vt e L =
End

© Advanced security | 122002019 | | esessam

W Static website [ (UTC+05:30) - Current Time Zone —

m :

Properties Allowed IP addresses @ ]
|:1 Locks | for example, 168.1.5.65 or 168.1.5.65-16& 1.5.70 a
B3 Export template Allowed protocols (0
) (®) HTTPS only () HTTPS and HTTP

Blob service
Signing key O

1 Containers g ey
[ keyl hd

-

= Custom domain

™ e ©

Figure 5.13: Generating shared access signature

Managing storage account access key

The Azure storage account key is used to access the storage account from the storage
explorer, or to access it publicly. It is just like a storage account password, which you
can change any time by clicking on the Refresh button. Some features of it are as
follows:

¢ You will have a primary and secondary key.

¢ While clicking on the Refresh button, you can generate the new key which
is marked in a red circle, as shown in Figure 5.14:
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You can use the connection string to connect to the storage account.

lalitstorageaccount - Access keys *

= Overview

H Actiitylog

By Accass contrl (1AM

® Tags

£ Disgrose and shve problems

W Dats bancler

Events

Z& Storege Explorer (previen)

Settings
® Geoerepication
& CORS

& Configuiation

Encyplion

=5

Use sceess keye to cuthenticats your zaplicabons when making reguests to s Azure shorege account Store your sccess keys securely - for example, waing Azure Key Vau't - and don't share them. We
recommend regenerating your access keys ragularty. You ave provided bwo sceess keys 5o that you can mantain conractions Using one key while raganerating the cther

When yau regenerate your access keys, you must update any Aure resources and apglications that access this starage account to use the new keys. This actian will not interupt access to disks fram your virual
machines. Learn mors

Starege account mome

lalitstoraqeaccount [
6
Key

Oeltel 1] 1 . 0|

Conraction string

DefaltEndpaints! o

Ky

ikl m|

Connection string
DelaultEndponts? : || . f . - J . o

Figure 5.14: Managing the Azure storage account key

Configuring network access to the storage
account

Enabling the VNet access, the Azure storage account will provide an additional
layer of security to your storage account that has your critical data. After integration,
the storage account can be accessed within VNet, but not publicly, until the public
endpoint or public IP is added.

1.
2.

Please select the storage account for which you want to enable the VNet.
Select Firewalls and virtual networks under Settings.

Select the network and click on the Add new virtual network option. You
can also add the existing network, as shown in Figure 5.15:

Bl save X Discard () Refresh

= Oveniew

| Actii @ 7 revsl setings slowing sccess o storage services il emain I efectfor s 10 3 minute afer sa11ng Upcated eEngS STt
B Activity log

" Access control (IAM)

® Tags

Allow access from

QO Al networks |@

& Diagnese and solve problems
W Dats transfer Configure network security for your storage accounts, Learn more.

(3]

Secure your storage account with virtus! networks [— Add existing virtual network ] [— Add new virtual network I

Events Virtual networks

Za Storage Explorer (preview)

Virtual Network Subnet Address range Endpoint Status
Settings.
No network selected.
Aceass keys

# Geo-replication Firewall
& coms Add IP ranges to allow access from the internet or your on-premises networks. Learn more.
[ Add your ciient IP address (106.51.109.24) O
& Configuration
¢ Address range
pe

8 Encyption [[o adcess or cior | ]

> Shared access signature 1
9 Firewalls and virtual networks

1, Private endpoint connection

Exceptions

= trus

@ Advanced security

Figure 5.15: Azure Storage account network configuration
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© N o v &

Select the existing Vnet or create a new Vnet.
Please provide the VNet name and range of IP.
Provide the resources group and region.
Provide the subnet name and range of IP.

Provide the location and click on Create. Please check out the details, as
shown in Figure 5.16:

Create virtual network
Name * o

BPBnetwork |

X

Address space * ©
[ 101.00/16 |
10.1.0.0 - 10.1.255.255 (65536 addresses)

Subscription *

[ Azure | | ~ ‘

Resource group *

\ azuredyou % ‘

Create new

Location *
| (US) West Us 2 v ]

Subnet
Name *
[ cefautt |

fiddress range * O
10.1.0.0/24 -
10.1.0.0 - 10.1.0.255 (256 addresses)

DDoS protection®

@ Basic O Standard

Service endpoint @
Microsoft.Storage

Firewall ©
=
D o)

Figure 5.16: Azure storage account-VNet creation
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Once the Vnet is associated with a storage account, click on the Save button to save
the configuration. Once this is done, you will be able to successfully configure the
network with a storage account. Refer to Figure 5.17:

lecard ‘:,:' Refresh

o Firewall settings allowing access to storage services will remain in effect for up to a minute after saving updated settings restricting access.

Allow access from

O All networks @ Selected networks

Configure network security for your storage accounts. Leam more.

Virtual networks

Secure your storage account with virtual networks.  + Add existing virtual network = Add new virtual network
Virtual Network Subnet Address range Endpoint Status Resource Group
> BPBnetwork 1 o azuredyou

Figure 5.17: Azure storage account VNet association

Installation and configuration of the
storage explorer

The Azure storage explorer is an application that will help you to connect to storage
accounts and move the data from an on-premises system to the Azure blob, file,
queue, and table storage account.

You can easily upload, download, and manage Azure blobs, files, queues, tables
storage account, Azure Cosmos DB, and Azure Data Lake Storage data. It is easy to
manage and access from your system. You can access virtual machine disks from the
ARM or classic storage accounts.

If you want to install the Azure storage explorer, then follow the given steps:

1. Go to https://Azure.microsoft.com/en-in/features/storage-explorer/ to
download the Azure storage explorer.

2. Select the OS (Windows/Linux or MAC) from the drop-down menu based
on the requirements. Take a look at Figure 5.18:
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Cc & Iazure.mlcrosoﬁ com/en-

n/features/sto

Home / Services / Azure Storage Explorer

Azure Storage Explorer

Free tool to easily manage your Azure cloud storage resources
anywhere, from Windows, macOS, or Linux

Operating system

Windows

Product overview  Features  Security

Download now >

Getting started  Documentation

Figure 5.18: Azure storage explorer

Once you download the storage account file, double click on it and follow

the instructions.

Once done, you will be able to successfully install the storage explorer.

Open the Azure Storage Explorer.

Click on the User icon.

Click on Add an account... as shown in Figure 5.19.

Log in with the Azure account, connection string or SAS UR], or any other

option available.

Click on Next.

22 Microsoft Azure Storage Explorer - Connect X

Connect to Azure Storage

How do you

t 1o connect to your storage account or service?

Azure environment:

Azure v

Use e account name and key

Attach to a local emulator

e

Figure 5.19: Azure storage explorer sign in
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10. You can copy and paste the storage account strings, as shown in Figure 5.20.
11. For Connection string, please check the topic managed access key.
12. Once done, you will be able to log in successfully to the storage account.

2 Microsoft Azure Storage Explorer - Connect

Attach with Connection String

Display name:

I lalitstorageaccount I

Connection string:

Figure 5.20: Azure storage explorer login method

Now, you will successfully be able to log in to the Azure storage explorer as shown
in Figure 5.21:

| x | o]

Collapse All Refresh All

I » & lalitstorageaccount (Key) I

Figure 5.21: Azure storage in explorer
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13. You can upload the data to the Azure blob storage accounts, and also create
a container.

14. You can upload the data using the Upload option.

15. You can download the data by clicking on the Download option.

16. Create a new folder if required.

17. You can select all the documents and update the necessary changes.

18. The same storage account can work for your file storage, and you can create
the queue and table as well. For more details, refer to Figure 5.22:

EXPLORER ™ lalitblob %

X /O T / + B~

Collapse All Refresh All | JUpload New Folder belect Al

1% Quick Access

4 g7 Local & Attached & = ~ T | Active blobs (default) ¥ |alitblob

-E'_.' Micresoft Azure Storage Explorer - Uplead Files to Blob Container X

Upload Folder

Folder

R C:\Users\azurelearners\Desktop\Azuredyou\Az-103_Book\Az-103-Chapter-4-

4 B lalitstorageaccount (Key)

4 ™ Blob Containers Blob type

= lalitolob Block Blob b
[ é‘ ne ares
b i Queues

» [ Tables Upload to folder (optional)

¥ Upload .vhd/vhdx files as page blobs (recommended)

Actions | Properties v s Upload Cancel

URL https://lalitstorageaccount.blob.

AT COTIT T e ar

Figure 5.22: Azure storage in explorer usage

Conclusion

In this chapter, we covered the different types of storage accounts and how to use
those storage accounts. We explained the replication policy and learned how it can
help you in your compliance with the data or to replicate the data. We learned how
to create the storage account and what are the GPv1 and GPv2 storage accounts. We
covered the premium storage account and its usage.

In the next chapter, we will discuss how to import and export data and how to move
the data using the Azure AzCopy command-line utility.
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Points to remember

e Storage account can be created as standard or premium storage account.

¢ Premium storage accounts have more performance than standard storage
account.

e We can secure the access using the SAS key based authentication. It can allow
specific IP addresses to access the storage account services.

e Using network and security section, we can enable vent integration and can
configure the private endpoint.

e Azure storage explorer tool is used to uplod and download the files and
folders to blob, azure files, and so on.

e Storage replication will replicate the data from primary region to secounday
region. Storage account replication will change, based on the replication type
LRS, GRS, RA-GRS, Z-GRS, and so on.

Multiple choice questions

1. Which storage account type will you create if client needs more IOPS and
performance?

a. Standard Storage account.
b. Premium Storage account.

c. File Storage account.

2. How to configure the network access for storage account?
a. Go to Setting and configure the network access.
b. Upgrade the storage account.

c. Go to network setting and click on Security and networking.

3. How to generate the SAS access key ?
a. Under the security settings, click on access key.
b. Itisjust a Container.

c. Under the security settings, click on Shared access signature.

Answers
1. b 2. ¢ 3. ¢



CHAPTER 6

Manage
Data in Azure
Storage

Introduction

In this chapter, we will discuss how to migrate large data to the Azure storage
account using the Azure import and export services. We will also discuss the Azure
Data Box and configuration of Azure AD authentication, for the storage account
usage. We will cover how to use the Azcopy command, which will help you move
the data from on-premises to the Azure storage account. You can also learn how to
configure the blob object replication in a step by step manner. We have covered all
of those steps in details.

Structure
The following topics will be covered in this chapter:
e Import and export jobs in Azure
o Configuring Azure Blob Storage
o Creating import and export jobs in Azure Storage
e Azure Data Box
o Configuring Azure AD Authentication for a Storage Account

o Copy data using Azcopy
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¢ Configure Blob Object Replication

Objectives

The objectives of this chapter are to explain how to migrate the petabytes of the data,
using the Azure export/import utility and Azure Data Box solutions, and how to
transfer the data to a blob storage account using the AzCopy command-line utility.

Import and export jobs in Azure

We can create the import and export jobs using the Azure storage account, which
requires a blob storage account. The blob storage account is where we can keep
the data. Import and export jobs can be used to send large data to Azure Blobs; for
example, terabytes or petabytes of data.

If you require a data disk to copy the data and configure the services, then the data
will need to be shipped to Microsoft. Microsoft will copy the data to Azure Blob
as per the customer’s request. The data will then be encrypted end to end using
BitLocker, during the configuration of import and export jobs.

Configuring Azure Blob Storage

In Chapter 5, Managing and Configuration of Storage Accounts, we explained about
the blob and its usage. If you want to create the blob (container) under the storage
account, follow these steps and refer to Figure 6.1:

1. Login to the portal.

2. Select the storage account for which you want to create the blob storage
(container).

3. Click on Containers.

Note: The blob storage name has been changed recently to container due to new
modifications made by Microsoft Azure. However, the usage is the same.
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== lalitstorageaccount
= Storagesccount
(> search (curi= 35 Openinbxplorer — Move () Refresh | [i] Delete | Feedback
. o Status Replication
= Overview | Primary: Available, Secondary: Available Read-access gec-redundant storage (RA-GRS)
B Actiity log i Location Account kind
West US 2, West Central US StorageV2 (general purpose v2)

fo Access control (IAM) Subscription (¢

@ Toos Azure Pass - §; ip
) i Subscription ID
& Diagnose and solve problems ede3815¢-0fe2-4c58-9613-e60087c 71537

W Data transfer

Events

22 Storage Explorer (preview)

Settings i 'j Containers g File shares _ﬂ Tables
1 Scalable, cost-effective storage for Serverless SMB file shares Tabular data storage
Access keys i unstructured data
Leam more Learn more

¥ Geo-replication Learn more
@ CORs
& Configuration BEE Queues
- . L Effectively scale apps according to

i Encryption H wraffic

% Shared access signature H Learn more

Figure 6.1: Blob creation in the storage account

4. Click on the Container button.
5. Provide the name of the container.

6. For Public access 1level, select any one of the following options, based
on the requirements:

e Private (no anonymous access)
e Blob (anonymous read access for blobs only)

o Container (anonymous read access for containers and blobs)
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Figure 6.2 shows the container creation:

lalitstorageaccount - Containers

Storage account

cannot enumerate containers within the storage account.
Zz Storage Explorer (preview)

Settings

[
& . 5T Malat
I D Search (Gri+)) | 5 — Container () Refresh il] Delete
= Overview = New container
H Activity log ! [ 'Name *
A, Access control (JAM) i [ bpbcontainer
® oo ! |Public access level C
£? Diagnose and solve problems Container (anonymous read access for containers and blobs) v |
W Data transfer
b A\ Al container and blob data can be read by anonymous request. Clients
Events : can enumerate blobs within the container by anonymous request, but

Access keys

- _—
¥ Geo-replication

Figure 6.2: Container creation

7. Once your container is created, you will be ready to configure the import
and export jobs. You can also upload the data directly. Take a look at the
container configuration as shown in Figure 6.3:

bpbcontainer

Container

« 1 Upload [9] Change access level () Refresh

0 [search (Ctri+)

Authentication method: Access key (Switch to Azure AD User Account)

Overv
B Ouevies Location: bpbcontainer

% Access Control (1AM)

| Search blobs by prefix (case-sensitive)

Settings
- Name
Access policy
fi ,
! Properties No blobs found
O Metadata

Figure 6.3: Container configuration
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Creating import and export job in Azure
Storage

If you want to create an import job, follow the given steps:
1. Login to subscription.

2. GotoAll services and search for Import/export jobs.

Refer to Figure 6.4:

All services I,-filfmpord Io |
| L ' |

-

€% Import/export jobs b

Categories

All

General
Compute
Networking

Storage

Figure 6.4: Import and export search

3. Once this is done, you can provide the basic configuration setting.

4. Select the Import into Azure option.

5. Provide the subscription and resource group name, as shown in Figure 6.5:

Create import/export job X Basics o X
5 Type ™
oo > (®) Import into Azure
Configure basic settings

() Export from Azure

_ Name *

Subscription *

Azur ‘

Resource group *

| azuredyou v ‘

4 Summar S ! Create new

Figure 6.5: Import basic configuration
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Click on Job details.
Download and install the WAImportExport tool to generate the . jrn file.
Now, you can upload the JRN or XML file.

o N

Once it is uploaded, select the storage account. The location will be the
default.

10. Click on the OK button and provide the return shipping information and
configure the return shipping details.

11. Click on OK and your import jobs will be created.
Take a look at Figure 6.6:

Create import/export job X Job details oo
Download the latest WAImportExport tool to generate the jm file e
Basics . .
Configure basic settings Data source
Upload journal files @ %
Job details 5 poRmam”
Configure data and destination
Drive ID Journal file
3 Re \ No files uploaded.
mport destination
4 - ; : “ *Storage account e 5
) ) lalitstorageaccount

on orlocaion ™

s

Save verbose log in the ‘waimportexport' blob conlalnee

Figure 6.6: Import jobs details

After creating the import job, we will focus on creating an export job in Azure.

You need to follow the same steps you followed in the import job. In the configuration
however, you have to export the job rather than import it:

1. After you create the job, you can provide the basic configuration setting.
2. Select the Export from Azure option.

3. Provide the subscription and the resource group name.
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Take a look at the Figure 6.7:

Create import/export job X Basics o o>

Basi Type *
' > (_) Import into Azure

Configure basic settings [®) Export from Azure |

Name *

I bpsimport |

Subscription *

3 Return shipping infc > [ Azure L. |

Resource group *

‘ azuredyou v |
4 Summary S Create new

Figure 6.7: Export basic configuration

4. Select the data source and select the storage account.

5. Click on Export all, Selected containers and blobs, or Export from

the blob list file (XML format) based on the requirements.
Take a look at Figure 6.8:

Create import/export job X Job details
) Data source
1 Basics v
Configure basic settings *Storage account 5
lalitstorageaccount
Job detail
2 ° = > Drop-off location *
Configure data and destination
est US 2 ~
3 Return shipping info y I/i!f:bs to export e
Configure retumn shipping details (®) Export all
() Selected containers and blobs
O Export from blob list file (XML format)
Summary S
4 e e e Save verbose log in thel'waimportexport’ blob container | e

Figure 6.8: Export job details
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6. Provide the courier’s name such as Blue Dart, DHL, FedEx, and so on.

7. Then, add the name, address, phone number, and other details as shown in

Figure 6.9:
Create import/export job X Return shipping info
| urn carmier
1 Basics v t
‘ X ! Carrier name *
Configure basic settings |
! ‘ Blue Dart v |
2 Job details Carrier account number *
Configure data and destination ‘ 45676734 |
| Return address
3 Return shipping info > Conftact name *
Configure return shipping details | [ait -]
Phone *
4 . g | [ os4s24230424 |
Email *

‘ raxyz@outlookc.om |

Street address 1*

‘ 16th cross v |

Street address 2 (optional)

| |

Figure 6.9: Export job shipping details

Once you follow these steps, you will be able to successfully create the export job.
The courier guys will pick up the courier and send it to the data centre to recover the
data. You can securely transfer the data using the data box. Each data box has the
storage capacity of 80 TB data.

Azure Data Box

Azure Data Box will help us migrate the terabytes of data to Azure quickly. The Data
Box is a less expensive and reliable solution and is a hardware device that needs to
be set up and configured. It is used for different scenarios such as:

¢ One-time migration: If you have a large amount of on-premises data and
you want to move to Azure:

o You can move the media library from your on-premises and backup
tapes.

o It will help if you want to migrate your VM, SQL Server, and
applications to Azure.

o If you want to move historical data from on-premises to Azure for in-
depth analysis, and so on.
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¢ Initial bulk transfer: Initial bulk transfer is done using Data Box (seed), and
it provides incremental transfers over the network.

e Periodic uploads: If your organization generates a large amount of data
periodically and if it needs to be moved to Azure, then the Data Box will
help us do this.

The Data Box supports a large amount of data to migrate to Azure. It is a Microsoft
device that can be configured in your on-premises data center and is connected to
the Azure Data Box solution.

Configuring Azure AD authentication for a
storage account

In this section, we will discuss how to configure the authentication of Azure AD
users for a storage account. It helps to manage a single identity to access the blob
storage account and provide access to it, so that the user does not have to depend on
the storage account key and instead, only provide the granular access using Azure
AD authentication. Follow the given steps:

1. Go to the storage account and then click on Containers.

2. Select the container and click on the containers, as shown in Figure 6.10:

- bpbstroageaccount = | Containers  #

- Storage account

[0 search (Ctri+ | Z& OpeninExplorer => Move () Refresh f= Container

= Ovarview |_.~_W Search containers by prefix
e o W Containers

ﬁ[ SELLLE Scalable, cost-effective storage for Ha

8 Access control [JAM) unstructured data D bebcontsiner

® T Learn more

Figure 6.10: Azure AD authentication to the storage account

3. Once you get an insight into the Azure storage container, click on the Access
control (IAM), as shown in Figure 6.11. Select an appropriate role from the
available options. This can also be done from the storage account IAM as
well:

e Storage Blob Data Owner: It is used to set ownership and manage
access control for Azure Data Lake Storage Gen2 and the storage
account.

e Storage Blob Data Contributor: It is used to grant read / write/ delete
permissions to blob storage resources.
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e Storage Blob Data Reader: It is used to grant read-only permissions to
blob storage resources.

e Storage Queue Data Contributor: It is used to provide the read/
write/ delete permissions to Azure queues.

e Storage Queue Data Reader: It is used to provide read-only
permissions to Azure queues.

e Storage Queue Data Message Processor: It is used to grant peek,
retrieve, and delete permissions to messages in Azure storage queues.

e Storage Queue Data Message Sender: It is used to provide the
permissions to messages in Azure storage queues.

4. Once you select the roles to assign, click on OK to provide the access, as
shown in Figure 6.11:

Add role assignment
R bpbcontainer | Access Cont

Container o

b Role O
‘ O Search (Ctrl+ | « |- Add Select 3 role ~
1 Overview I s:oragel I
= Check aca .
2 Access Control (JAM) - — Storage Account Contributor ()

R Storage Account Key Operator Service Role 0]
Settings Check acces
Review the l¢ Storage Blob Data Contributor (1)

Access policy 5
poRcy managed ide

1 " Storage Blob Data Owner O
! roperties
Find O i
Storage Blob Data Reader ()
© Metadata Azurs AD u o -
Storage Blob Delegator ()

l Search by r
Figure 6.11: Azure AD authentication role

Once you provide the permission, the user will have a specific role and will be able
to access the data or storage account as per the associate role.

Let us now learn how to enable the Active Directory Domain Services (ADDS) in
the Azure storage account to access an Azure file share. Follow these steps:

1. Click on Storage account.
2. In the storage account, click on Configuration.

3. Select Identity-based access for file shares.
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4. Click on Enabled and save the settings, as shown in Figure 6.12:

= bpbstroageaccount | Configuration #

Storage account

W Data transfer
Events
B Storage Explorer (preview)
Settings
Access keys
¥ Geo-replication
& CORS
&= Configuration
& Encryption

» Shared access signature

“@ Firewalls and virtual networks

I3 Private endpoint connections

= )

Secure transfer required (

‘i Disabled @QEIaEE] jl

Access tier (default) O
(oo GEEED)

Replication ()

{ Locally-redundant storage (LRS)

Large file shares ()

Identity-based access for file shares
Azure Active Directory Domain Service (AAD DS) ©

\; Disabled @EELLE] :I

Figure 6.12: Identity-based access for a file share

Copying data using AzCopy

AzCopy is a command-line utility that is designed to copy the data from the Azure
Blob, file, and table storage account. It uses the Azure AD or SAS-based authentication
to connect to the Azure storage account.

We can use the utility in Windows, Mac, or Linux OS. It can also be used if you want

to move or copy your blob storage account, from one storage account to another.

Let us now see how we can run these command-line utilities, to make sure we copy the
data from the blob storage or upload the data in the blob storage. We can download
the utility from https://docs.microsoft.com/en-us/azure/storage/common/storage-

use-azcopy-v10. Follow these steps:

1. Use the following command to log in to your Azure AD tenant:

azCopy login --tenant-id=aeXXXX-XXXX-XXX

2. Then, click on Enter.
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3. Once the URL comes up in the command line, select and press Enter to copy
the URL (https://microsoft.com/devicelogin). Go to the URL and browse it
and provide the code which comes with the URL. Refer to Figure 6.13:

B Administrator: Command Prompt - azcopy login --tenant-id= 2e36f787- TbcT-4a7a-9614- df dee70fffa5

to authent

Figure 6.13: AzCopy login

4. Provide the authentication code, as shown in Figure 6.14:

BS Microsoft

Enter code

Enter the code displayed on your app or device.

HMC

Figure 6.14: AzCopy login auth-code

5. Once you enter the auth-code, you will be able to log in to the Azcopy
console, as shown in Figure 6.15:

Bl Administrator: Command Prompt

Figure 6.15: AzCopy login successful

6. Use the following command to copy the data to the blob storage account:

azCopy copy f‘C:\bpbfolder\bpbTextFile.txt’ ‘https://bobstorage.
blob.core.windows.net/bpb/bpbTextFile.txt’
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7. Once you click on Enter, you will be able to copy the data. Make sure to use
the correct blob storage account and destination to copy the data.

Configure Blob object replication

Object replication asynchronously copies the data between source storage account
and destination storage account. This helps to minimize the latency, increase the
efficiency for compute workloads, optimizing data distribution and optimize the
cost.

Refer to Figure 6.16 for an illustration of object replication:

Destination Storage Account

Blob.txt
Blob.txt Blob1.txt

Blob2.txt

Blob3.txt Blob.txt

Blob1.txt

Figure 6.16: Object Replication

Prerequisites
¢ You will have to enable the change feed for storage accounts.

¢ Blob versioning must be enabled for both the source and destination storage
account.

¢ Objectreplication will provide support for accounts that have been encrypted
using the customer managed key.

e Object replication will not be supported for customer provided key.

Configure object replication for block blobs
Follow these steps to enable the change feed and blob versioning:

1. Select the storage account you want to enable the blob object replication for.
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2. GotoData Project tab under Data management.

3. Enable the change feed and Blob versioning, as per Figure 6.17:

@ bpbstorage342 | Data protection m

Storage account

| O Search (Ctri+/) |

~ [H Enable soft delete for containers

-
. i : A
SECUI'IW netywork gy k Soft delete enables you to recover containers that were previously marked for deletion. Learn more [
MNetworkin . . S 2
& Newworking Kesp deletsd contsiners for (in days) (0 | 7
& Azure COM
v |+~| Enable permanent delete for soft deleted items
Access keys
@5 Shared access signature -
- 9 Tracking
& Encryption
| ~ [@ Enable versioning for blobs
Q Microsoft Defender for Cloud

Use versioning to automatically maintain previous versions of your blobs. Leam more &

Data management
Consider your workloads, their impact on the number of versions created, and the resulting costs. Optimize costs by automatically ma

® Geo-replication 3

[ — 2 A ! Enable blob change feed 9
te changes to blobs in your account. Learn more o

& Object replication Kesap track of create. modification. and dele

A 8lob inventory (8) keep alllogs

e X O Delete change feed logs after (in days)
B Static website

Figure 6.17: Enable Versioning for blob and blob change feed

4. Go to data management and click on the object replication.

5. Once you will select the object replication, click on Create replication
rules, as per Figure 6.18:

@ bpbstorage342 | Object replication

Storage account 2
T Upload replication rules 53 Advanced semtings () Refresh | A&7 Fesdback
-
Security + networking plicstion s enabled. biobs are copied synchronously from & source Storage 3ccount o 3 destination sccount. Cross-
will appear under “Other accounts” ng with policies on accounts not in an active subscription or on deleted

& Netwerking accounts. The storage sccounts may be in different Azure regions. Learn more. o
& Azure CON

Your accounts  Otner accounts

Access keys st i—

- . Objects copied from this account
@ Shared sccess signature

& eneryprion Destination account Source container Destination :nn\:lnclé | Fivers
© Microsof Defender for Cloud

Data management

@ Geo-replication

W Dws promction Objects copied into this account

& Object replication 1 . . .
Source account Source container Destination container Filters

& Blob inventory
Mo replication policies found

Figure 6.18: Object replication

6. Select the destination subscription and provide the details.

7. Chose the destination storage account from the drop-down menu.
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8. Select the source and destination blob storage account.

9. You can also add the filter, based on the client’s requirements.

10. Click on Create.
Refer to Figure 6.19:

Create replication rules

@ Wher you create object replication rules, biok changs feed and blob varsioning are ausomatically enabled for the source and destination storage sccounts. Snabling thase festures may increase coss. =

Destination details

To begin repk
Learn more.

ing objects. specify the source

T copying objects in object d

n o

rag= sccount and the destination storsge account.

Cestination subscription * I Azurelabs

C-estination storage account ¥ | lathamitoreage

2e your account? O

Container pair details

A container pair consists of a container in the source account and a container in the destination account. Objects in the source
container are copied over to the destination container according to the replication rule. You can optionally filter which objects are
copied by specifying a prefix match and by copying objects created only after a specified date and time

Source container Destination container Filters Copy over

ppb backup 0 (add) Only new objects {changs) (i
| bpbl ~ | | insights-togs-coreazurebacikup ~ | oieda) Only new objects (change) T
[ setectaso | [ select 2 destnation consziner |

o To configure mare than 10 container pairs (up to 1000), see Configurs obigct replication using 3 JSOM filg o

Figure 6.19: Object replication creation

After these steps are completed, the object replication policy will be created

successfully, as shown in Figure 6.20:

bpb1.txt

Biob

T Upload £ Change access level -+ B save ¥ Discard
Authentication method: Access key (Switch to
Azure AD User Account)

Location: bpb

CONTENT-LANGUAGE

CONTENT.DISPOSITION

Search blobs by prefix (case-..

4 Download () Refresn

[i] Delere 7 Changstier &7 Acquirelesse 7 Bresk lease

L ]
L ]

LEASE STATUS Unlocksd
(® ) Show deleted blobs LEASE STATE Available
LEASE DURATION
o Add filter COPY STATUS
CORY COMPLETION TIME h
Name
[0 [ bpoioe e
Object replication
Policy ID Rule ID Status
9eb5974-0557-208a-aT 14-c2635..  €3310138-8e13-2102-8197-16289¢..  Complete

Figure 6.20: Object replication validation
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Conclusion

In this chapter, we discussed the use of the import and export services and how
to migrate the petabytes of data to Azure. We also discussed the Azure AD
authentication which will help define the fine-grained access to the Azure storage
account. Using the Azure AzCopy command utility, you can transfer the data from
one blob storage account to another, and also transfer from on-premises systems. We
have also covered the blob object replication and now the reader can replicate the
data between 2 different storage accounts.

In the next chapter, we will discuss the Azure file configuration, and see how to
access the Azure file share. We will learn about the Azure file sync as well and the
details of usage and configuration in the next chapter.

Points to remember
e Azure data box will help to migrate the 100 TB data Azure.
e AzCopy will help to migrate up to 10 TB data to Azure.

¢ Configure blob object replication for blob versioning and change feed.

Multiple choice questions

1. The customer wants to migrate the 2 PB data from on-premises to Azure.
Which solution will you choose?

a) AzCopy
b) Azure file sync

c) Azure data box

2. Blob object replication is used for:
a) Blob versioning
b) Changing feed
c) Both

Answers
1. ¢
2. ¢



CHAPTER 7

The Azure File
Share

Introduction

In this chapter, we will discuss the Azure file share, creating the Azure File share
and mapping a network drive. We will use the Azure File sync services and see how
to troubleshoot them. We will also discuss the different types of Azure File sync
groups and how to setup and configure the blob lifecycle management for storage
cost optimization.

Structure

The following topics will be covered in this chapter:
e Azure file share
o Creating and configuring the Azure file share
o Configuring the Azure File Sync
o Azure File Sync group

e Azure File Sync troubleshooting

e Configure blob life cycle management



110 Microsoft Azure Administrator Exam Prep (AZ-104) [2nd Edition]

Objectives

By the end of this chapter, we will understand the Azure File share and how to create
the Azure File share. The Azure File share can be used as a network drive, and we
will learn how to map it to our servers and sync the on-premises files to Azure. We
will also learn about the Azure File sync and how Azure File Sync helps customers
transfer the on-premises files to Azure. It provides flexibility, performance, and
compatibility.

Azure File share

The Azure File share can be used for network sharing just like the map network
drives. It works on SMB port and 445 port, and it can be used to keep the data with
regards to Virtual Hard Disk (VHD), backup, and sharing the data. You can keep a
maximum of 5 TB data per file share. If you want to keep more data in it, then you
must create more file share storage account to keep the data.

There is a limitation in the Azure File share, but not in Azure storage account. In just
one storage account, you can create multiple file shares and keep the data and apply
different kinds of security policies.

The Azure File share helps us provide the storage space without adding any
additional storage on-premises.

Creating and configuring the Azure File share

In Chapter 5, Managing and Configuration of Storage Accounts, we learned how to create
a storage account, its type, and its usage. If you want to create the file share in the
storage account, follow the given steps:

1. Login to the portal.
2. Select the storage account for which you want to create the Azure File share.
3. Click on the File Share option.

Take a look at the Azure File share created in the storage account, as shown in
Figure 7.1:
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=0 - Resource group (change) : BP8
Status Primary: Available, Secondary: Available
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Location fest US
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Learn more
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Figure 7.1: Azure File share creation in a storage account
4. Click on the File share button.
5. Provide the name, as shown in Figure 7.2.
6. Set the quota limit as per the customer’s requirements.
7. Click on the Create button.
Let us take a look at Figure 7.2:
File share X
i bpbstorage - Fileshares @ === esecescecesccsesssetesssesseesnnseaiasiecasan
* Storage account Name * e
[,D Search (Ctrl=/) ] & + File share | (D Refresh [ bpbfilesahre -
= Overview - Storage account bpbstorage ‘Quota o] I
5 v
@ Activity log | 2 Search file shares by prefix GiB

fa Access control (IAM)

® Teas

o =N o

You don't have any file shares vet. Click

Figure 7.2: File share creation
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8. You can create the file share up to 5 TB each, and this is a limitation from MS
Azure end. Let us take a look at Figure 7.3:

File share

Ibpbﬂlesahre I

= Overview - Storage account: bpbstorage Q:ota{ '.:]

B Activity log _/':' Search file shares by c:re"\,-

A0 Access control (IAM) Name cate _m
® T You don't have any file shares yet. Click

& Diagnose and solve problems

Figure 7.3: Azure File share limitation

9. Once the file share is created, it will look like Figure 7.4:

- bpbstorage - File shares

Orage accou

- -
File share 'R_) Refresh

A Search (Ctrl+/) «

= Overview Storage account: bpbstorage
E Activity log | 2 Search file shares by prefix
Ao Access control (IAM) Name

® Tags E [] bpbfilesahre

&® Diagnose and solve problems

Figure 7.4: Azure File share

10. Once you click on the folder, you will get the option to upload the data.
11. Click on the Upload tab.

12. Select the file and browse the folder to upload the documents from.

13. Once done, click on the Upload button to upload the documents:

e Add directory: Used for folder creation or to add folder in the file
share.

e Refresh: If the data is not reflecting, you can refresh the button.
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e Delete share: This can be used to delete the complete share folder.
e Quota: This will help increase or decrease the quota limit.
e View snapshots: This can be used to see a snapshot of your file share.

e Create snapshot: This can be used to create the backup of your file
share or create the snapshot within a storage account.

Refer to Figure 7.5:

Upload files x

Files
t| - adddirecony (O Refresh i Deleteshare &7 Quots & Viewsnapshots [T Create Snapshot | "budget Tjpg’ "Budget Alertpg” "

Cverwrite if files already enast
o Backup [Preview] is not enabled for this file share. Click here to enable backup. l—l °

Location: lesshe

£ Search files by prefix
Name Type

Mg files found,

Figure 7.5: Azure File share file upload
Now, let us learn how to connect the file share with your on-premise machine or
local desktop PC:
1. Click on the Connect option.
2. Once done, it will ask you to copy the path and run it in PowerShell.

3. The Azure File share supports Windows, Linux, and Mac OS to connect to
the file share.

4. Based on the OS, you can copy the command line and follow the instructions
to connect.

5. Make sure you allow 445 port from your Firewall and NSG to connect to the
file share.
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Let us take a look at Figure 7.6:

Connect

ahre

byl

i - . .
more about connecting Azure files,

- bpbfilesahre

File chare

O Search (Ctrl+/) & Connect Upload
Windows JLinux  MacOS
u Overview -6 Backup (Preview) s not enable™
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Settings 2 Search files by prefix z w
To connect to this Azure file share from Windows, run these
Access policy Name PowerShell commands from a normal (not elevated) PowerShell
. terminal:
"I Properties No files found.
$connectTestResult = Test-NetConnection -
C dows.net -Port
4.

if ($connectTestResult. TepTestSucceeded) {
# Save the password so the drive will persist on reboot

This script will check to see if this storage account is accessibl
via TCP port 445, which is the port SMB uses. If port 445 is
available, your Azure file share will be persistently mounted.
Your organization or internet service provider (ISP) may block
port 443, however you may use Azure Point-to-Site (P25) VPN,
Azure Site-to-Site (525) VPN, or ExpressRoute to tunnel SMB
traffic to your Azure file share over a different port.

Learn how to circumvent the port 445 problem (VPN)

)

Figure 7.6: Azure File share connect

Now, you can connect the Azure File share and upload the data which will
automatically sync to an Azure File share.

Configuration of Azure File Sync

Azure File sync will help you manage the documents centralized just like your
network share. It provides flexibility and high performance with your on-premises
file server. It supports protocols like SMB, NFS, and FTPS to access your data locally
and provides the cache to the Azure File share.

Note: For now, it supports only Windows Server and no other platform as
per the MS documentation. Please take a look at the documentation for more
clarification on Azure File sync support and features.

If you want to create the Azure File share, follow the given steps to create the Azure
File sync:

1. Go to Marketplace and search for Azure File Sync.

2. Select the services.
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Provide the name of the file sync services.
Click on create Azure File sync.
Select the resources group.

Click on Review + Create.

N o 9o »

Once done, you will be able to create file sync services.

Let us take a look at Figure 7.7:

Basics* Tags Review + create

Azure File Sync in combination with Azure file shares allows you to centralize your organization's file shares in Azure, while
keeping the flexibility, performance, and compatibility of an on-premises file server. Learn more

‘ Storage Sync Service
Microsoft

Deploying this storage sync service resource will allow you to transform your Windows Server into a quick cache for Azure
file shares with optional cloud tiering and multi-server sync functionality. Keep in mind that servers registered to different
storage sync service resources cannot exchange data with each other. It's best to register all servers to the same storage
sync service if they will ever have a need to sync the same Azure file share.

Subscription * ll o b |
Resource group * Ii BPB I e bt l

Create new
Storage sync service name * Il BPBfilesync | o o ]
Region * | East US v |

| previous [ NextToge> |

Figure 7.7: Azure File sync creation

8. Now, you can create the Azure File Sync.

Next, we will create the Azure File Sync group.

Azure File Sync group

Azure File Sync provides a set of sync topology to a set of files, to keep the data

syncing through the endpoint, which has been created during the Azure File Sync
group creation. The sync group helps to sync files from multiple endpoints, to
continue syncing. To create the sync group, follow the given steps:
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1. Select the Azure File Sync.
2. Go to the Sync tab and click on the Sync group option.
Let us take a look at Figure 7.8:

‘ BPBfilesync
Storage Sync Senvice
O Search (Ctrl+/) " t Syncgroup |(O Refresh —> Move

& Overview - Sync groups

B Activitylog Sync group name
A Access control (IAM) No items to display.

@ Tags
Settings

Y Locks

El Export template

Sync

@ Sync groups

% Registered servers

& Getting Started

Figure 7.8: Sync group creation

3. Provide the sync group name.
4. Select the subscription.

5. Click on the storage account and select the Azure storage account. Then
select the Data Box as well for the same solution.

6. Select the Azure File Share from the drop-down menu.

7. Click on Create. Once done, your sync group will be created.
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Take a look at Figure 7.9:
Choose storage account

Start by specifying an Azure file share to sync with - this is the sync group's first cloud

endpoint.
You can specify a folder on your servers you want to sync later.
These are the storage accounts i
Learn more .
Sync group name | BPBsycngroup | v/ == bpbstorage
= @

1st Cloud endpoint ———
Subscription [ . W \ = NetworkWatcherRG

Storage account I[ Select storage account ‘ .

’ /subscriptions/|

A\ ' you have previously configured Azure Data Box to
impert data to the cloud, do not specify a file share
that contains that data. Instead, use an empty file
share as a cloud endpoint.

Specify the share with Azure Data Box content when
you add the server endpoint |ater,

Azure File Share
. [ bpbfilesahre Y

Figure 7.9: Sync group creation steps
Now, you can create the Azure sync group. Once the sync group is created, please
register the servers you want to transfer the data to:
1. Click on the Sync tab.
2. Click on Registered servers.

3. Click on the Download Azure File Sync agent and install it on all
servers you want to sync option.

4. Once the agent is installed, your servers will be shown to register servers.

5. You will be able to transfer the files and folders automatically.
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Take a look at Figure 7.10:
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Figure 7.10: Registered servers

Azure File Sync troubleshooting

Azure File Sync troubleshooting will help you figure out the common issues you
face, to connect to the Azure File share. You might have a problem deleting the
files from the Azure File share or agent installation. You might have an issue with
registered servers’ addition or removal process.

You might sometimes face an issue of the server being already added, which leads
you to troubleshoot and fix the issue. Sometimes, you might also face the issue of the
sync group not working or MgmtServerJobFailed.

For all these issues, Microsoft Azure has written a wonderful documentation (https://
learn.microsoft.com/en-us/azure/storage/file-sync/file-sync-troubleshoot?tabs=po
rtal1%2Cazure-portal ). Follow this documentation to fix the issue.

Configure blob life cycle management
Blob life cycle management enables blob data to move to another tier while expiring.

For example, let us assume you have 1 TB data which you are using as hot store,
but after a few months or a year, when the data is expired or no longer needed, you
can easily move to archive or cool tier using life cycle management policy without
putting any manual efforts.

Life cycle management policy is a combination of one or more rules, that define the
set of action to take, based on conditions you configured in policy.

For example, it has been a number of days since the last blob has been modified.
Based on that, you create a rule and put forth that condition that data will move to
cool or archive tier, after that many days have passed. This will help to optimize the
storage cost as well.
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To configure the blob life cycle management, follow these steps:

1. Select the storage account you want to configure the lifecycle management
of.

2. Enable the access tracking while clicking on the check box.
3. Click on Add a rule to configure the lifecycle management access policy.
Let us refer to Figure 7.11:

@ bpbstorage342 | Lifecycle management # - X

&= ctorage account

|,-" Search (Ctrl+/) ‘ R ) e
|- Add a rule ") Refresh
w T epou

-

& Blob inventory Lifecycle management offers a rich, rule-based policy for general purpose v2 and blob storage accounts. Use the
policy to transition your data to the appropriate access tiers or expire at the end of the data's lifecycle. A new or
= Static website updated policy may take up to 48 hours to complete. Learn more
l_b Lifecycle management m X .
List View  Code View
A Azure search e
_ Enable access tracking ©
Settings

& Configuration D Name Status Blob type

E7 Data Lake Gen2 upgrade

_ o . Mo rules
&) Resource sharing (CORS)

Figure 7.11: Life cycle management
4. Once we will click on the add rule, it will ask you to provide the details, as
shown in Figure 7.12:
Rule Name: Based on the organization standard.

b. Rule Scope: You can specify the rule if you want to apply on whole
blob storage account or with limit blobs with filters.

c. Click on the Blob type, select the Block blob and Append blobs.

d. You can also select the blob subtype, such as Base blob, Snapshots,
and Version also.
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Let us take a look at Figure 7.12:

Add a rule

© Details @ Bas

A rule is made up $f one or more conditions and actions that apply to the entire storage account. Optionally, specify that
rules will apply to particular blobs by limiting with filters.

Rule name * a

‘ Enable the cool and Archive tuer{ J

Rule scope *

(o) Apply rule to all blobs in your storage account e

O Limit blabs with filters

Blob type *

Block blobs
D Append blobg
Blob subtype * 6
Base blobs
D Snapshots

D Versions

Figure 7.12: Life cycle Management Add rule

5. You can select the condition based on if and then, as shown in Figure 7.13.

6. Supposing you want to move the data in the base blob, which has not been
accessed in the last 30 days. In that case, set the first condition that this will
be moved to a cool storage.

7. The second condition that we have put forth, for the sake of this example is,
if base blob has not been accessed from the last 60 days, then it will be moved
to archive storage or we can put the condition to delete those data if it is no
longer needed. It is purely based on your organization policy and how you
want to setup.

8. Once you done with your condition, click on Add and your lifecycle
management rule will be successfully created.
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Let us refer to Figure 7.13:
Add a rule
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Figure 7.13: Life cycle Management rule conditions

9. Once your rules have been added, you can enable or disable based on your
organizations need, as shown in Figure 7.14:

- Add arule

Enable (') Refresh

[i] Delete

Lifecycle management offers a rich rule-basé‘ﬁo“q‘ for general purpose v2 and blob storage accounts. Use the
policy to transition your data to the appropriate access tiers or expire at the end of the data's lifecycle. A new or
updated policy may take up to 48 hours to complete. Learn more

List View  Code View
Enable access tracking ©

Name

Enable the cool and Archive tier

Status Blob type

S Enabled Block

Figure 7.14: Life cycle Management rule enable/disable

Conclusion

In this chapter, we explained the usage of the Azure File share and how to connect
and transfer the files in the Azure File share. We also explained the limitation of the
Azure File share. We discussed the Azure File Sync configuration and explained the
components as well. In Azure File Sync, we discussed the sync group and how to
register the servers. If you get stuck on some issues, then you can use the Azure File
Sync troubleshooting steps, to fix the issue. We have also covered the blob lifecycle
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management and provided the steps to configure the same. It will also help to
manage the data in blob storage, as well as in regards to storage cost optimization.

In the next chapter, we will discuss the implementation of the Azure virtual machine

and how to create and configure the Azure virtual machine.

We will discuss the high Azure availability and disk encryption and how to redeploy

the Azure VM and its usage.

Points to remember

Azure File share will work with your network drive connect, which will help
to share the files over the network. It can also map to your system.

Azure File Sync will have to move the data to Azure, and it can do so using

continuous sync.

Configure Blob Life Cycle Management will help to manage the complete

blob life cycle end to end.

Multiple choice questions

1. Which OS is supported by Azure file share?
a. Windows & Linux
b. Mac
c. Linux
2. What is the limit of Azure file share?
a. 2TB
b. 5TB
c. 4GB
3. What is the use of Azure file sync?
a. Centralized management for your files and folder.
b. Used to sync docs Azure to Azure.
c. Used for file sharing which is in the cloud.
Answers
1. Bothaandb
2. b
3. a



CHAPTER 8

Creating and
Configuring of
Azure VMs

Introduction

In this chapter, we will be discussing the use of Azure VMs, how to configure the
high availability, to monitor the Azure VMs usage of the Azure Storage and the
kinds of disks required while creating the VMs. We will be discussing about the
Azure scale set as well as to scale-in the Azure environments using Azure scale set.
Lastly, we will be discussing how to choose the Azure VM size, and so on.

Structure

The following topics will be covered in this chapter:

e Azure Virtual Machine
o Virtual Machine Components
o Creating a Windows Virtual Machine
o Creating Linux VMs

e Azure Virtual Machine Scale Set Creation
e Configure Azure Disk Encryption
e Redeploying a VM
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Objectives

By the end of this chapter, the reader will be able to create the Azure Windows and
Linux VM in Azure subscription, which can be used for tests, development, and
production environments. Configuring the high availability will help reduce the
downtime of the Azure VMs. The reader will also be able to set up the monitoring,
storage, VM size, and configure the disk encryption in Azure VM, which will help to
encrypt the disk and secure the disk data.

Azure Virtual Machine

The Azure Virtual Machine (AVM) provides flexibility in virtual environments
without buying on-premise hardware or software licenses. It provides high
availability, and we can use it as on-premise servers. You can even perform tasks
like software installation patching and other such tasks, as per the customer’s
requirements.

Azure VMs are mainly used for application testing, development work, or hybrid
cloud scenarios. If you need to extend your on-premises environments to Azure,
you can do that as well. Microsoft Azure supports Windows, Linux, and another
custom OS version as per marketplace standards. Microsoft Azure supports various
types of VM sizes as well, so that customers can deploy the VMs, based on their
required configuration. It also supports high level of VM sizes for SAP and SAP
HANA (High-performance ANalytic Appliance) as well.

Virtual Machine Components

If you are planning to create a VM, then you need to follow the given steps and
complete a few pre-requisites. Once we understand the components, it will be easy
to create the VMs:

e Subscription: You need to select the correct subscription where you want to
deploy the VMs.

e Resource group: Please select the correct resources group for which you
want to deploy the VMs. For more details, refer to Chapter 4, Resource Group
Management.

e Virtual machine name: Follow your organization naming convention or get
the details from your customer/ project. Provide the machine name.

e Region: The region is equal to your Azure data center location. If your
customer is from the US, you can choose a location like East US, East US2,
West US, or Central US. Based on the customer location, you can choose the
region which will help to reduce the latency.
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e Availability set: The availability set is a logical grouping of your Azure
VMs which provides high availability of your VMs in case of unexpected
hardware failure, unplanned hardware or software maintenance, and if there
is any planned maintenance from Microsoft Azure.

o Fault domain: Fault domain shares the common power sources and
physical network switch. This means that if anything happens in the
hardware or network layer, then it will help your VMs to keep alive.

o Update domain: Update domain will help you in case of any planned
or unplanned software maintenance from Microsoft Azure. It ensures
your application VMs reboot at the time within the availability set.
Take a look at Figure 8.1:

/’ Azure Racks
& - Fault Domain

H
[

Update Domain

Figure 8.1: Azure availability set

e Availability zone: The availability zone is another option that provides
high availability in case of data center failure within the zone. The zone has
been designed with one more data center, which provides the resiliency and
availability of your data and application services. Refer to Figure 8.2:

Availability Zone 1| Availability Zone 2,

Availability Zone 3|

Figure 8.2: Azure availability zone
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e Image: Images are nothing but the operating system that you can choose
while creating the VMs. Images can have Windows, Linux, Ubuntu, and
other such customized images, that are available in the Azure marketplace.
Refer to Figure 8.3:
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Figure 8.3: Azure image options

e Administrator accounts: The administrator account is used to log in locally
in the VMs. You can use the VM credentials that will help you to connect the
VMs to the Remote Desktop Protocol (RDP) or Secure Shell (SSH).

e Disk type: The disk type is where your data and OS are stored. It consists of
the following types:

o HDD: Hard disk drive is backed by a magnetic disk, and it provides
500 IOPS/1TB. It is used for any workload based on the customer’s
requirements.
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o SSD:lItis also called a premium disk which is backed by the solid-state
drive and provides 7500 IOPS/1TB. It is mainly used for production
workload.

o Standard SSD: It is a combination of SSD and HDD disk, which
provides faster performance and provides 500 IOPS/1TB. It can be used
for development and UAT environments.

e Azure VMs size: Azure VMs size is a collection of the capacity (memory,
disk, IOPS, and so on) and features supported by your Azure VMs instance,
such as, 2 GB RAM with 120 GB disk space as your on-premises hardware.
You can make choices based on the requirements. It supports large instance
sizes which can be used for GPU-based systems or SAP VMs. Refer to Figure
8.4:

Select a VM size

I/r' bfi':" by VM size. Clear all filters

Size : Small (0-6) ﬂ Generation : 2 selected @ Family : General purpose @ Premium disk : Supported @ +V Add filter

Showing 13 of 258 VM sizes. Subscription: Visual Studio Enterprise Region: East US Current size: Standard_D51_v2
VM ST Offering Ty Family Ty | vCP.. T RAM (..t Datadisks 4 | Max IOPS 1| Temporary stora..tL | Premium disk su..t Cost/month
B1ls Standard General purpose 1 0.5 2 160 4 Yes 255.11
Bims Standard General purpose 1 2 2 640 4 Yes ¥1,017.94
Bls Standard General purpose 1 1 2 320 4 Yes 51143
E2ms Standard General purpose 2 8 4 1820 16 Ye: 4,091.41
B2s Standard General purpose 2 4 4 1280 8 Yes %2,045.71
Bdms Standard General purpose 4 16 8 2880 32 Yes %8,163.15
D2s_v3 Standard General purpose 2 8 4 3200 16 Yes 472086
Dds v3 Standard General purpose 4 16 g 6400 32 a5 $0,441.72

Figure 8.4: Azure instance size

e Network component: Azure network components are mainly used to
connect your VMs/services to your network. For example, while creating
VMs, you need to select the virtual network and subnet which define the
network boundary of your VMs.

e Public IP: A public IP address is used if you want to connect your VMs to the
internet, or access and connect applications publicly.

e NSG (inbound and outbound port): The network security group defines

the rules for ports that need to be allowed or denied, and based on the
requirements, you can allow the ports. Ports of are two types:

o Inbound port: The traffic which you want to allow from the internet
to your VMs.
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o Outbound port: The traffic which you want to allow from your VMs
to the internet.

Boot diagnostics: It is used to capture the console output and help you
provide the figures of the VM running on a host, in case of occurrence of an
issue.

OS guest diagnostics: It helps to collect the metrics of your virtual machine.
Thus, you can use and create alerts to update your teams.

Diagnostic accounts: The diagnostics account is nothing but your
storage account, where you want to store the diagnostics logs for further
troubleshooting.

Auto shutdown configuration: It helps to shut down the VMs after your
business hours automatically. It is recommended that you do not use this
option for your production environments.

Dedicated host: It is a new feature that was launched by Microsoft Azure.
It allows a dedicated host in the Azure data center, to provision the VMs
within a dedicated host. It provides isolated environments and helps in any
maintenance initiated by Microsoft Azure. However, it is not necessary to
choose the same.

Proximity placement group: It allows users to group Azure resources
physically closer together within the same region.

Resource group tag: It is used for billing purposes and you can tag your
resources based on your requirements, such as a cost center, application
name, product team, and so on.

Review and create: Finally, you will see all the required details in this tab,
and you can review and create the VMs.

Now let us understand and create the Azure VMs.

Creating a Windows Virtual Machine

To create the Windows VM, perform the following steps:

1.

Provide the following required details:
e Subscription: Provide the subscription name.

e Resource group: Provide the resources group name based on the
organization standards.

e Virtual machine name: Provide the VM name.
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e Region: Provide the location you want to deploy the VM to.
® Availability set: Provide the availability set based on the requirements.

e Availability zone: Provide the availability zones based on the
requirements.

e Image: Select the image Windows, Linux, or custom image.

Refer to the following Figure 8.5:

Create a virtual machine

Basics Disks Networking Management Advanced Tags Review + create

Create a virtual machine that runs Linux or Windows. Select an image from Azure marketplace or use your own customized
image.

Complete the Basics tab then Review + create to provision a virtual machine with default parameters or review each tab for full
customization.

Looking for classic VMs? Create VM from Azure Marketplace

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage zll
YOUF resources.

Subscription * () oy i |

—— Resource group * (@ I BEB I = hd |
Create new -

Instance details

I\."irtual machine name * (@ | BPBvm ] : -

IRegion* © > [ ws)gastus | |

h—a |
Availability options (& I Availability $et| . e |
—

lAuaiIabiTl"ty set* (@ | © 1 tnew) bpbvm I ~ |
Create new

Image * & | Windows Server 2016 Datacenter g |

~ Browse all public and private images

Figure 8.5: Azure VM details

2. Then, add the following details:

e Administrator account: Provide the admin account username and
password.

e Size: Provide the size of the VMs based on the requirements.
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Take a look at following Figure 8.6:

Size* © Standard DS1v2
o 1 vepu, 3.5 GiB memory (%3,589.82/month)
Change size

Administrator account

Username * (O | bpbadmin Q “/l
Password * (D) I yel
Confirm password * (O | FE— ._/‘

) (
Inbound port rules

Select which virtual machine network ports are accessible from the public internet. You can specify more limited or granular
network access on the Networking tab.

blic inbound ports™* 0 (O None (®) allow selected ports

@

lect inbound ports * [ ROP (3389) hd

A\ This will allow all IP addresses to access your virtual machine. This is enly
recommended for testing. Use the Advanced controls in the Networking tab
to create rules to limit inbound traffic to known IP addresses.

-

Figure 8.6: Azure VMs credentials

3. Specify the disk based on the requirements, such as Premium SSD, Standard
HDD, or Standard SSD.

4. You can add an additional disk using advance options. Take a look at Figure
8.7

Azure VMs have one operating system disk and a temporary disk for short-term storage. You can attach additional data disks.
The size of the VM determines the type of storage you can use and the number of data disks allowed. Learn more

Disk options

0S disk type * © Premium SSD ~

Enable Ultra Disk compatibility ® Standard HDD

Standard SSD

Premium SSD

Data disks

You can add and configure additional data disks for your virtual machine or attach existing disks. This VM also comes with a
temporary disk.

LUN Name Size (GiB) Disk type Host caching

| Cresteand attach anewdisk]  Attach an existing disk

Figure 8.7: Azure VMs disk specification
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5. Select the virtual network name and subnet.

6. If you need Public IP, then click on Create new and provide the name.

7. Select the ports you want to allow to connect to VMs, such as 3389 or 22, and

SO on.

Take a look at Figure 8.8:

Network interface

When creating a virtual machine, a network interface will be created for you.

Virtual network * (@ | NetworkWatcherRG-vnet P l
Create new

Subnet * @ [ default (10.0.0.0/24) v |
Manage subnet configuration

PublicIP (@ | None pect |
Create new

NIC network security group © O none (@) easic () Advanced

Public inbound ports * (@ (O None (®) allow selected ports

Select inbound ports * | RDP (3389) Gl

A\ This will allow all IP addresses to access your virtual machine. This is only

Accelerated networking (D

recommended for testing. Use the Advanced controls in the Networking tab

to create rules to limit inbound traffic to known IP addresses.

on (@) off

The selected VM size does not support accelerated networking.

Figure 8.8: Azure VMs network configuration

8. Provide the boot and OS diagnostics accounts.

9. Select the Diagnostic storage account from the drop-down menu.

10. Enable the auto-shutdown option for VMs that are not production VMs.
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11. Provide the email ID and time zone, and so on. Refer to Figure 8.9:
Configure monitoring and management options for your VM.

Azure Security Center

Azure Security Center provides unified security management and advanced threat protection across hybrid cloud workloads.
Learn more

@ vour subscription is protected by Azure Security Center standard plan.

Monitoring

Boot diagnostics (@ ® on O off

|:)S guest diagnostics (@ O on (e off I

Diagnostics storage account * @© { bpbstorage b
Create new

Identity

System assigned managed identity (@ O on @ Off

Auto-shutdown

Enable auto-shutdown (O @ on O Off

Shutdown time (@ \ 7:00:00 PM ‘
Time zone @ | WUTQ) Coordinated Universal Time v |
Notification before shutdown (& @ Oon O Off

Email * @ ‘ laliti ‘/‘
Backup

Enable backup @ O on (@ off

Figure 8.9: Azure VMs diagnostics configuration

12. Select the Advanced tab and click on Next, to select the Tags option, as
shown in Figure 8.10:
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Tags are name/value pairs that enable you to categorize resources and view consolidated billing by applying the same tag to

Note that if you create tags and then change resource settings on other tabs, your tags will be automaticzlly updated.

Name @

Project

Value © Resource

ITS All resources

Figure 8.10: Azure VMs resources tag

13. Verify Review + create the VMs. It will take 8 to 10 minutes to create the

VMs. Now, the VM creation process is complete. Refer to Figure 8.11:

Basics  Dsks  Webeorkng  Menagemenl  Advarced  Tags  Rewew + create

PRODUCT DETAILS

Standasd Blls Subscription credits apply ()
Ly Microsoft 0.3437 INR/hr
Terms of use | Privacy policy Pricing &

TERMS

By cheking “Create’, | (8] sgree 1o the lagal teims and privacy stalementis] assosated with the Markstplace offenng(s) listed
abowe: (b autherize Microsoft e ill my current payment method for the fees assodiated with the offeringls), the same.
biling frequency as my Azure subscripben; and () agree that Microselt may share my conact, usege and tiansactionel
infarmation with the providerts) of the offeringis) for support, biling and cther transactional activities. Microsoft doas not
prowide nghts for thire-party offenings. See the & lace Terms tor addibonal details

A\ You have set RDF portis) open to the internet. This i only recommended for testing, If you want 1o change this setting, oo
back o Basics tah

Basics
subscription

Rescurco group EPR

Virtual machine nams 1]

Regian (s Eastus
Avalability options anlability st
Avalablity set (new) bpbey
Usermame Taiit

public inbound ports HDE

Already have a Windows Server license?  No

Azure Spat Ne

| Disks

0 disk type standard 530
Use managed disks e

Use ephemersl 05 disk o
Metworking

Virtual nemwork (new] 30E-vrat
Subnet {nerw] default (10.1.0.0/24)
Public 1P (new] PEVM-ip
Aecelerated networking oft

Place this virtual maching behind an Ne

euisting load halancing solution?

Management
Boot dizgnostics o

05 guest diagnostics off

Azure Security Center standard

Diagnostics storage account bpbsiorage

system assigned managad identity off

Auto-shurtdown on

Rackup Digstied

Advanced

Extensions Nene

Cloud Inlt No

Fromimity placement group None

Tags

projact 115 (Auto-shutdown schedule)

Figure 8.11: Azure VMs creation review
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Now, you will be able to create the Windows VM. Let us now learn to create Linux
VMs.

Creating Linux VMs

If you need to create the Linux VMs, please change the image name to Linux, Red Hat
Enterprise, and so on, followed by the preceding steps as provided for the Windows
virtual VM creation. Refer to Figure 8.12:

runs Lin n le mage from Azure marketplace € omize: : 2 .
iding the following
+ create 1o provision a virtual machine with default parameters or review each tab for full
Project details
Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage al - |
uf resources view your Microsoft
aring your transcript, simply
Subscription * W
Resource group ™ BPE v
Instance details
Virtual machine name * BPEVM
Region * v
Availability options Availability set il
Availability set * new) bpbav ~
Image * e e

all public and private imanos

Figure 8.12: Azure Linux VMs

Once you complete all the steps, click on Create and your Linux VM will be created.
You can refer to the VM creation section to get more details.

Azure virtual machine scale set creation

The Azure scale set helps you to create a group of VMs and manage them. It is
automatically managed to increase or decrease the VMs, based on the CPU usage or
other rules, which you have to define in a scale set. It provides high availability of
your application while auto-scaling the VM, based on the required configuration. It
provides redundancy and improves the performance of your applications which is
distributed across multiple instances.

It is easy to create a scale set and high availability and application resiliency. You can
scale the instance based on application demands. Follow these steps to create a VM
scale set:
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1. Let us configure and deploy the scale set and follow the given steps:
e Virtual machine scale set name: BPBScaleset
e Operating system disk image: Windows Server 2016 Datacenter
e Subscription: Select a subscription.
o Resource group: BPB
e Location: (US) East US
e Availability zone: Select if required or leave it to default.
e Username: BPBuser
e Password: Provide the password.

Take a look at Figure 8.13:

Create virtual machine scale set

o Preview the new create experience >

BASICS

Virtual machine scale set name * [ BPEscaleset

Operating system disk image * Windows Server 2016 Datacenter v
Subscription * v
Resource group * BPS b

Create new

Location * US) East US v
Availability zone None W

Username * BPBuser

Password * [P

Confirm password * [—

Figure 8.13: Azure scale set configuration

e Instance count: The default value is 2 and based on the requirement,
you can increase the count.

e Instance size: Standard B1S
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e Use managed disks: Select Yes, if it is required.

e Enable the scale set while creating or you can select after creating it as
well.

Take a look at Figure 8.14:

INSTANCES

: |
llnslan(e count* (O I 2 I
- |

Instance size * @ 1 vecpu, 0.5 GiE memory

Change size

Deploy as low priority (preview) @ Yes

o Low priority is not available for the selected instance size

Use managed disks @ O no (@) ves

Use ephemeral OS disk @ No Yes

o Ephemeral OS disks are currently not supported for the selected instance size.

+ Show advanced settings

AUTOSCALE

Autoscale @ (O Disabled (®) Enabled

Minimum number of VMs * @ | 1 |
Maximum number of VMs * (O | 10 |
Scale out

CPU threshold (%) * & | 75 |

Number of VMs to increase by * (O | 1 |

Scale in

CPU threshold (%) * @ [ 2s |

Number of VMs to decrease by * @ | 1 |

Figure 8.14: Azure scale set auto-scale configuration

2. If you want to select the application gateway, select the same.
3. Select the virtual network.
4. Select Public ID, if required.
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5. Public inbound ports are required.
6. Enable the boot diagnostics.
7. Click on the Create button.

Take a look at Figure 8.15:

NETWORKING

Microsoft Azure Application Gateway is a dedicated virtual appliance providing
application delivery controller (ADC) as a service.

Azure Load Balancer allows you to scale your applications and create high availability
for your services.

Learn more about load balancer differences

Resources Optimal for Supported Protocols  SSL offloading RDP to instance
Application Gateway =~ Web-based traffic HTTP/HTTPS/WebSo... Supported Not supported
Load balancer Stream-based traffic Any Not supported Supported
Choose Load balancing options @ Application Gateway O Load balancer O None
Application Gateway * © No available application gateways in the selected subscription and location v
Virtual network
Subnet @® 10 ar 3 gateway selecte v

Public IP address per instance © O Cn @ off

Accelerated networking @ On O

o The selected VM size does not support accelerated networking.

NIC network security group © O None @ Basic O Advanced

Public inbound ports * @
@ None O Allow selected ports

Select inbound ports

Select one or more ports N

o All traffic from the internet will be blocked by default. You will be able to
change inbound port rules in the VM > Networking page.

MANAGEMENT

[Boot diagnostics @ O On @ Oﬂ]

System assigned managed identity © O Cn @ off -I

Figure 8.15: Azure scale set network configuration
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Configure Azure Disk Encryption

The Azure disk encryption will use a BitLocker feature to enable the full disk
encryption of the Windows OS and data disk. We can configure the Azure disk
encryption, using the Azure portal, PowerShell, and Azure CLI. The Azure key vault
is integrated with Azure encryption, to help you to manage the access and control
the encrypted disk.

For Linux, the Azure VM uses a DM encrypt feature to provide the volume encryption
to the OS and data disk of the Linux VM. The Azure key vault is integrated with the
Azure encryption, to help you to manage the access and control the keys and secrets.
It supports the following OSes:

e Windows 8 and later OS version
e Servers 2008 R2 and later OS version

e Red Hat, Ubuntu, and so on as per Linux OS disk encryption supported

Let us see how to configure the disk encryption:
1. Go to the VM to which you want to enable the disk encryption.
2. Under Settings, click on the Disks option.

3. On the right-hand side of the tab, click on Encryption, as shown in Figure
8.16:

e azvm3 | Disks  »

Virtual machin:

# Edit (O Refresh B2 Encryption| & Swap OS Disk

) Managed disks created since June 10, 2017 are encrypted at rest with Storage Senvice Encrypion [SSE). You may also want to enable Azure Disk Encrypfion.

8, Access contral (IAM]

@ utra Disk compatibility is not available far this location.

® T
& Diagnose and sclve prablems Disk setiings
Settings
£ Networking Q8 disk
& Connect Name Size Storage account ... Encryption O Hest caching
azvm3_disk1_0f63183841674294287 2¢a57f55 1 2F14 127 Gig Premium 55D SSE with PMK Read/wntz
T
Data disks
@ Security
LUN Name Size Storage account .. Encryption O Hest caching
[ Extensions
o bpbdisk 468 Premium S50 SSE with PMK Read-only
@& Continuous delivery
B Availability + scaling + Add data disk

Figure 8.16: Azure disk encryption

4. Once you click on Encryption, it will open another tab to provide the details
to encrypt the disk. Follow the given details:
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a. Select the following disk option from the drop-down menu:
i.  None
ii.  OSdisk
iii.  OS and data disks

b. Once you select this option, you need to select the key vault, key, and
key version, as shown in Figure 8.17:

K3 Encryption

azvm3
Save X Discard

Azure Disk Encryption (ADE) provides volume encryption for the OS and data disks. Learn more about Azure Disk Encryption

4\ Data disks must be mounted by the guest operating system before they can be encrypted.

- N
Disks to encrypt OO il
0S and data disks " BBEEBR ! 0S disk ~
0S and data disks

Encryption settings

Azure Disk Encryption is integrated with Azure Key Vault to help manage encryption keys. As a prerequisite, you need to have
an existing key vault with encryption permissions set. For additional security, you can create or choose an optional key
encryption key to protect the secret.

Select a key vault and key for encryption «

Key vault * (O

! /subscriptions/¢ b§fesour:eGroups--’BPBs"pmwcersr‘Mwcrosoh.Ke«,"-.faulr.r‘\.‘au\tS«'bpb... v |

Key O
i diskecryption

Version ©O
[ fedabbi6eds24221ab71e20871151d20

Figure 8.17: Azure disk encryption settings

Once you fill all the parameters, click on Save at the top, to encrypt the disk.
It will pop up the message that the VM might reboot, and you need to reboot
the VM.

Click on Yes and your disk will start encrypting, as shown in Figure 8.18:

Save X Discard

Enabling Azure Disk Encryption will cause the VM to reboot

Do you want to encrypt and restart virtual machine ‘azvm3'?

Figure 8.18: Azure disk encryption save

|
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7. Once you log in to your system, you will observe that you have enabled
the disk encryption. Then, you will see that the disk has a lock sign, which
is a BitLocker encryption symbol. Hence, your disk has been encrypted, as
shown in Figure 8.19:

B4 = IThisPc
File Computer Wiew
« « 4 B ThisPC v @&  Search

~
st Quick access

Music Pictures
I Desktop I—

‘Downloads #
%] Documents E Videos

&= Pictures

O This PC ~ Devices and drives (2)
. indowss (C:) ermporary Storage (D)
3D Object: e e
| jects == 3 3
I Desktop ) 116 GE free of 126 GB 4.0 GB free of 15.9GB

Figure 8.19: Azure disk encryption verification

Now, we have successfully verified that the Azure disk encryption is done and
understands the whole process.

Redeploying a VM

Azure VM redeploy can be used if you are facing an RDP connection troubleshooting
issue or application connectivity issue in the Azure VM. Azure redeploys will help
you to move them to a new node, and in this process, the VM will shut down, as
well as the entire configuration, including your data disk. However, the temporary
disk data will be deleted. Let us see how to process with the Azure virtual machine
redeploy VM option.

1. Go to the VM for which you want to perform the Azure VM redeploy option.
2. Go to Support + troubleshooting.
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3. Then, click on the Redeploy option, as shown in Figure 8.20:
Home > Virtual machines >

Virtual machines » azvm3 | Redeploy

alit01rawatoutiook (Default Directory) Virtual machine

+ Add ‘:E:' Reservations | Search (Ctrl+/) ‘ 4
l Filler by rame= ‘ Support + troubleshooting
@ Resource health
D Name T,
&/ Boot diagnostics
I:' B azvm3
% Performance diagnostics (Pre...

Reset password
l A Redeploy |

7/ Maintenance

B¢ Serial console
B2 Connection troubleshoot

& New support request

Figure 8.20: Azure VM redeploy

4. Once you click on the Redeploy option, click on the Redeploy button and
the process will start. Then you can go through the instruction, as shown in

Figure 8.21:
Can't connect to your virtual machine?
Try redeploying your virtual machine, which will migrate it to a new Azure host. If you continue, the virtual machine will be restarted and you will lose any data on the
temporary drive. While the redeployment is in progress, the virtual machine will be unavailable.
Learn more !

Figure 8.21: Azure VM redeploy instruction

It will take up to 15 to 20 minutes to complete the process. Once this is complete, you
can see your VM up and running fine. You can then connect to apps or VMs.

Conclusion

In this chapter, we discussed the Azure virtual machine and its usage. We described
the Azure virtual machine and scale set components in detail. We also discussed
how to implement the Azure disk encryption and encrypt your disk, and how to
troubleshoot the issue using the Azure VM redeploy option.
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In the next chapter, we will discuss how to deploy the Azure virtual machine
automatically using the Azure template. We will also discuss how to use the ARM
template and modify the same.

Points to remember

Azure VM will be created using Azure portal or using automation such as
PowerShell, terraform, Biceps, and so on.

Azure Virtual Machine Scale Set will help to manage the autoscaling of
virtual machines and can reduce the dependencies during peak hours.

Configure Azure Disk Encryption will help to encrypt the disk and will
protect the data.

Redeploying a VM will be done when your virtual machine is not working.
In that case, you can redeploy the azure virtual machines.

Multiple choice questions

1. How many types of data disk can you add in azure VMs?
a. Standard HDD
b. Premium SSD
c. Standard SSD
d. All of the above

2. While redeploying, which data drive data will be erased?
a. D drive -Temp drive
b. Cdrive
c. Data Disk

3. If you want to move resources to another resource group, what option will
you choose?
a. Under resources group, choose Move
b. Resources group
c. None

Answers
1. d 2. a 3. a



CHAPTER 9

Automating
Deployment of
VMs

Introduction

In this chapter, we will discuss the automation of Azure VMs, how to deploy the
VMs using the ARM template, how to configure the location of VMs and the ARM
template, and how to save the template and deploy the VMs.

Structure

The following topics will be covered in this chapter:
e Azure ARM template
¢ Modifying the ARM template

e Template deployments

Objectives

By the end of this chapter, you will be informed about the ARM template and how
to create the Azure VM using the template. We will also learn how to generate and
deploy the ARM template in an Azure subscription.
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Azure ARM template

The Azure ARM template defines an automated way to deploy the Azure
infrastructure, just like the Azure virtual machine storage account, and so on. This
is managed by the API, called the ARM API or resource manager, and is used to
deploy the infrastructure code. You can use the Azure portal, PowerShell or CLI, by
calling the API directly and by creating ARM templates.

We can create the ARM template in the JSON format, and we can use it for the
repeated deployment of your resources. It can also be used to deploy resources
across the subscription environments.

Note: Many templates are available in the GitHub and Microsoft documentation,
which can be used and modified for your deployment. Refer to the ARM GitHub
at https://github.com/Azure/azure-quickstart-templates.

Modifying the ARM template

In this section, we will deploy an Azure virtual machine and you will see how to use
the ARM template deployment from the template. You will also understand how to
generate and modify the Azure template.

To create the template, follow the given steps:

1. Login to the portal.

2. Select the virtual machine and provide the parameters.
3. Select the subscription.
4

Select the Resources group name:

a. VM name
b. Azure disk
c. VNet

d. Subnet

5. Once the process is complete, download the template, as shown in Figure 9.1:
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Create a virtual machine

v/ \Validation passed

Basics Disks Networking Management Advanced Tags Review + create

PRODUCT DETAILS

Standard DS1v2 Subscription credits apply O
by Microsoft 4.8250 INR/hr

Terms of use | Privacy policy Pricing for other VM sizes

TERMS

By clicking "Create”, | (a) agree to the legal terms and privacy statement(s) associated with the Marketplace offering(s) listed
above; (b) authorize Microsoft to bill my current payment method for the fees associated with the offering(s), with the same
billing frequency as my Azure subscription; and (c) agree that Microsoft may share my contact, usage and transactional
information with the provider(s) of the offering(s) for support, billing and other transactional activities. Microsoft does not
provide rights for third-party offerings. See the Azure Marketplace Terms for additional details.

£\ You have set RDP port(s) open to the internet. This is only recommended for testing. If you want to change this setting, go
back to Basics tab.

Basics

Download a template for automation

Figure 9.1: Resources template Create

6. Once you click on Download a template for automation, you will get
multiple options such as:

a. Download the template
b. Add to ARM library
c. Deploy using the same template

7. You can see that the template has been created in the JSON format. It has
strings and values in the template.

8. If you need to edit the template, then you will have certain edit parameters
such as $schema, contentVersion, Parameters, Variables, Resources, and
Output. Once you set all these parameters, your template is ready for
deployment.
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Let us take a look at Figure 9.2:

Template

| Jl Do\mlcadl El Add to library N Deploy

o Automate deploying resources with Azure Resource Manager templates in a single, coordinated operation. Define resources and configurable input parameters and deploy with script or code. |

Template Parameters  Scripts

» 3% Parameters (22)
» Variables (3)
¥ U Resources (3)

@ [perameters| networkinterface...

el [parameters(’ networkSecurityGr...

I [parameters( publiclpAddressh.

B3 [parameters(virtualMachineNa...

# [concat{'shutdown-computevm...

L A Y R P

"$schema”: "http:Hschema.managment.a;ure.:omfs:hemaslzais-m-audepluymenﬁemplate.jsun:"l
"contentVersion™: "1.8.8.8",

"parameters": {

"location": {
"type": "string"
1

"networkInterfaceName": {

Type : string
I

"networksecurityGroupName™: {
“type": “string”

s

"networkSecurityGroupRules”: {
"type”: “array”

I

"subnetName": {
"type": "string"

i3

Figure 9.2: Resources template download

The template will be downloaded in the ZIP folder, and you can open it in
the ARM editor software.

9. Now, you can see the template parameters, and you can even set the value
that could be required for further template deployment, and so on. The
following values can be seen:

a. Location

b. RDP

c. Ports

Let us take a look at Figure 9.3:
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Template  Parameters  Scripts

= L T
3 "contentVersion™: "1.0.0.8",

4 "paramsters™: {

5 "location”: {

6 "value": "eastus"

7 b

8 "networkInterfaceName": {

9 "value": "bpbvml358"

1@ -

11 r||cL\\r;J|'KSx:Lur'lL)'Gr'uuphlun'n:": {

12 "walue": "BPBVM1l-nsg”

13 ¥

14 "networkSecurityGroupRules™: {

15 “walue": [

16 {

17 “name”: "RDP",

18 "properties”: {

19 "priority": 300,

28 "protocol": "TCP",

21 "access": "Allow",

22 "direction": "Inbound",

23 "spurcedddressPrefix™: "=,
24 “sourcePortRange”: “*",

25 "destinationAddressPrefix™: "*",
26 "destinationPortRange”: "3389"
27 1

28 }

29 )

30 b

Figure 9.3: Resources template parameter

10. Search for the deployments and select the Deploy a custom template
option, as shown in Figure 9.4:

R depl|

Services

(4] Resource groups

E Deploy a custom template

Resources

Figure 9.4: Resources template custom deployment
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11. Once you select the template, you will get an option to edit the template. You
can choose the template from the GitHub directly and click on edit. Refer to
Figure 9.5:

Custom deployment

Deploy from a custom template

Learn about template deployment
o Read the docs

f Build your own template in the editor

Common templates
Ko Create a Linux virtual machine
Ko Create a Windows virtual machine
@ Create a web app

B3 Create a SQL database

Load a GitHub quickstart template

Select a template (disclaimer) ()

| 100-blank-template ~

A blank template and empty parameters file, Use this template as the
framework for your custom deployment.

Author: bmoore-msft
Last updated: 2019-11-05
Learn more

Select template I Edit template

Figure 9.5: Template editor deployment

12. Once you click on Edit template, you will be directed to the next section.
Then, select the Load file option and try and upload the file, as shown in
Figure 9.6:

Edit template

Edit your Azure Resource Managar template

-+ Add resource T Quickstart template $ Load ﬁlel J_: Download

——
" Parameters (0) 1 i
. 2 "$schema”: "hitps://schema.management.azure.com/
Variables (0) 3 "contentVersion™: "1.9.08.0",
_‘R-Ef?UTCGS'{ﬂ]__ ] 4 "parameters”: {},
5 "resources”: []
& |

Figure 9.6: ARM template load file
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13. Once you add the template, it will add your parameters, and you need to
verify the parameters. Then, click on Save, as shown in Figure 9.7:

Edit template

dit your Azure Resource Manager template

- Addresource T CQuickstarttemplate T Loadfile 4 Download

+ W Parameters (22) 1 f

Variabies (0) 2 "$schema™: "r_\ttps:.'g‘schema.management_azure,com.'schem&s/2815fBlfﬁlfdeploymentPar‘amete
3 "contentVersion": "1.8.8.8",

# Resources (0) 4 "parameters”: {
S “location™: {
6 "walue": "eastus™
7 2
8 "networkInterfaceName™: {
9 “value": "bpbvm1358"
10 9
11 "networkSecurityGroupName™: {
12 “value": "BPEVM1-nsg"
13 s
14 "networkSecurityGroupRules™: {
15 “value": [
16 {
17 “name™: "ROP",

Figure 9.7: ARM template edits

Template deployments

To deploy the template, perform the following steps:
1. Once you click on Save, it will automatically go to the deployment screen.
2. Provide all the parameters as per your requirements.

3. Once you are done with the parameters, click on Purchase and you will be
able to deploy the VMs.
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It will take 10 to 15 minutes to deploy the VMs. After this, your deployment
will be completed. Refer to Figure 9.8:

Custom deployment

Ceploy from a custom templata

Subscription * l W |

R » | Select a resource group v
esource group = ]

Create new

Location * [ (US) West Us v |

SETTINGS

Location * |

MNetwork Interface Name *

MNetwork Security Group Rules *

|
rletwork Security Group Name * I |
|
|

ubnet Name

Virtual Network Id * |

Meibalin fon Adcdemns Kl * [

Figure 9.8: ARM template deployment

Conclusion

In this chapter, we discussed how to deploy the Azure virtual machine using the
ARM automation, which will help you to deploy your big infrastructure quickly and
save your time.

In the next chapter, we will discuss how to create and configure the Azure containers
and use of the Kubernetes services. We will give you step-by-step instructions on
how to deploy the Kubernetes and container services in an Azure subscription.

Points to remember

¢ ARM template use configures and deploys the Azure resources like compute,
network, and so on.

¢ We can modify the Azure ARM template based on customer needs.
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Template deployment can be done using the VS code, portal or PowerShell.

Multiple choice questions

1.

In which format should ARM template save?
a. JSON

b. PowerShell

c. CLI

What are ways of deploying the ARM template?
a. PowerShell

b. CLI

c. All of the above

How to deploy the ARM template from portal?
a. Using Custom template
b. PowerShell

c. None

Answers

1.

2.
3.

a

C

a






CHAPTER 10

Creating and
Configuring
Container

Introduction

In this chapter, we will learn about the Azure Container and Kubernetes services,
and how to create these services as well as their usages. We can also learn about
Kubernetes network configuration, upgrading AKS services or scaling with AKS.
We will also discuss about Azure Container, container creation, configuration of
sizing and scaling.

Structure

The following topics will be covered in this chapter:
e Azure Container
o Use of an Azure Container
o Creating a Container
o Configure scaling and sizing for Container services
* App container creation

e Azure Kubernetes

o Creating Azure Kubernetes
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o Configuring Scaling for AKS
o Upgrade the AKS Cluster
o Configure Network Connecting for AKS

Objectives

The objective of this chapter is to help create and configure Azure Container
Instances (ACI) and Azure Kubernetes Service (AKS).

Azure Container

An Azure Container is a standard package of software which helps you to package
the code, dependencies, and configuration of a particular application. Containers
help to split the monolithic applications into individual services, which make up the
solution.

Use of an Azure Container

The uses of an Azure Container are as follows:

It is used to scale up the application.

It provides lightweight and immutable infrastructure for packaging the
application and deployment.

It provides better performance and removes the OS, versions, and
dependencies.

Creating a Container

Let us see how to create the container services using the following steps:

1.

Click on Create a resource.

2. Search for Container Instances.

3. Click on Create for creating the container instance, as shown in Figure 10.1:

Home > New > Marketplace >

I; Cieaiealescuice Container Instances =
Home Microsoft
L&d Dashboard

A Container Instances © .o e/

= All services

J  FAVORITES m

e
221 All resources

Micosoft T

Figure 10.1: Container instance create
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4. Provide the following details:

a. The subscription and the resources group name.

b. The region for which you want to create the container.

c. Select the image sources from any of the following options:

i.  QuickStart images

ii.  Azure Container Registry

iii. ~ Docker Hub or another registry

d. Select the size of the container instance.

5. Click on the Next: Networking > button, as shown in Figure 10.2:

Create container instance

Basics Networking  Advanced Tags  Review + create

Azure Container Instances (ACI) allows you to quickly and easily run containers on Azure without managing servers or having to
learn new tools. ACI offers per-second billing to minimize the cost of running containers on the cloud.
Learn more about Azure Container Instances

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all

your resources.
Subscription* O

L

Resource group * ©

Container details

Container name * O
Region * @

Image source * (0

Image * O

Size* @

Review + create

v
EE v]
Create new
‘ bpbcontainer \x|
| (US) East US v
(®) Quickstart images
() Azure Container Registry
O Docker Hub or other registry
‘ microsoft/aci-helloworld (Linux) v

1vepu, 1.5 GiB memory, 0 gpus
Change size

< Previous ‘ Next : Networking > ‘ /

Figure 10.2: Container instance details



156 Microsoft Azure Administrator Exam Prep (AZ-104) [2nd Edition]

6. In the Networking tab, provide the following details:
a. Select the networking type from the following options:

i.  Public: It will create a public IP address and assign it to the
container for public access.

ii.  Private: If you want to integrate a VNet with the container, select
this option.
b. Provide the DNS custom name.

c.  Verify the port number.

7. Once done, click on the Next: Advanced > button, as shown in Figure 10.3:

Basics  Networking Advanced Tags  Review + create

Choose between three networking options for your container instance:

* 'Public’ will create a public IP address for your container instance.

* 'Private’ will allow you to choose a new or existing virtual network for your container instance. This is not yet available
for Windows containers.

* 'None’ will not create either a public IP or virtual network. You will still be able to ac%s your container logs using the
command line.

Networking type 7Pu{:\llcl O Private O None
DNS name label Il ]
.eastus.azurecontainer.io
Ports @
Ports Ports protocol
80 TCP

| v

[ < Previous | I Next : Advanced >

Figure 10.3: Container networking

8. In the Networking tab, follow the given steps:
a. Click on any one option of the restart policy:
i.  On failure
ii.  Always

iii. Never
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b. Setup the environment variable if you want to set up the container.
c.  You can set a command line to override if required.

Let us take a look at Figure 10.4:

Basics  Networking  Advanced Tags  Review + create

Configure additional container properties and variables.

Restart policy O On failure v

Environment variables

Key Value

Command override (O [1 |
Example: [ "/bin/bash”, "-c", “echo hello; sleep 100000" ]

| < Previous H Next : Tags > |

Figure 10.4: Container advance settings

9. Click on Create after the validation of the container services, as shown in
Figure 10.5:

Create container instance
o Validation passed

Basics  Networking  Advanced Tags  Review + create

Basics

Subscription Visual Studio Enterprise
Resource group BPB

Region East US

Container name bpbcontainer

Image type Public

Image microsoft/aci-helloworld:latest
OS type Linux

Memory (GiB) 15

Number of CPU cores 1

GPU type (Preview) Nene

GPU count 0

Networking
Next > Downlead a template for automation

Figure 10.5: Container instance creation
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Once these steps are completed, the container will be created.

Configure scaling and sizing for Container
services

If you want to configure the sizing and scaling for container services, you need to
create the App Container services from the portal or using the ARM/PowerShell
template. Azure Container instance does not support scaling and sizing configuration.

App Container creation
To create the App Container instance, follow these steps:
1. Click on the A1l services.

2. Then search for container and select the Container Apps, as shown in Figure

— Create a resource A” services

M Home . 0
Al ‘ co".taf'[ X}

&l Dashboard
Favorites 3 Container A 6

= All i ‘ PPs

1 ‘. ¥aywords: containgr app. containers: Resource type: Microsoft.App/container,
Recents

*  FAVORITES & Container Apps Environments

Kzywords: containgr pp. container 3pps environment. containers

Figure 10.6: Container App instance creation
3. Select the appropriate subscription where you want to create the app
container instance.

4. Choose the existing resources group or create a new resources group for the
same.

5. Provide the container app name.

6. Select the region based on the client requirements or based on your company
policy.
7. Then click on Next.
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Refer to Figure 10.7:
Create Container App

Basics  App settings Tags Review + create

Azure Container Apps are containerized apps that scale on demand without requiring you to manage cloud infrastructure, You'll need a
container and an environment for your first app. Select existing resources, or create them now. Learn more

Project details

Select a subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all your resources.

Subscription *

Resource group * ‘ bpb - |

Create new

Container app name * ‘ bpbcontainer |

Container Apps Environment

The environment is a secure boundary around one or more container apps that can communicate with each other and share a virtual
network, logging, and Dapr. Container Apps Pricing

Region East US

Container Apps Environment * (new) managedEnvironment-bpb-b0b1

< Previous | Next : App settings > |

Figure 10.7: Container App instance details

8. Select the quick image check box or uncheck if you want to create customize
container. You can change the CPU and memory allocation, and so on.

9. You can verify container resource allocation in terms of CPU and memory.
10. Check the application ingress settings.
11. Provide the tag name and click Review and Create.

12. Once you will click on Review and Create, the creation process will start,
and it will take a few minutes to create the instance.
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Refer to Figure 10.8:

Create Container App

Basics  Appsettings  Tags Review + create
Select a quickstart image for your container, or deselect quickstart image to use an existing container.

Use quickstart image

Container details

You can change these settings after creating the Container App.

Quickstart image * Simple hello world container i

Container resource allocation

Number of CPU cores 0.25

Memory size (Gi) 0.5

Application ingress settings

Enable ingress for applications that need an HTTP endpoint.

HTTP Ingress (O Enabled
Ingress traffic Accepting traffic from anywhere
Target port (O 80

Figure 10.8: Container App settings

Scaling for Container App Instance

If you want to configure the scaling for container app instance, follow these steps:
1. Search for App container instance and select the app instance.
2. Under the Application tab with container property, select Scale.
3. Then click on Edit and deploy.
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Refer to Figure 10.9:
Container Apps « = bphcontianer | Scale
Default Directory (avdlab.onling) = Container App
+ Creste €52 Manageview ~ -+~ |,\73 Search (Ctrl+/) ‘ « & Editand deploy | () Refresh
b luenTlT}' o

| Filter for any field.. One or more containers, along with settings such as scale rules,

app to change the configuration.

@, Senvice Connector (preview)

Name T A Locks
o Scale rule setting
i
Application Min / max replicas © 0-10
B Revision management Scale rule

2 Containers

Figure 10.9: Container App instance Scale

There are no scaling rules defined for this revision

4. Once you will click on Edit and deploy, it will ask Name / Prefix for container.
5. If you want to add another instance, click on Add and add the new instance.

6. Next, click on Scale, as shown in Figure 10.10:

Container Scale

Revision details
Based on revision * bpbcontianer--i6alajn
Name / suffix Enter name / suffix

Container image

If you add multiple container images, they'll be deployed as a pod and scale together.

Name 1 Source | Tag 1 CPU Core 1 Memory (... T Delete

simple-hello-world-contai Azure Container Re... latest 0.25 0.5Gi fi]

< Previous II Next : Scale > l I

Figure 10.10: Add a new Container App instance

7. Drag and drop for minimum and maximum scaling instance.
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8. Click on Add to add the new scale rule, as shown in Figure 10.11:

Container Scale

Scale rule setting

Control automatic scaling by setting the range of application replicas that'll be deployed in response to a trigger event. Use
scale rules to determine the type of events that trigger scaling.

Min / max replicas * (O _OJ C)_O _i_|
Scale rule
|- Add

| < Previous : Container Next >

Figure 10.11: Container App instance scale rule

9. Provide the scaling rule name.
10. Select the type of scaling, HTTP scaling, Query scaling, and custom scaling.

11. Provide the concurrent request and click on Add, as shown in Figure 10.12:

Add scale rule X

Scale rule details

Rule name * ” scalingrulel l I
Type ™ © HTTP scaling v |
Concurrent requests 10 |

]

Figure 10.12: Container App instance scale rule setting

Sizing Container App instance

If you want to configure the Container Sizing for container app instance, follow
these steps:

1. Search for App container instance and select the app instance.
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2. Under the Application tab with container property, select the Scale.
3. Then click on the Edit and deploy, as shown in Figure 10.13:

Container Apps « ¢ bpbcontianer | Scale
Default Directory (avdlab.online) W Container App
+ Create 5% Manage view ~ - |/'TJ Search (Ctrl+/) « & Editand deploy | () Refresh
b IGET\TIT}' e

| Filter for any field.. One or more containers, along with settings such as scale rules,

app to change the configuration.

@, Service Connector (preview)

Name T 8 Lods
= o Scale rule setting
N
Application Min / max replicas © 0-10

B Revision management Scale rule

& Containers There are no scaling rules defined for this revision

Scale

Figure 10.13: Container App instance Sizing

4. Click on the Container Apps, as shown in Figure 10.14:

Create and deploy new revision

Container  Scale

Revision details

Based on revision * bpbcontianer--h73aug

Name / suffix Enter name / suffix

Container image

If you add multiple container images, they'll be deployed as a pod and scale together.

|- Add
Name 1 Source 1 Tag 7 CPU Core 1 Memory (... T Delete
simple-hello-world-contai  Azure Container Re... latest 0.25 0.5Gi 0]

Sl [ Wext:scae>

Figure 10.14: Container App instance select
5. Once you will click on the Container, the container edit windows will open
and you will be able to see all the edited properties of container instance.

6. Go to the Container resources allocation tab, as shown in Figure 10.15
and increase the instance size.
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7. Once you change the CPU and RAM, click on the Save button to update the
changes.

8. You can also change the image source and image type as well.
Refer to Figure 10.15:

Edit a container X

Basics  Health probes

Container details

You can change these settings after creating the Container App.

Name * ‘ simple-hello-world-container

Image source O Azure Container Registry

@ Docker Hub or other registries

Image type (®) Public
O Private
Registry login server * © ‘ mcr.microsoft.com l
Image and tag * ‘ azuredocs/containerapps- helloworld:latest i
05 type Linux
Command override © Example: /bin/bash, -c, echo hello; sleep 10...
Container resource allocation
CPU Core* @ (025 |
0.25 - 2 cores
Memory (Gi) * @ |05 Gi |
01-4Gi
Environment variables
|- Add
Name Source Value Delete

Figure 10.15: Container App instance Sizing change

By following the above-mentioned steps, we can configure the scaling of container
instance and sizing of container instance.
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Azure Kubernetes

Kubernetes is an open-source portable platform for automatic deployment, scaling,
and management of containerized workload. It is managed and orchestrated by the
container in difference compute environments. This orchestration platform provides
the ease of use and flexibility with PaaS and IaaS environments.

Creating Azure Kubernetes
To create Azure Kubernetes, follow these steps:

1. Click on Create a resource.

2. Search for Kubernetes Service.

3. Select the service and click on Create, as shown in Figure 10.16:

el Kubernetes Service »
ﬂ‘ Home Microsoft
L Dashboard
" Kubernetes Service & waueioriater
services B Tl R ke e T eed e et eeeen
- Microsoft
*  FAVORITES
Create

288 All resources

Figure 10.16: Kubernetes services
4. Once you click on create the Kubernetes services, it will ask you to fill the
following details:
a. Subscription
b. Resource group

Provide the cluster details as follows:

0

i. Kubernetes cluster name: Set of node machines called
Kubernetes, for running containerized applications.

ii. Region: The place you want to deploy the services.
iii. The version of Kubernetes services you want to deploy.

d. Node: A node is a physical or virtual machine that depends on the
cluster configuration. Provide the node size and node count.

®

Check if you might want to add an additional Kubernetes cluster.
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Refer to Figure 10.17:

Create Kubernetes cluster

Basics MNodepools  Authentication Networking  Integrations  Tags  Review + create

Azure Kubernetes Service (AKS) manages your hosted Kubernetes environment, making it quick and easy to deploy and
manage containerized applications without container orchestration expertise. It also eliminates the burden of ongoing
operations and maintenance by provisioning, upgrading, and scaling resources on demand, without taking your applications
offline. Learn more about Azure Kubernetes Service

Project details

Select a subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
your resources.

Subscription * (0] L v |

L

Resource group* (O | BPB ~ l
Create new

Cluster details

Kubemetes cluster name * O | bpbkunernites v |
Region* (@ | (Europe) North Europe A |
Kubemetes version* (O I 1.15.11 (default) v |

Primary node pool

The number and size of nedes in the primary node pool in your cluster. For production workloads, at least 3 nodes are
recommended for resiliency. For development or test workloads, only one node is required. You will not be able to change the
node size after cluster creation, but you will be able to change the number of nodes in your cluster after creation. If you would
like additional node pools, you will need to enable the "X" feature on the "Scale” tab which will allow you to add more node
pools after creating the cluster. Learn more about node pools in Azure Kubemetes Service

Node size * (O Standard D52 v2
Change size

Node count* (O O 1

< Previous | I Next : Node pools > I

Figure 10.17: Kubernetes services details

5. Once you are done with the preceding configuration, go to the Node pools
section and provide the following details:

a. Add the node pool and its instance size with the OS.
b. Select the virtual node to be enabled or disabled.
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c. Select the VM scale set to be enabled.
6. Go to the Authentication tab, as shown in Figure 10.18:
Basics Node pools  Authentication Networking Integrations  Tags  Review + create

Node pools

In addition to the required primary node pool configured on the Basics tab, you can also add optional nede pools to handle a
variety of workloads Learn more about multiple node pools

- Add node pool
Name OS type Node count Node size

|:| agentpool (primary) Linux 3 Standard_DS2_v2

Virtual nodes

Virtual nodes allow burstable scaling backed by serverless Azure Container Instances. Learn more about virtual nodes

Virtual nodes @ (®) Disabled () Enabled

VM scale sets

Enabling VM scale sets will create a cluster that uses VM scale sets instead of individual virtual machines for the cluster nodes.
VM scale sets are required for scenarios including autoscaling, multiple node pools, and Windows support.
Learn more about VM scale sets in AKS &

VM scale sets (D (O Disabled (@) Enabled

@ VM scale sets are required for multiple node pools

‘ < Previous ||I Next : Authentication > I

Figure 10.18: Kubernetes services node pool

7. Inthe Authentication tab, select the following details:

a. Select the authentication method: Service Principal or system-
assigned managed identity.

b. In Kubernetes authentication and authorization, enable the RBAC
role.

c. Select the encryption type as default.
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8. Click on the Networking tab, as shown in Figure 10.19:

Basics Nodepools Authentication  Networking  Integrations  Tags  Review + create

Cluster infrastructure
The cluster infrastructure authentication specified is used by Azure Kubernetes Service to manage cloud resources attached to
the cluster. This can be either a service principal ' or a system-assigned managed identity ¢

I Authentication method @ Service principal O System-assigned managed identity I

Service principal * () l (new) default service principal
Configure service principal

Kubernetes authentication and authorization
Authentication and authorization are used by the Kubernetes dluster to control user access to the cluster as well as what the
user may do once authenticated. Learn more about Kubernetes authentication &'

Role-based access control (RBAC) (O (® Enabled () Disabled

Node pool OS disk encryption

By default, all disks in AKS are encrypted at rest with Microsoft-managed keys. For additicnal control over encryption, you can
supply your own keys using a disk encryption set backed by an Azure Key Vault. The disk encryption set will be used to encrypt
the OS disks for all node pools in the cluster. Learn more 7

Encryption type I (Default) Encryption at-rest with a platform-managed key ~ |I

| < Previous Hr Next : Networking > ]i

Figure 10.19: Kubernetes services authentication

9. Once you click on the Networking tab, provide the following details:

a. Select the network configuration: Basic or Advanced

b. DNS name prefix

c. Load balancer

d. Private cluster: Enabled or Disabled
e. Network policy

f. HTTP application routing: Yes or No
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10. Go to the next tab, as shown in Figure 10.20:

Basics Nodepools  Authentication Networking  Integrations  Tags  Review + create

You can change networking settings for your cluster, including enabling HTTP application routing and configuring your
network using either the 'Basic’ or 'Advanced’ options:

= 'Basic’ networking creates a new VNet for your cluster using default values.

» ‘Advanced' networking allows clusters to use a new or existing VNet with customizable addresses. Applicaticn pods are
connected directly to the VNet, which allows for native integration with VNet features.

Learn more about networking in Azure Kubernetes Service

Network configuration @ Basic O Advanced

Network settings

DNS name prefix * O | bpbkunernites-dns v
Load balancer (O Standard

Private cluster (O O Enabled @ Disabled

Network policy () O None (®) Calico Azure

© The Azure network policy is not compatible with basic networking.

HTTP application routing @ O Yes @ No

l < Previous H Next : Integrations > |

Figure 10.20: Kubernetes services networking

11. Once you click on the Integrations tab, select the Log Analytics
workspace under the Azure Monitor section.



170 m  Microsoft Azure Administrator Exam Prep (AZ-104) [2nd Edition]

12. Click on the Next: Tags> button, as shown in Figure 10.21:

Basics  Node pools  Authentication Networking  Integrations Tags  Review + create

Connect your AKS cluster with additional services.

Azure Container Registry
Connect your cluster to an Azure Container Registry to enable seamless deployments from a private image registry. You can
create a new registry or choose one you already have. Learn more about Azure Container Registry o

Container registry None

ﬂ The system-assigned managed identity authentication method must be used in order to associate an Azure Container Registry.

Azure Monitor

In addition to the CPU and memory metrics included in AKS by default, you can enable Container Insights for more
comprehensive data on the overall performance and health of your cluster. Billing is based on data ingestion and retention
settings.

Learn mare about container performance and health monitoring

Learn more about pricing

Container monitoring @ Enabled O Disabled
Log Analytics workspace (O ’ DefaultWorkspace-656349f8-c973-4116-bb26-d6504 2ec51b6-EUS e
Create new

| [ < Previous | | Mext : Tags > |

Figure 10.21: Kubernetes services integration

13. Here, provide the tag name and click on Create the Kubernetes Services.
After the validation, click on Next, to create the Kubernetes services, as
shown in Figure 10.22:
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o Validation passed

Basics  Node pools

Authentication Networking Integrations  Tags  Review + create

Basics

Subscription

Resource group

Visual Studic Enterprise
BPB

Region Nerth Europe
Kubemetes cluster name bpbkunernites
Kubemetes version 1.15.11

Node pools

Node pools 1

Virtual nodes Disabled

VM scale sets Enabled

Authentication

Authentication method

Service principal

Role-based access control (RBAC) Enabled

Encryption type

Networking

Network configuration
DNS name prefix

Load balancer

Private cluster

Network policy

HTTP application routing

Integrations

Container registry
Container monitoring

Log Analytics workspace

Tags

(none)

(Default) Encryption at-rest with a platform-managed key

Basic
bpbkunernites-dns
Standard

Disabled

Calico

Ne

Nene
Enabled
DefaultWorkspace-656349f8-c973-4116-bb26-d65042ec51b6-EUS

< Previous Next > Download a template for automation

Figure 10.22: Kubernetes services creation

It will take 10 to 15 mins to create the Kubernetes services. After this, we will be able
to use the services as per our requirements.

Configure Scaling for AKS

Scaling will help meet the changing application demand based on the workloads or
traffic demands to application.
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Cluster auto-scalers watch for pods and cannot schedule the on-nodes because of

node resource constrain. In such a scenario, cluster will automatically increase the
nodes.

Horizontal pod auto-scalers use the matrix server over Kubernetes cluster to monitor
the resource demands of pod. If the application needs more resources, then it will
automatically increase the nodes to meet the demand.

After creating the AKS cluster, if you want to change the scaling for Nodes, follow
these steps for the same:

1. Go to the AKS cluster.
2. Under setting select the Node pools.

3. Select the scale node pool, as shown in Figure 10.23:

Kubernetes service

(=) bpbaks | Node poolsl

0 Search (Cirl+/)

| Addnede posl () Refresh T Uparade Kubemetes T Update image

| @ Delete 2 Troubleshoat

B Saryvices and inoresses b
#'4 JeTVices and ingresses Node pools  Modes
0§ Storage

) Mode poals provide space for applications to run. Node posls of different types can be added to the cluster to handle a
B Cenfiguration variety of workloads, esisting node pocls ean be scaled and uparaded, or node pools that are o longer needed can be

deleted. Ezch node pacl will contain nodes backed by virtual machines. Learn maore about node posls

) Node pool Provisioning state Power state @ Node count Mode Kubernetes version Node size
% Node pools
& Cluster configuration agentpocl Succesded Running @ 3/3 reagy System 1221 Standard_DS2 v2

& Networking

Figure 10.23: Kubernetes services Scaling

4. After clicking on scale node, scale modification window will open.

5. You can change the scaling of AKS either to manual or automatic, based on
the client requirements. Refer to Figure 10.24:
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Scale node pool X

agentpool

You can scale the number of nodes in your cluster to increase
the total amount of cores and memory available for your
container applications. Learn more &

Scale method ©

@ Manual

O Autoscale - Recommended

Node count ©@

Node pool capacity

Virtual machine size
Cores

Memory

Usage

&) This option is recommended so that the cluster is
automatically sized correctly for the current running
workloads.

O

Standard DS2 v2 (2 vcpus, 7 GiB memory)
6 vCPUs

21GiB

0 The metrics included here are intended to provide context regarding scaling. To view all
cluster metrics, including node pool metrics, go to the cluster metrics view.

Apply

Cancel

Figure 10.24: Kubernetes services scaling option

Upgrade the AKS Cluster

To upgrade the AKS Cluster, follow these steps:
1. Go to the AKS cluster.

2. Under setting, select the Cluster configuration.

3. Then select Upgrade version, as shown in Figure 10.25:

&= bpbaks | Cluster configuration

Kubernetes service

» Search (Ctrl+/)

B3 Mamespaces

B Workloads

& Services and ingresses
Mg Stcrage

B Configurstion

Settings

] Mode pools

£ Networking

@ Open Service Mesh

Cluster configuration |

Bl s X

Upgrade

£? Troubleshoot

You can upgrade your cluster to a newer version of Kubemetes or configure automatic upgrade settings. If you upgrade your cluster, you
only the control plane or to also upgrade all node pools. To upgrade individual node pools, go to the "Node pools’ menu item instead.

Learn more about upgradi
View the Kubernetes changel

Kubemetes version

APl server availability O

AKS cluster o

(®) 99.95%

Optimize for availability.

() o9.5%

Optimize for cost.

Enable secret store (Sl driver (O D

Figure 10.25: Kubernetes services Upgrade version
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4.

Check the upgrade version. If you find the older version, then you can choose
to upgrade to a newer version. However, to do that, you have to complete all
the prerequisites and make sure that you have backup of your application
data before applying the changes for the updated Kubernetes.

Take a look at Figure 10.26:
Upgrade Kubernetes version X

You can upgrade your cluster to a newer version of Kubemetes or configure automatic
upgrade settings. If you upgrade your cluster, you can choose whether to upgrade only the
control plane or to also upgrade all node pools. To upgrade individual node pools, go to the
Node pools' menu item instead.

Learn more about upgrading your AKS cluster
View the Kubernetes changeleg &

Kubernetes version (O I 1.22.11 (current) N

. 1.23.8
Upgrade scope (O
1.23.5

1.22.11 (current)

Figure 10.26: Kubernetes services Various version

Configure network connecting for AKS

If you want to configure application gateway or specific IP address for network
connection, which further connects to AKS for ingress traffic, follow these steps:

1.
2.

Under Setting, select Networking.

Then select the security check box and set authorized IP ranges, that you
want to allow to connect privately.

If you want to enable the application gateway for ingress traffic, select the
Application Gateway ingress controller. Then select the existing
application gateway or create a new application gateway for the same.
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Refer to Figure 10.27:

@ bpbaks | Networking

Kubernetes service

I O Search (Ctrd+/) |

E Configuration a
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] Node pools

Cluster configuration
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«
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=
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Deployment center (preview)

Automated deployments
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(= Policies
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A Locks

Monitoring

/2 Troubleshoot

Network profile

Type (plugin) Kubenet

Pod CIDR 10.244.0.0/16
Service CIDR 10.0.0.0/16
DNS service IP 10.0.0.10
Docker bridge CIDR 172.17.0.1/16
Dk oeharr i Narfe. .
Enable HTTP application routing © D

o HTTP application routing is only recommended for dev/test cluster

Security
Private cluster Not enabled
Set authorized IP ranges © D

@ Insights

Application Gateway ingress controller

Figure 10.27: Kubernetes services networking

Conclusion

In this chapter, we discussed the creation and configuration of Azure Container and
Kubernetes. We also covered the Kubernetes resources, how to set up and configure
the container and Kubernetes, and how it will help you and the customer manage
the larger applications. We have also learned the Kubernetes networking, scaling,
and upgrading the Kubernetes clusters. Even for customers, we have set the scaling
and size changing option and it is helping to meet the application demand and
provide the high availability for the same.

In the next chapter, we will discuss Azure app services and see how to create and
deploy the app services in your Azure environments. We will also discuss the
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configuration part on Web Apps which will help you to learn the Web Apps services
more easily.

Points to remember

¢ Container provides lightweight and immutable infrastructure for packaging
the application and deployment.

e Scaling and sizing can be configured in app container, by going to the scale
tab, and clicking on edit.

e AKS cluster can be upgraded from cluster configuration tab under settings.

¢ Container resources allocation is used to configure from app setting, while
creating the container services.

e Application gateway ingress traffic for AKS can be enabled under setting,
and then selecting the networking tab.

Multiple choice questions

1. What is Node Pool in Kubernetes?
a. Collection of virtual machines.
b. Collection of network resources.

c. Collection of Azure storage.

2. How to upgrade the Kubernetes version?
a. From the Kubernetes cluster configuration.
b. Using the node pool configuration.

c.  While selecting the configuration.

Answers
1. a
2. a



CHAPTER 11

Creating and
Configuring Web

Apps

Introduction

In this chapter, we will discuss the benefits of Azure app services, creating the app
services, and configuring the app services plan. We will also discuss the Azure
apps services components and how to use the web apps slot and custom domain
configuration. We will then discuss how to secure your Azure web apps.

We are also covering scaling plan, network services integration and deployment slot
stuff. For app services, backup is really important, and we will be walking through
how you can take the backup of app services as well.

Structure

The following topics will be covered in this chapter:
e App services
o App services plan
e Create and configure app services
o Custom domain configuration

o App services security



178 Microsoft Azure Administrator Exam Prep (AZ-104) [2nd Edition]

o Configure network setting of app services
o App service backup
o Configure scaling setting in an app service plan

o Configure deployment slots

Objectives

By the end of this chapter, the reader will know about the Azure app services and
its use cases. We will also discuss the properties of its app services and see how to
create and configure the app services using the Azure portal, so that the customer
can utilize the Azure app services based on their requirements.

App services

Azure app services are HTTP-based services which are used to host the application,
similar to your on-premises IIS server. We can develop our application using
NET, .NET Core, Java, Ruby, Node.js, PHP, or Python language. The app services
automatically manage the patches, OS, and language framework.

App services plan

The app services plan defines the SKU/size of the Azure app services instance, based
on the app services plan. You will be able to utilize features like custom domain,
VNet-integration, load balancing, and size of app services, such as 2 GB and 100
ACU, and so on.

To create the app services plan, follow these steps:
1. Click onthe + Create a resource option.
2. Search for App Service Plan.
3. Click on Create, as shown in Figure 11.1:
Home > New >

= Create a resource App SerVice Plan 2
ﬁ Home Microsoft

Lid Dashboard
App Service Plan; & scioii

Microsoft

= All services

% FAVORITES

Create

11}
288 All resources

Figure 11.1: App service plan
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Now that the app services plan in created, let us see how many plans we have in app
services and their usage:

¢ Shared compute: In this plan, you will get the free apps services plan as well
as the shared services plan, which can be used for the dev/test purpose, as
shown in Table 11.1:

Selected features Free Shared
Web, mobile, or APl apps | 10 100
Disk space 1GB |[1GB
Auto scale NA NA
Deployment slots NA |NA
Max instances NA NA

Table 11.1: Web services shared plan

¢ Dedicated compute: It is used for production purpose. In this plan, we get
a basic, standard, premium, and premium V2 tier. This can be seen in Table

11.2:

Selected features Basic Standard Premium
Web, mobile, or API apps Unlimited Unlimited Unlimited
Disk space 10 GB 50 GB 250 GB
Auto scale NA Supported Supported
Deployment slots NA 5 20
Max instances Upto3 Up to 10 Up to 30

Table 11.2: Web services dedicated plan

¢ Isolated compute: This plan will provide the dedicated VM instance, which
is integrated with the dedicated VNet. It provides complete isolation as well.
Take a look Table 11.3:

Selected features Isolated
Web, mobile, or APl apps | Unlimited
Disk space 1TB
Auto scale Supported
Deployment slots 20
Max instances Up to 100

Table 11.3: Web services isolated plans
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Recommended pricing tiers

Refer to Figure 11.2:

¥,

For ess 2 A S orkoscs

Production
For most production workloads

100 total ACU

1.75 GB memory

A-Series compute equivalent
289502 INR/Month (Estimated)

840 total ACU
14 GB memory

Dv2-Series compute equivalent
3860021 INR/Month (Estimated)

210 total ACU
3.5 GB memory

Dv2-Series compute equivalent
9650.05 INR/Month (Estimated)

420 total ACU

7 GB memory

Dw2-Series compute equivalent
19300.10 INR/Month (Estimated)

w See additional options

Included features

1 Ewvery app hosted on this App Service plan will have access to these
| fastures:

0

Custom domains / SSL
Configure and purchase custom domains with SNI and IP S5L
bindings

Auto scale
Up to 10 instances. Subject to availability.

Staging slots
Up to 5 staging slots to use for testing and deployments before
swapping them into production.

Daily backups
Backup your app 10 times daily.

Traffic manager
Improve performance and availability by routing traffic between
multiple instances of your app.

Included hardware
Every instance of your App Service plan will include the following hardware

configuration:

Azure Compute Units (ACU)
Dedicated compute resources used to run applications deployed
in the App Service Plan. Learn more

Memory
Memory per instance available to run applications deployed and
running in the App Service plan.

Storage
50 GB disk storage shared by all apps deployed in the App
Service plan,

Figure 11.2: App services plan size

Once you click on Create app service, follow the given steps:

1.

2
3.
4

Select the resource group.

Provide the name of the app service.

Select the OS: Windows /Linux, as per your requirements.

Click on Review + create, as shown in Figure 11.3:
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Create App Service Plan

App Service plans give you the flexibility to allocate specific apps to a given set of resources and further optimize your
Azure resource utilization. This way, if you want to save money on your testing environment you can share a plan across
multiple apps. Learn more &

Project Details

Select a subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage
all your resources.

Subscription* © I Vv ]

~ Resource Group * I EPB v |
Create new

App Service Plan details

Name * I Bpbappseviceplan v |

QOperating System * o Linux @ Windows

Region * I East US v I

Pricing Tier

App Service plan pricing tier determines the location, features, cost and compute resources associated with your app.
Learn more B3

Sku and size * Standard 51
100 total ACU, 1.75 GB memory
Change size

Figure 11.3: App service plan creation

Once you click on Review + create, your app service plan will be created in 5 to
10 minutes.

Create and configure app services

Let us now create the app services, since we have already created and understood
the app services plan. To do this, follow the given steps:

1. Clickon + Create a resource.

2. Search for Azure app services.
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3. Click on Web App, as shown in Figure 11.4:

l—'— Create a resource I

ﬂ' Home

[Ed Dashboard

== All services

W FAVORITES

Eii All resources

K3 virtual machines
[4] Resource groups
'nr’ Quickstart Center
> Function App

@ App Services

New
|,f' Search the Marketplace
Azure Marketplace Seeall Popular
Get started Windows Server 2016 Datacenter
Quickstarts + tutonials
Recently created

Al + Machine Learning Ubuntu Server 18.04 LTS
@ Learn more

Analytics
Blockchain oy
Compute @ Quickstarts + tutorials

Figure 11.4: Web app

4. Once you click on Web App, provide the following details to create the new
app services:

a.
b.
C.
d.

Subscription.
Resource group.
Provide the name of the instance.

Publish can be Code or Docker Container as per your customer/
project requirements.

5. Select the runtime stack as. .NET CORE 3.1 (LTS).

6. Select the OS. It can be either Windows or Linux.

7. Select the region.
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Click on windows size or App Service Plan in app services. Take a look at
Figure 11.5:

Create Web App

Basics  Monitoring  Tags  Review + create

App Service Web Apps lets you quickly build, deploy. and scale enterprise-grade web. mobile, and APl apps running on
any platform. Meet rigorous performance, scalability, security and compliance requirements while using a fully managed
platform to perform infrastructure maintenance. Learn more 3

Project Details

Select a subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage
all your resources.

Subseription * () L ~ |

Resource Group * (0 | BPE ~ |
Create new

Instance Details

Name * I bpb4 ~
.azurewebsites.net

Publish * @ Code O Docker Container

Runtime stack * | [nercoreziams | v

Operating System * IO Linux (@) Windows I

Region * | East US v |

@ Not finding your App Service Plan? Try a different region.

App Service Plan

App Service plan pricing tier determines the location, features, cost and compute resources associated with your app.
Learn more B

Windows Plan (East US) * (O | (New) ASP-BPB-a83f e
Create new
Sku and size * Standard 51
100 total ACU, 1.75 GB memory
Change size

chrevious [ o Wonterngs 1]

Figure 11.5: Web app details

Click on Next: Monitoring > and select the Monitoring tab. Create a new
application insight for monitoring of app services.
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10. Once this is done, click on Review + create, and after 10 minutes, your app
services will be created. Take a look at Figure 11.6:

Basics  Monitoring Tags  Review + create
Application Insights is a code-less attach to provide detailed observability in to your application. Learn more &

Application Insights

Enable Application Insights * O No @ Yes
Application Insights * | (New) bpb4 (East US) ~
Create new

| < Previous | | Next : Tags >

Figure 11.6: Web app creation

Custom domain configuration

A custom domain is used to configure your own custom domain for your web apps.
For example, if you want to configure the xyz.com to bpb.com, then you need to
configure the custom domain.

Let us configure the custom domain for app services. Follow the given steps:
1. Goto App Service.
2. Click on Custom domains.
3. Click on + Add custom domain.
4. Provide the custom domain name.
5. Click on the Validate button.

Once you click on Validate, add the A record and TXT record in your public domain
registration to validate, and then try to validate the same.
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Once the validation is done, you can configure the Azure web apps services. Take a
look at the Figure 11.7:

Fome Add custom domain x
] bpb4 | Custom domains beod
App Senvice
R Custom domain *
O Search [Cirl+/) P (3 Refresn /% Troubleshoot 7 FACE | smuredyoucom
& Backups -
@ custom bomains [
© TLS/SSL settings
Configure and manage custom domains assigned to your app Learm maore Hastname record type
“* Networking [ record (example.com) v
IP address: ()
4 Seale up (App Service plan)
[#011715420 @ ons propagation
{4 Scale out (App Service plan) Custom Domain Verification ID: (D
[ DBCEOD39FT4D841D69E029DDAOCY387635038BEF SD591813C 74681836 TDDGESE Please ke zware that depencing an your NS pravider it can take
¥ Weblobs HTTPS Only: © up to 48 hours for the DNS entry changes to propagate. You can

verify that the DNS propagation is working as expected by using

BN Push (@ ) Off hitp://digwebinterface.com/. Learn mare
€ MySOLIn App + Add custom domain

" @ Hostname availability

! Properties

8 Loce Status Filter

@ Comain cunership
W Eport tempizie SSLSTATE ASSIGNED CUSTOM DOMAINS ssL
To verify domain cwnership create TXT andl A records with your
App Serviee plan pbd azurewebsites.net DKS provider using the configuraticn below. Learn mare
Type Haost Value
TXT asuid DBC

s A @ 401

B 4pp Servceplan

Figure 11.7: Custom domain

App Services Security

Authentication

The app services security will help you reduce the attack and enable the authentication
to your web apps for your users. For example, you can integrate it with Azure AD,
Facebook, Microsoft account, Google, and Twitter account. For more details, take a
look at Figure 11.8:

bpb4 | Authentication / Authorization

App Service

| « B save X Discard

Events (preview) a

Deployment @ Anonymous access is enabled on the App Service app. Users will not be prompted for login.

& Quickstart
App Service Authentication

N o

1, Deployment siots

W% Deployment Center

Action to take when request is not authenticated

Settiogs | Allow Anonymous requests (no action)

! Configuration Allow Anonymous requests (no action)

l 7 Authentication / Authorization I Log in with Azure Active Directory
@ Application Insights Log in with Microsoft Account
dentity Log in with Facebool
& Backups Log in with Google
B Custom domains Log in with Twitter

Figure 11.8: Authentication
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TLS/SSL Configuration

We can even enable the Transport Layer Security (TLS) to services and add the TLS/
SSL certificate binding, for the HTTPS configuration under the TLS/SSL settings

configuration.

e TLS: It stands for Transport Layer Security, which is designed to provide
the privacy and data security of communication over the internet.

e SSL:Itis a Secure Socket Layer that helps to protect the connection between
the server and client while encrypting the link. The examples include
websites, main servers, browsers, and so on. Take a look at Figure 11.9:

) bpb4 | TLS/SSL settings

() Refresh Delete bindings & Buy Certificate /¥ Troubleshoot 7 FAG:

Events (preview)
Bindings  Private Key Certificates (pfx) Public Key Certificates (.cer)

Deployment

& Quickstart
Pretecol Settings
#i, Deployr nt slots -

Protocel settings are global and apply to all bindings defined by your app.

Settings HTTPS Only: () = o
I Configuration Minimum TLS Version (10 11

Authentication / Authorization
TLS/S5L bindings

@ Application Insights
Bindings let you specify which certificate to use when responding to requests to a specific hostname over HTTPS. TLS/SSL Binding requires valid private
certificate (pfx) issued for the specific hostname. Leam more

e T8/ Binding

ustom domain:
@ TL5/S5L settings [ Hostrame Private Certificate Thumbprint TLS/SSL Type

#+ Networking No TLS/SSL bindings configured for the app.

Figure 11.9: TLS/SSL settings

Configure network setting of app services

We want to secure the app services and only then will networking play a very
important role in it. We can enable the private endpoint and app assign address for
ingress traffic. For egress traffic, we can integrate the VPN and hybrid connection.
That is how we can secure in and out traffic for app services.

To enable the networking, follow these steps:

1. To enable the access restriction, you can go to the networking tab under set-
tings.

2. Click on the Access restriction.
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Refer to Figure 11.10:
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Figure 11.10: Access restriction

Once you click on the Access restriction, click on Add rule. The Rule

tab will open in new windows.

Provide the rule name based on your organization standard.

Select the section to allow or deny.

Mention the priority.

Provide the description and IPv4.

Provide the Source setting IP type and other http headers setting if required,
and click on Add rule.

Once you will add those rules, it will allow only specific IP address as per
your rule.
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Refer to Figure 11.11:

~ Add rule X
All services > Microsoft. Web-WebApp-Portal-55d41e24-bbd1 | Overview
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] move Q Refresh | i -
Action
Access Restrictions
e Priority *
Access restrictions allow you to define lists of allow/deny rules to control I 301 & I
address. Learn more
Description
| allow access v |

I bpbapps.azurewebsites.net l bpbapps.scm.azurewebsites.net

Source settings

Add rule Type

D Priority Name Sou | P ~ l
. A " IP Address Block *
[ 10000724 ]
HTTP headers filter settings

X-Forwarded-Host ©

| Ex. exampleOne.com, exampleTwo.com I

X-Forwarded-For ©

Figure 11.11: Access restriction configuration

Once this is done, we can work on enabling the Private endpoint for apps services,
which will allow a one-way ingress communication to connect app services securely.
Follow these steps to enable the private endpoint:

1. To enable the Private endpoint, you can go to the Networking tab under
settings.

2. C(Click on Private endpoints.

3. Once you will click on Private endpoints, it will open new window.
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Refer to Figure 11.12:
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Figure 11.12: Private endpoint

4. Provide the private endpoint name, Subscription details, VNet Name and
subnet name.

5. Provide the DNS integration as shown in Figure 11.13. You can choose your
own DNS as well and update the DNS address under VNet.

6. Once these steps are completed, click on OK, to add the VNet integration for
the same.
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Refer to Figure 11.13:
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Figure 11.13: Private endpoint configuration

For outbound access, we need to integrate the VNet or hybrid connection, so that
the app services can connect to internet or can access publicly. To ensure that this is
possible, follow these steps:

1. To enable the Virtual network, you can go to the Networking tab under Set-
tings.

2. Click on the Virtual Network.
3. This will open a new window, as shown in Figure 11.14:

«-3 bpbapps | Networking

App Service
0 Search (Ctr+/) « () Refresh & Send us your feedback
@ Deployment Center .
Check your web app's networking configuration. Select any of the listed features to change your network set up. |
Settings
Il Configuration Outbound Traffic
Set up calls to app dependencies |ike
8
& Authentication o
? Application Insights
Identity Features
Backups
“ ° > VNet integration © ofi
B2 Custom domains
(@) Hybrid connections © off
@ TLS/SSL settings
Q Certificates (preview) Outbound addresses
“3 Networking

Figure 11.14: VNet Integration
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4. Click on Add VNet integration. This will open a new tab.
5. Provide the Subscription name.

6. Provide the virtual network name which has VNet gateway integration.
Otherwise, it will not allow to configure the same.

7. Click on Ok.
Refer to Figure 11.15:

All services > Microsoftweb-webspr - Add VNet Integration X
L. VNet IntegratiOn bpbapps
bpbapps

@ Ciick here to connect to 2 Classic VNet. =
t () Refresh 2 Tro

Subscription

[ Practice-Lab N

4D VNet Configuration ,
S Virtual Network

| PowerlUserRG-vnet (East US) hl

Securely access resources available in

I bearch virtual networks

+ Add VNet Same region (East US 2)
VNet Details
Other regions (requires a Virtual Network Gateway configured with Point to Site VPN)
VNet NAME
PowerlserRG-vnet (East US)
LOCATION

Figure 11.15: VNet Integration configuration

Once the vent configuration is added, you can access the app services publicly.

App services backup

If you need to enable the backup of Azure app services, it cannot be done directly
from the backup vault. However, the app services can use the backup vault with
their configuration. Follow the given steps to configure the app services backup:

1. Goto App Service.
2. Click on the Backups option.
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3. Click on Backup to configure, as highlighted in Figure 11.16:
& bpb4 | Backups

App Service

22 Search (Ctrl+/) | % £33 Configure () Refresh () Reset 7 FAQe

' Configuration

Authentication / Authorization @ Snapshot (Preview)

9 Application Insights
Snapshots automatically create periodic restore points of your app when hosted in a Premium App Service plan. Learn more
ldentity

— ’ d) Snapshots require a Premium App Service plan. Click here to upgrade your App Service plan.
B Custom domains

© TLS/SSLsettings

“» MNetworking e Backup

4 Scale up (App Service plar)

2 Seale out (App Service plar) Configure backup to create restorable archive copies of your apps content, configuration and database. Leam more

¥ Weblobs
o o [ e crtoses e e s o
€ MySQLin App
Figure 11.16: App backup
4. Click on the Storage tab and select the storage account for backup.
5. Select the On button for enabling the backup.
6. Set up the backup frequency.
7. Mention the backup schedule start.
8. Select the retention period.
9. Click on the Save button, and your app services backup will be enabled.

Take a look at Figure 11.17 for more details:
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Backup Configuration

—
s Backup Storage

Select the target container to store your app backup.

Storage Settings
bpbcontainer

@ Backup Schedule

Configure the schedule for your app backup

Scheduled backup Off )

Backup Every * K |

Start backup schedule from ¥ 06/29/2020 o[ 24101 &M

{UTC+05:30) Chennai, Kolkata, Mumbai. New Delhi

Retention (Days) * )

Keep at least one backup

m Backup Database

Select the databases to include with your backup. The backup database list is based on the app’s configured connection strings. Note: The maximum size of conte
and growing, use Azure Backup for database backup instead.

D Include in Backup Connection String Name Datat

Mo supported connection strings of type SQL Database or MySQL found configured in 3pp.

Figure 11.17: App backup configure

Configure scaling setting in an App Service plan

App services scaling plans help you to upgrade the app services plan in terms of
CPU, RAM, and so on, using scale up plan, and can scale up the instance based on
the scale out plan. Follow the given steps:

1. Select the app services, and under Settings, click on Scale up plan. This
will open a new window.

2. Select the appropriate plan based on your requirements.
3. There are 3 plans: Dev/test, Production and Isolated.

4. Once you choose one and select the plan, click Ok. You can upgrade or
downgrade the app services plan based on your customer requirements.
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Take a look at Figure 11.18:

» bpbapps | Scale up (App Service plan) = - ps
' App Senvice
' X | 3 | .
Settings - Dev / Test : Production Isolated
For |58 gemanding werkiosds 1 For most production workiosds H Advanced netwerking and scale
Il Configuration » S
& Authentication Recommended pricing tiers
@ application Incighte 100 total ACU
1.75 GB memary
dentity A-Series compute equivalent Series compute equivalent compute equivalent
& Bacups e LTS T 8,61 INR/Month (Estimated) 2 INR/Month (Estimatea)
B Custom domains
840 total ACU 185 minimum ACUACPU 195 minimum ACUACPU
Q' TLS/S5L settings 14 GB memory & GE memory 16 GB memory
X . compute equivalent 2 AVCPU
Q Cenificates (preview) x NRMonth (Estimated) 1656651 INR/Month (Estimated) 3313362 INR/Month (Estimated)

“F Networking

32 GB memony
. Scale out [App Service plan) BVCPU

66267.23 INR/Month (Estimated)
@ Weblobs

Figure 11.18: App Scale up plan

Now, let us configure the scale out plan with the custom auto scale configuration,
which will help to meet the application demand. Based on consumption it could
either be CPU, https queue length, data in and out, memory percentage, and so on.
You can choose another configuration based on the metric as well. Follow these steps
to perform scale out configurations:

1. Choose the appropriate app services you want to configure scale out on.

2. Click on Scale out option under settings, with app services configuration.
3. Select the Custom autoscale option to process further.
4

You can also check the run history and notify the admin while selecting ap-
propriate tabs, mentioned in Figure 11.19:

B bpbapps | Scale out (App Service plan) - X

App Service

|;| Search (Ctrl+/) | & Save X Discard O Refresh o Logs ,G? Fesdback

@ Application Insights . Configure  Runhistory  JSON  Notify Diagnostic settings

,  Identity Autoscale is a built-in feature that helps applications perform their best when demand changes. You can choose to
scale your resource manually to a specific instance count, or via a custom Autoscale policy that scales based on
& Backups metric(s) thresholds, or schedule instance count which scales during designated time windows. Autoscale enables

your resource to be performant and cost effective by adding and removing instances based on demand. Leamn

= Custom domains more about Azure Autoscale or view the how-to video,
@ TLS/SSL settings
4 Choose how to scale your resource
@ Certificates (preview) - -
== Manual scale U ' Custom autoscale @

£y o H

@ Network ng — Maintain a fixed instance [ Scale on any schedule,

count based on any metrics

4 Scale up (App Service plan)

I B, Scale out (App Service plan) I

Figure 11.19: App Scale out plan
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5. Provide the autoscaling setting name.
6. Select the appropriate resource group name.

7. In Auto create scale condition, click on edit and select the scale mode to scale,
based on the metric.

8. Click on Add rules, as shown in Figure 11.20, and select the appropriate
metric configurations:

Scale rule X

Metric source
| Current resource (ASP-bpb-adad) v

[Rescirce type Resource

[ App Service plans || ASP-bpb-adad
Criteria

Time aggregation * ©

| Average W |

Metric namespace * Metric name

| App Service plans standard metrics ~ || CPU Percentage A |

-=I

CPU Percentage

Dimension Name 0

Instance [

Data In
If you select multiple values for a dime;

selected values, not evaluate the metrid Data Out

Disk Queue Length

Established Socket Count for Outbound Requests

Http Queue Length

- Memory Percentage

m Socket Count for Inbound Requests -

Figure 11.20: App Scale rule

9. Once you will add the scale rule, click on Add Rule. You can add the multiple
condition for scale out plan. Select the instance count to scale out instance
limit.

10. App instance count will increase or decrease, based on the metric rule
conditions which you have put in the rule.

11. Click on Save, and after some time, the configuration will be saved.
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Refer to Figure 11.21:

Save X Discard () Refresh o logs & Feedback

Configure  Runhistory  JSON  Notify  Diagnostic settings

Autoscale is a built-in feature that helps applications perform their best when demand changes. You can choose to
scale your resource manually to a specific instance count, or via a custom Autoscale policy that scales based on
metric(s) thresholds, or schedule instance count which scales during designated time windows. Autoscale enables
your resource to be performant and cost effective by adding and removing instances based on demand. Leam
more about Azure Autoscale or view the how-to video,

Choose how to scale your resource

—
o e
= Manual scale O } Custom autoscale @
H hdH
™= Maintain a fived instance w===4 Scale on any schedule,
count based on any metrics

Custom autoscale

|Autoscale setting namelg JlAsP-bpb-adad-Autoscale-111 |

Resource group | bpb ~ |

instance count

Defauit* Wl uto created scale condition 788 W~

Delete waming @ 7= very last or default recurrence rule cannot be
deleted. Instead, you can disable autoscale to tum off
autoscale.

Scale mode | @ Scale based on a metric |

() Scale to a specific instance count

Rules f\ Scale is based on metric trigger rules but no rulefs) is
defined; cli 0 create a rule. For example:
"Add a rule t instance count by 1 when CPUJ
Pes es is defined, the
Instance limits ; %38 Le8 L0401
Default @
K v]
Schedule This scale condition is executed when none of the other
scale condition(s) match

F+ Add 2 scale condition |

Figure 11.21: App Scale rule

Now that we have learned how to configure the scale up and scale out with app
services, make sure to test them out in your own subscription.
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Configure deployment slots

Deployment slots will help configure your apps in stating environments, while also
providing the feature to rollback or swap between production environments apps.
Let us consider a scenario where you have an app which you want to upgrade to
a newer version but cannot deploy the code directly to the production. In such a
case, you need similar environments where deployment slots will help to create the
same app, and route some of the traffic (around 30 or 70%) to standing apps and
understand the behaviours of the apps.

This way it helps you provide the success test and enable the better testing of apps.
Moreover, without any additional configuration, you can swap between staging/
testing /dev apps to production.

Take a look at Tuble 11.4:

Deployment Slot Limitation

App settings that are swapped supported App settings swapped not supported

Publishing endpoints
. Custom domain names
Genere?l settings, s1.1ch as framework Non-public certificates and TLS/SSL
version, 32/64-bit, web sockets. settings
App settings (can be configured to stick to Scale settings
aslot) WebJobs schedulers

Connection strings (can be configured to
stick to a slot).

IP restrictions
Always On

Harlﬁler mz?gpings Diagnostic settings
Public certificates Cross-origin resource sharing (CORS)
WebJobs content

Virtual network integration

. o
Hybrid connections Managed identities

Service end'points . Settings that end with the suffix _
Azure Content Dehvg‘y Network EXTENSION_VERSION
Path mappings

Table 11.4: Web services isolated plans
Let us now configure the deployment within the apps services and see how that
works. Follow these steps:

1. Select the appropriate app services and under deployment, click on
Deployment slots.
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2. Now click on Add Slot, as shown in Figure 11.22:
g5 bpbapps | Deployment slots % - X
" App Service
‘/7 Seafth (Ctrl+/) ‘ L Save Disczrd | o Add Siot Swap B ogs T Refresh
* Events (praview) - Af' ‘You haven't added any deployment slots. Click here to get started. =»
Deployment
& Quickstart .:- 4 Deployment Slots
@ Deployment Center Deployment slots are live apps with their own hostnames. App content and configurations elements can be
swapped between two deployment slots, including the production slot.
Settings
:l. Confiquration NAME STATUS APP SERVICE PLAN TRAFFIC %
Figure 11.22: App deployment slot

3. Once you will click on the add slot, another slot will open. Provide the ame,
and also the clone setting — you can either select the existing app or create a
new one. In Figure 11.23, we are creating one with an existing app:

Add a slot X
Name
stagingapps
bpbapps-stagingapps.azurewebsites.nel
Clone settings from:
bpbapps
Figure 11.23: App deployment slot configuration

4. If you want to transfer the traffic to staging app deployment that you have
created recently, select the staging app and put the percentage in the box.

5. In Figure 11.24, we only transfer the 20% traffic. You can see that the traffic
has been reduced from production, and that it now has only 80% going to
production environments.

6. Once the above-mentioned steps are completed, click on the Swap option, as

shown in Figure 11.24:
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FHsave X ooiscarda = addsior |9 swap | £ oos € Refresn

\—— ’ Deployment Slots

Deployment slots are live apps with their own hostnames. App content and configurations elements can be
swapped between two deploymenIslots, including the production slot.

NAME STATUS APP SERVICE PLAN TRAFFIC %

bpbapps Running ASP-bpb-adad 80
Ibpbapps-stag'"gaass Running o ASP-bpb-adad l - 9

Figure 11.24: App deployment slot swap

7. Now you can see that the swap option has popped up in a new window.
8. Select the source and destination for the same.

9. You can refer to Figure 11.25 if it meets with your requirements, or you can
choose between slots if you have more than 1 slots.

10. Now click on Swap. It will take few seconds to swap the between apps.
Take a look at Figure 11.25:

Swap X

® Source

bpbapps-stagingapps

LG PRODUCTION

bpbapps

o Swap with preview can only be used with sites that have deployment slot settings enabled

r Perform swap with previev]

Config Changes

This is a summary of the final set of configuration changes on the source and target deployment siots
after the swap has completed.

® Source Changes @ Target Changes

SETTING TYPE OLD VALUE NEW VALUE

No Changes

Figure 11.25: App deployment slot swap configuration
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Now we have learned how to swap the application between 2 different apps and can
create multiple slots based on standard, premium or isolated plans.

Conclusion

In this chapter, we discussed the Azure app services and app services plan. We also
discussed how to configure the Azure app services backup and custom domain, and
app services security. Then we moved on to configuring the scaling setting, apps
services networking settings configuration and how to configure deployment slot,
all of which will help to swap between apps.

In the next chapter, we will discuss how to integrate the on-premises network to
Azure, using the site-to-site connection and express route. We will also discuss the
VNet-to-VNet peering and more.

Points to remember

e Azure app services are HTTP-based services that are used to host the
application, similar to your on-premises IIS server.

¢ You can configure the custom domain in Azure app services.

e App services can be secure while configurating the network setting in app
services.

e App services backup will help take the backup of your app services data.

e App services deployment will help create a kind of replica of your app
services as well as in the live testing, while transferring the real traffic to
those services.

e We can configure the TLS/SSL 1.2 binding to secure the apps.

e While deploying the app, we can choose app services plans based on
the consumption. This can be used for production, test, development
environment, and so on.

Multiple choice questions

1. What is the services plan to choose for dev and test environments?
a. Dedicated compute.
b. Premium.

c. Standard and shared.
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2. How to configure the deployment slot?
a. Go to deployment setting and click on deployment centre.
b. Click on deployment and select deployment slot.

c. Click on setting and go to configuration option.

3. How to configure custom domain?
a. In App services under setting custom DNS.
b. Go to Deployment center and click on configuration.

c. Go to setting and click on Configuration.

Answers
1. ¢
2. b
3. a






CHAPTER 12

Virtual Network
Configuration and
Integration On-Prem
to Azure

Introduction

In this chapter, we will discuss the networking services and use their components
such as the Azure Virtual Network, and see how to create and use these services.
We will also cover the VNet peering that can be used to connect to VNet, as well as
configuring the VNet-to-VNet connectivity and the Azure Virtual Network gateway.
Let us start with all of these topics and learn how to use networking services. We will
also cover how you are going to manage your azure networking using the virtual
WAN, along with configuration of end-to-end virtual wan configuration.

Structure

The following topics will be covered in this chapter:
e Azure Virtual Network
e ExpressRoute connection
e ExpressRoute configuration

e Configure Azure Virtual WAN
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Objectives

In this chapter, you will learn how to define the network in your Azure subscription,
using Azure VNet and subnet. We will discuss how to configure a site-to-site
connection and on-premises to Azure connectivity using ExpressRoute.

Azure Virtual Network

An Azure Virtual Network is defined as the Azure network within your subscription.
VNet integration enables you to access Azure resources such as Azure virtual
machine, SQLDB, and so on, securely to the Azure network or on-premises network.
It is just like you are in an on-premises network that you have configured and have
access to, in your data centre. The following components are required to create the
virtual network:

e Address space: An address space is nothing but a range of your virtual
network IP address.

¢ Subnet: A subnetis a collection of the IP address which can be used to assign
an Azure virtual machine. Refer to Figure 12.1:

Address Space:10.2.0.0/16
ooy M PREI0200]2

’
I

[
]

10.2.0.0/24 10.2.1.0/24

Subnet-1 Subnet-2

BPB_Prod BPB_Test

Figure 12.1: Azure address space and subnet

Azure Virtual Network creation

If you need to create the Azure Virtual Network, then follow the given steps:
1. Login to the portal.

2. GotoAll services and click on Networking.
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3. Select Virtual networks, as shown in Figure 12.2:

All services \;ﬁ Fearch Networking |

-~

QOverview NETWORKING (31
FAY -
Categories | Virtual networks |

<2 Virtual networks (classic)

All ‘{j} Load balancers ‘@‘ Application Gateways
General 2 Virtual network gateways % Local network gateways
Compute
@ DONS zones & (DN profiles
Figure 12.2: Azure Virtual Network
4. Provide the virtual network name.
5. Mention the address space as per your requirements.
6. Select the subscription, location, and resources group.
7. Provide the name of the subnet.
8. Then provide the range of the subnet, within the address space range.
9. C(Click on Create, and after that, it will take some time to create the virtual
network. Refer to Figure 12.3:
Create virtual network O
Name *
[Brevainetvorc ] ]
Address space * O
IIDZ.UOITG

1f
| 102,00 102255255 (65536 adresses)|

[ Add an 1Pv6 address space ©

Subscription *

[ -

Resource group *

[ers ~
Create new

Location *

(s eastus ~
Subnet

Name *

[ ePe_prod ]

Address range * ()
[10200724
10.2.00 - 10.20.255 (256 addresses)

05 protection ()
(@) Basic () Standard

Service endpoints (1)
[(Drbicd Jorp)
Firewall ©

[(Disabled JEEETTDI

Figure 12.3: Azure Virtual Network details
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Once the virtual network is created, you can see the following details, as shown in
Figure 12.4:

/...\I BPBvirtualnetwork I

|,-'J Search (Ctrl+/) « (D Refresh —> Move [i] Delete
P ; ~  Resource group (Lcha"gej Address space
S AL 8PB 102.0.0/16
B Activity log Location DNS servers
East US Azure provided DNS service

e Access control (IAM)
Qiiherrintian (Fhanasl

L Tags

. Subscription |D
& Diagnose and solve problems ubscopt

Settings Tags (change)
Click here to add tags
 Address space

»

Figure 12.4: VNet configuration

Azure VNet peering

The Azure Virtual Network can be used to connect two different virtual networks. It
provides a seamless connectivity from the Microsoft backbone infrastructure. VNet
peering can connect two different Vnets, and also provide low-latency and high-
bandwidth.

Azure VNet peering are of two types:

e VNet peering: It is used to connect two virtual networks within the same
region.

e Global VNet peering: It is used to connect two virtual networks across
regions.

Refer to Figure 12.5:

East US <' ) '> <. r > West US
|ﬁ| |."|<VnetPeering>|ﬁ||ﬁ|

Figure 12.5: VNet peering
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We have now understood the use of Azure VNet peering. Let us also understand
how to create the Azure VNet peering.

Suppose we have multiple Vnets from various environments and want to
communicate with all the Vnets. This is when we can have VNet peering. For VNet
peering, we require a minimum of two Vnets, either in the same region or different
regions. Follow the given steps to create the VNet peering;:

1. Login to the portal and choose the two Vnets in which you want to configure
the VNet peering.

Select the VNet you want to peer.
Please select the VNet.

Under the Settings tab, select the Peering”’s option.

o e LD

Click on + Add. Take a look to configure the VNet peering, as shown in Figure
12.6:

¢+ BPBvirtualnetwork - Peerings

— L

% () Refresh

£ Search peerings

» Address space Name
& Connected devices No results.
Subnets

@ DDoS protection
& Firewall
Security

B2 DNS servers

€% Peerings

Figure 12.6: VNet peering configuration

6. Provide the VNet peering name.

7. Select the deployment Resources manager as default. The classic model can
be used if you have resources in the classic mode (it is an old model and MS
has stopped supporting this model).

8. Then, select the second virtual network name from the drop-down menu for
which you want to enable the VNet peering.
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9. Provide the name of VNet peering again for the second VNet configuration.
Refer to Figure 12.7:

Add peering

BPBwirtualnetwork

o For peering to work, a peering link must be created from BPBvirtualnetwork to BPB-vnet as well as
from BPB-vnet to BPBvirtualnetwork.

Name of the peering from BPBvirtualnetwork to BPB-vnet *

bpbvnetpeering v

Peer details
Virtual network deployment model (O
\/\!:l Resource manager Q Classic

|:| | know my resource ID (O

Subscription * ()

| v
Virtual network *
| BPB-vnet (3PB) v
IName of the peering from BPB-vnet to BPBvirtualnetwork *

bpbeastus > |

| = -

Figure 12.7: VNet peering configuration details

10. Please select the configuration setting to enable and allow the VNet traffic
from VNet 1 to VNet 2. You can even enable traffic from VNet 2 to 1, if
required by your organization. The gateway transit is only required if VNet
is configured with a virtual network gateway.

11. Click on the OK button to configure it.

12. Once you click on 0k, it will take some time to configure, and will allow
traffic in both the Vnets. Refer to Figure 12.8:
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Configuration
Configure virtual network access settings
Allow virtual network access from BPBvirtualnetwork to BPB-vnet (1)

( Disabled
Allow virtual network access from BPB-vnet to BPBvirtualnetwork 0]

(Disabled (EEEED)

Configure forwarded traffic settings
Allow forwarded traffic from BPB-vnet to BPBvirtualnetwork

@D o)
Allow forwarded traffic from BPBvirtualnetwork to BPB-vnet ()

(@ Enabled )

Configure gateway transit setﬁngs
EI Allow gateway transit (3)

Figure 12.8: VNet peering configuration settings

13. Once the VNet peering is done, verify the connectivity under the Peerings
section, as shown in Figure 12.9:

&»» BPBvirtualnetwork - Peerings

2 Virtw 3

Settings - ‘,"‘ Search peerings

2 Searcl

 Address space Name Peering status Peer

& Connected devices bpbunstpesring Connected BPB-vnet
> Subnets

DDoS protection

Firewall

o & <

Security

i

DNS servers

%% Peerings

Figure 12.9: VNet connectivity verification

Virtual network gateway

The Azure Virtual Network gateway is used to send the encrypted traffic from the
Azure network to the on-premises network. In other words, it is used to create
connectivity between the Azure and on-premise network. A virtual network gateway
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is used to send the encrypted traffic over the Microsoft network. In a single VNet,
you can configure only one VPN gateway. However, if you want to connect from
multiple connections, then you can use the same VPN gateway.

For the configuration, the following are pre-requisites:
e Azure VNet

¢ You might need a gateway subnet under the same VNet if you want to
configure the virtual network gateway.

¢ You might need a gateway in which you can choose either a VPN or express
route based on your requirements.

e It requires a public IP as well.

Before we create the virtual network, please make sure to understand the connectivity
you want to use. If you need VNet-to-VNet and site-to-site connection, you can use
the VPN, but if you want to configure with the express route, then select the gateway
type as EXPRESS ROUTE. Follow these steps to configure the Azure Virtual Network
gateway:

1. Go to the marketplace and search for the Azure Virtual Network gateway.

2. SelectVirtual network gateway and click on Create. The following Figure
12.10, shows the VNet network gateway creation:

Mew
2 Virtusl network gateway Virtual network gateway
Anlytics f
Blockchain Web -
Compute Quicisart tutoral Virtual network gateway o co ot
Micrasaft

Contziners AGD4

SQL Database =
Databases E Cuiciostars tutarial
Developer Tocls

Function App Overview  Plans
Identity Avi & saftvare VPN device for your Azure to setup @ site-ta-ste VIH 4
Integration y #zure Cosmos BB vir netwark, 2 & Viet-ta-Viet VBN czan lice work ta

Al cuicitar uodia Eip
Intemet of Things ) )
Microsoft Azure provides 3 99.95% uptime SLA for virtusl network gatewsys.

Media PP Hubernetes Service
Wixedt Reality

IT & Management Tools

Software as a Serace (52a8)

Quicistart tutor
Devops Project

-

I storace account t - blob

Figure 12.10: VNet network gateway creation

3. Provide the subscription and resource group name of your virtual network
resources.

4. Then, provide the virtual network gateway name and region for which you
want to create the VNet gateway, and it will provide the same location as
your VNet.

5. Choose the VNet gateway type, from the following:
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a. VPN: It is used to connect the VNet-to-VNet and site-to-site
connectivity.

b. Express route: If you are planning for the express route connectivity,
then please select the express route gateway type.

c. The VPN type is explained as follows:

i. Policy-based: It is a combination of both the networks and
is based on the firewall policy. It will filter the encrypted/
decrypted traffic. It is a built-in firewall device which
performs traffic filtering. In another way, it is a static VPN
device configuration and it has some limitations. Take a look
at Figure 12.11:

__________________________ _ ] On-premises

/ w.nnm-“_“f-‘?"a"" ﬁ Network

A SET T
i BPBVet Rt —
:’-, 20,00,0728 @:Tl'_’ e On-premises
NI o g & Network2

On-premises
Network-3

Figure 12.11: VPN type policy-based

ii. Route-based: In this scenario, VPN devices are used to send
the traffic or route/filter the traffic from any device, to any
device or internet, through an IPsec tunnel. Refer to Figure
12.12:

On-premises

M ﬁ Network
' BPBVet ﬁ \

10.0.0.0/16 On-premises

Network-2

On-premises
Network-3

Figure 12.12: VPN type route-based
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6. Select the VPN SKU. It is nothing but a VNet device capability configuration.
For more details, please take a look at Figure 12.13:

525/VNet-to-VNet P25 Aggregate Zone-redundant
Gateway Tunnels SSTP Connections |IKEv2/OpqThroughput Benchmark
Generation
GeneratigBasic Max. 10 Max. 128 Not Suppq100 Mbps Not Supported [No
GeneratigVpnGwl  |Max, 30* Max. 128 Max. 250 |650 Mbps Supported No
GeneratigVpnGw2  |Max. 30* Max. 128 Max. 500 |1 Gbps Supported No
GeneratiqVpnGw3  [Max. 30* Max. 128 Max. 1000{1.25 Gbps Supported No
Generatig VpnGw1AZ |Max. 30* Max. 128 Max. 250 |650 Mbps

Figure 12.13: VPN SKU

7. Once you provide all the details and select the option, it will look as shown
in Figure 12.14:

Create virtual network gateway

Basics Tags Review + create

Azure has provided a planning and design guide to help you configure the various VPN gateway options. Learn more

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
your resources.

Subscription * v

Select a virtual network to get resource group

Instance details

Name * |
Region * (US) West US N |
Gateway type * (D) I @ VPN O ExpressRoute I

VPN type* (O |® Route-based () Policy-based I

SKU* O [Tvonow1 | v

Figure 12.14: VPN gateway configuration

8. Select the generation, in our case, it is Generation 1.
9. Select the virtual network from the drop-down menu.
10. Provide the public IP name or use an existing one.

11. Select Enable active-active mode which will be the default value.
However, if you want to configure it, then you need to add another public IP
in the configuration.
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12. Select the default option in Configure BGP ASN as Disabled.

13. Click on Review + create. Take alook at Figure 12.15:

Generation () lGenerationT l b ‘

VIRTUAL NETWORK

Virtual network * (O [ Filter virtual networks v |

© Only virtual networks in the currently selected subscription and region are listed.

Public IP address

Public IP address * O (®) Createnew () Use existing

Public IP address name * | bpbpubliclP v
Public IP address SKU Basic

i D Static

Enable active-active mode * (O O Enabled @ Disabled

- -

Fonfigure BGP ASN™'0) O tnabled (®) Disabled

Azure recommends using a validated VPN device with your virtual network gateway. To view a list of validated devices and
instructions for configuration, refer to Azure's documentation regarding validated VPN devices.

< Previous Next : Tags > Download a template for automation

Figure 12.15: VPN gateway creation

It will take up 30 to 45 minutes to create a VNet gateway. Once it gets created, you
can configure the site-to-site VPN and VNet-to-VNet connectivity, and we will
explain this in the next section.

Now, let us see how to configure the VNet-to-VNet gateway. The VNet gateway
is required to be created for both the Vnets, and it is used to connect the two
subscriptions and two different regions.

Site-to-site VPN

The Azure site-to-site VPN is used to connect the Azure network to
on-premises data centers over the IPsec IPsec/IKE (IKEv1l or IKEv2) tunnel. It
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requires an on-premises VPN device to configure an 525 connection. Take a look at
Figure 12.16:

Site to Site VPN

BE

Azure Environments

h

Figure 12.16: Azure site-to-site VPN

Creating a site-to-site VPN requires the following requirement list:
e Azure VNet
e VNet gateway
e Local area network gateway
e Connection
¢ On-premises VNet connection

Local Area network Gateway: It represents the hardware or software VPN device in
your local network. We can use this with a connection to set up a site-to-site VPN
connection between an Azure Virtual Network and your local network.

Since we have already covered the steps to creating the VNet and Vet gateway, let us
now see how to create a local area network. Follow the given steps:

1. Please go to marketplace and search for Local network gateway. Refer to
Figure 12.17:

New
Local network gateway
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Lecal nemwork gateviay Local network gateway: © <o
Microsaft

Cinchy Local Instance &
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MeatingRoomap
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HERE Maps & Location Sanvices for WebAgp backends

. A local netwerk gatewsy represents the hardware or software VPR devics in your local network. Use this with & connection 1o set up & site-to-site VPN connection bebween an
Blockchain P ch App Aaure virtual netwark and your local network.

= tart butor

compute Rl O e s e sadiional eharges fer ereating local netwerk gatewsy In Micresoft Azura
) .
cors ot
Datzbases CQuickstart tutorial L:D(ur;w-?wt;t :I;‘
Developsr Tecls
Function App

DevOps Quickstart wutorial

Figure 12.17: Azure local area network gateway
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2. Please provide the local gateway name, the public IP address of your on-
premises VPN devices and the address range of the on-premises network.

3. Please provide the resources group, name, and location. Then click on
Create, as shown in Figure 12.18:

Create local network gate... O

[ame ™
BPBLocalgateway |

1P address™* )
| 106511111 -

Address space ()

I 172.168.0.0/16 I

l Add additional address range

] Configure BGP settings

Subscription *
|4 v

Resource group * ()
ED v |
TrEETe
[Tocation =

(US) East US v |

Create Automation options

Figure 12.18: Azure local area network gateway details

Once the local area network gateway is created, please create the connection and
configure the site-to-site VPN.

Site-to-site VPN connection creation
Once you configure the site-to-site VPN, follow the given steps:
1. Please go to the marketplace and search for Connection.

2. Click on Connection.
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3. Click on Create. Refer to Figure 12.19:
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Figure 12.19: Azure S2S connection creation

4. Once you click on Create, follow the given steps:

a. Please select the connection type as Site-to-site (IPsec), VNet-to-
VNet, or ExpressRoute from the drop-down menu.

b. Select the subscription. And then select the resource group.

c. Lastly, select the location, as shown in Figure 12.20:

Create connection X Basics O X
Connection type * O
1 Basics >
. 5 I Site-to-site (IPsec) v I
Configure basic settings

Subscription *
[ V]
Resource group * O
| 8P8 v |

Create new

v

3 Summary

il
n
n

v
(5]
o
m

Location *
| (US) East US v |

Figure 12.20: Azure S2S connection basic details

5. Go to the Settings tab and perform the following steps:
a. Please select the VNet gateway in your specific region.

b. Select the local area network gateway we created earlier.
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c. Provide the name of the connection.

d. Provide the passkey. It can be created in your on-premises VPN
device or Azure connections.

e. Select the protocol IKEv2 and let it be the default value.
f. Click on OK. Take a look at Figure 12.21:

Create connection X Settings 0O X
1 Basics >, *Virtual network gateway (O >
Configure basic settings BPBVnet
FTocal network ga!eway 0]
Setti ?
2 ings > BPBLocalgateway
Configure connection settings

Connection name *

<

3 Cuammany . |BPBVnet-BPBLocalgate\-f

eview and create _Sharedkey(ﬁ)*o
[ bpb@123] /]

IKE Protocol O

O Kev1 (@ IKev2

[] Enable BGP 0

Figure 12.21: Azure S2S connection basic details

In the Conclusion part toward the end, please verify the details and click on OK to
create the connection. Please take a look at Figure 12.22:

Create connection X Summary
Basics
‘I Basics v
) ! : Connection type Site-to-site (IPsec)
Conf b tt - . . .
onrigure pes sengs Subscription Visual Studio Enterprise
Resource Group EPB
2 Settings y Location (US) East US
Configure connection settings Settings
Virtual network gateway BPBVnet
Local network gateway BPBLocalgateway
Summary > Connection name EPBVnet-BPBLocalgateway
Review and create Shared key (PSK) bpb@123
IKE Protocol

Figure 12.22: Azure S2S connection summary
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Once the connection is created, you will see the status connecting, and the data in
and out values. It will take some time to connect, and after that, you need to ask your
network team to create the S2S tunnel in your on-premises VPN device as well. Refer
to Figure 12.23:

@ BPBVnet-BPBLocalgateway

Connection
|,»'? bearch {Ctr=+/) | « > Move L Download configuration [i] Delete
T Gy - Resource group (change) : BPB Data in : 08
Status : Connecting ata out 08B
B Activity log I I Dara cut :
) Location ¢ Eastls Virtual network : BPBvirtualnetwork
"1 Access control (JAM) - -
Subscription (change) : Visual Studio Enterprise Virtual network gateway : BPBVnet (40.121.32.59)
& Tags Subscription ID : 656349f8-073-4116-bb26-d65042ec5 16 Local network gateway : BPBLocalgateway (10651.111.1)
Settings Tags (change) : Click here to add tags

Figure 12.23: Azure S2S connection summary

Now you can create an S2S connection. Let us see how to create the VNet-to-VNet
connectivity.

VNet-to-VNet connectivity creation

Let us see how to create the VNet-to-VNet connectivity. You would require the
following configuration before you set up the VNet-to-VNet connections:

e Azure VNet
e Two VNet gateways for both the Vnets

e Connection

Once you set up the preceding components, follow the given steps to create the
connections:

1. Go to the marketplace and search for a Connection.

2. Then, click on the Connection to create the VNet-to-VNet connection. Refer
to Figure 12.24:
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Figure 12.24: Azure VNet-to-VNet connection summary
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3. Select the connection type Vnet-to-Vnet.

4. Select the subscription and resources group.

5. Select the location as (US) East US. Refer to Figure 12.25:

Create connection

Basics >
Configure basic settings

X

Basics O X

Connection type * (7)

[ VNet-to-vnet M

Subscription *

[ __ I

[Resource group * (O
8P| M
Leate neu

Location *

[ Ws) East us v

Figure 12.25: Azure VNet to VINet connection basic settings

Provide the shared access key.

L *® N

Create connection

Click on OK. Refer to Figure 12.26:

X
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Configure basic settings

2 Settings

Configure connection settings

Z

Select the source and destination VNet gateway.

Provide the name of the connections.

Settings a
*First virtual network gateway (O >
BPBVnet

[*Second virtual network gateway OO >
BPBeastus
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IKE Protocol &

O ke (@ IKe2
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Figure 12.26: Azure VNet-to-VNet connection settings
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10. Please verify the Summary section and click on OK to create the VNet-to-VNet
connections. Refer to Figure 12.27:

Create connection X Summary

Basics

Basics s

. i Connection type VNet-to-VNet
fi

Configure basic settings Subscription Visual Studio Enterprise]
Resource Group BPB

Settings > Location (US) East US

Configure connection settings Settings
First virtual network gateway BPBVnet
Second virtual network gateway BPBeastus

Summary > Establish bidirectional connectivity Yes

Review and create First connection name BPBVnet-to-BPBeastus
Second connection name BPBeastus-to-BPBVnet
Shared key (PSK) bpb@123
IKE Protocol

Figure 12.27: Azure VNet-to-VNet connection summary

11. Once the VNet connection is created, you can see that the status is Connected.
Take a look at Figure 12.28:

BPBVnet-to-BPBeastus

Connection
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Search (Ctrl

- source group (change) : BPB Datair :

B B Resource group [change) : Bl Dsta in oe

lSt&:Jz : Connected I Dtz oyt 0B
H Activity log

Location : EastUS Virtual network : BPBvirtualnetwork, NetworkWatcherRG-vnet

A Access control {IAM] _
) fam Subscription (change) t Virtual network gateway 1 : EPEVnet (40.121.32.59)
# g Subsc D Virtual network gateway 2 : BPBeastus (40.121.56.169

Settings Tags (change) : Click here to add tags

Figure 12.28: Azure Vnet-to-VNet connection status

We have now learned how to configure the site-to-site connection and Vnet-to-
Vnet connectivity. In the next section, we will discuss the express route and set up
the express route connection, which is almost the same as we did in the site-to-site
connectivity.

ExpressRoute connection

ExpressRoute is a direct, dedicated connection from your Wide Area Network
(WAN), not over the public internet, to Microsoft services and Azure. We can
configure the site-to-site VPN and ExpressRoute connections for the same virtual
network for load balancing or high availability.



Virtual Network Configuration and integration On-Prem to Azure 221

We can configure a site-to-site VPN as a secure failover path for ExpressRoute, or use
site-to-site VPNs to connect to sites that are not part of your network, but that are
connected through ExpressRoute. Refer to Figure 12.29:

Customer Network
)
L
Express Ruut: Circuit q

MS Peering for 0365,Exchange Online, Azure Public Services

Partner-EDGE like: TCL, Airtel etc.

e!f

ks

Primary Connection Microsoft ;
EDGE ;
Secondary Connection i

Private Vnet Peering with Express Route

Figure 12.29: ExpressRoute

ExpressRoute configuration

We will now discuss how to configure the express route. For this, we require the
following:

Azure VNet
ExpressRoute circuit
VNet gateway with ExpressRoute

Connection

We have already gone over how to create an Azure VNet and VNet gateway. Let us
now see how to configure the ExpressRoute circuit in Azure:

1.

2
3.
4

o

Search for express route from the marketplace.
Click on +Add.
Provide the express route circuit name.

Provide the name that will be your ISP provider name, such as Airtel, AT&T,
and so on.

Select the peering location from the drop-down menu.
Select the bandwidth 50Mbps to 10Gbps.

Then, click on Create.
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Please take a look at the following Figure 12.30:
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oud services from your

tion facility:

Figure 12.30: ExpressRoute circuit

8. Once the ExpressRoute circuit is created, follow the site-to-site connection
steps and select the ExpressRoute circuit name. Then, create the connections.

Note: ISP providers can configure the on-premises express route setup . The
circuit creation will be done by your ISP, with your network team.

Configure Azure Virtual WAN

Azure virtual WAN brings more functionalities for networking, security, and routing
together, which provides the single operational interface. Virtual WAN architecture
is a hub and spoke architecture, with scale and performance built in for branches,
which enables the global transition network architecture.

The main features of virtual WAN are as follows:
e Site to site and Point to site VPN.
e DPrivate connectivity for express route.

¢ Intra cloud connectivity.
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e Routing, Azure firewall and encryption for private connectivity.

SD_WAN CP A

ExpressRoute

Data Center

1. Click on create new.

SD_WAN CP

Branch

Figure 12.31: Virtual WAN

Figure 12.31 is a high-level diagram for explaining virtual WAN:

Point to Site
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LA L R

Remote Users

Let us create a virtual WAN and configure the same. Follow the given steps:

2. Search for virtual wan, and follow the given steps as per Figure 12.32:
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Azure Virtual WAN is a3 networking
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Figure 12.32: Virtual WAN Creation
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3. Provide the subscription details.
4. Select the Resources group or create new resources group while clicking on
create new resources group.
5. Provide the region where you want to create virtual wan.
6. Then select the Name of the virtual wan.
7. Select the virtual Wan plan: Standard or basic, based on your organization
requirements. Then click on Create.
Refer to Figure 12.33:
Create WAN
Basics  Review + create

The virtual WAN resource represents a virtual overlay of your Azure network and is a collection of multiple resources. Learn

more

Project details

Subscription * | ~ ‘
Resource group * [ bpb ~ l

Create new

Virtual WAN details

Region * [ East US v I

Name * | BpBVirtualWanesu2 v |

Type @ | Standard W ‘

Review + create Previous | Next : Review + create > |

Figure 12.33: Virtual WAN Creation details

After that, your virtual wan will be created.

Let us see how to configure the hub which includes the sites and site VPN, point to
site and express route connection. You can also create those components individually

as well.
1.
2.

Follow the given steps:
Select the Virtual Wan.

Go to configuration tab if you want to configure site 2 site connection, Potin
to site connection or even express route individually. We are going to create
a hub which includes all of those connection.
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3. Click on New Hub, as shown in Figure 12.34:
2. BpBVirtualWanesu2 | Hubs

¢ * Virtual WAN
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Connectivity

B VPN sites

& User VPN configurations

A _FxpressRouts circyits

Figure 12.34: Virtual WAN Creation details

Once you will create a new hub, another window will open.
Validate the subscription name and resources group.

Provide the region and name of the Virtual Wan.

N e

Select the virtual hub capacity; you can select up to 50 routing and 50000 VM
capacity in single virtual wan.
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Refer to Figure 12.35 for more details:

Create virtual hub

your on-premises network (vpnsite). Learn more

Project details

The hub will be created under the same subscription and resource group as the vWAN.

Subscription

Resource group

Virtual Hub Details
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E= BN
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‘ 4 Routing Infrastructure Units, 4 Gbps Router, Supports 4000 VMs ~ ‘

Figure 12.35: Virtual Hub

8. Select the site-to-site configuration to enable.

9. AS number will be automatically populated.

10. Select the gateway scale units and Routing preference to Microsoft network

or Internet, based on your requirements.

Then follow the steps as shown in Figure 12.36:

Basics  Sitetosite  Point to site

ExpressRoute  Tags  Review + create

You will need to enable Site to site (VPN gateway) before connecting to VPN sites, You can do this after hub creation, but
doing it now will save time and reduce the risk of service interruptions later. Learn more

Do you want to create a Site to site (VPN
gateway)?

AS Number @
Gateway scale units *

Routing preference @

11. Onceyouwill click onNext, it will ask to provide the point to site configuration

details.

No )
[ 63515 D
I 1 scale unit - 500 Mbps x 2 v |

@ Microsoft network O Internet

Figure 12.36: Site to site VPN

12. Select the option yes, if you want to configure the same.
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13. It is important to note the gateway unit based on how many clients one
needs. In our case here, we are selecting 2 scale unit with 500 clients.

14. Provide the point to site configuration and routing preference.
Then follow the steps as shown in Figure 12.37:

Basics Sitetosite  Pointtosite  ExpressRoute  Tags  Review + create

If you plan to use this hub with Point-to-site connections, you will need to enable Point-to-site gateway before connecting
end-user devices. You can do this after hub creation, but doing now will save time and reduce the risk of service interruptions
later. Learn more

. 1 ™
Do you want to create a Point to site Noe )
(User VPN gateway)?
Gateway scale units * © [ 2 scale units - 1 Gbps x 2,supports 500 clients v
Point to site configuration * ‘ Select a configuration v
Create new
Routing preference © @ Microsoft network O Internet

Use Remote/On-premises RADIUS server @

0]

Figure 12.37: Point to site vpn

15. If you want to configure the expressroute, then select the Yes option.

16. Provide the gateway scale units and click on Next. Refer to Figure 12.38:

Basics  Sitetosite  Pointtosite  ExpressRoute  Tags  Review + create

If you plan to use this hub with ExpressRoutes, you will need to enable an ExpressRoute gateway before connecting to
ExpressRoute circuits. You can do this after hub creation, but doing it now will save time and reduce the risk of service
interruptions later. Learn more

Do you want to create an ExpressRoute . Ne )

A
gateway? ©

Gateway scale units * ] 1 scale unit - 2 Gbps %

Figure 12.38: Expressroute
After that, you can click on review and create the hub configuration. It will take few
minutes to create and configure the virtual Wan.

Now we have learned how to create and configure the virtual wan. We shall explore
that in the next chapters.
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Conclusion

In this chapter, we discussed VNet and how to set up the VNet gateway and configure
the site-to-site connection, express route, and VNet-to-VNet connections. In the next
chapter, we will discuss the Azure network security group and IP address types.
We will also discuss how to create and configure the Azure security group rules
and how to associate a subnet NSG with VMs and subnets. We also have to cover
configuring the virtual wan, since using that, you can manage your networking
component centrally.

Points to remember

e We can connect to on-premises environments using the expressroute
connection.

e Expressoute connection is secure and reliable, and provides connectivity
to Azure/ 0365 and so on. It is a dedicated line from client datacentre to
Microsoft, using ISP provider services.

¢ Site to site connectivity will also help to connect on-premises to Azure, while
building the 525 tunnel from Azure to on-premises supported firewall. You
do not need any ISP providers to support on this.

¢ Gateway Subnet should be created before you create Vnet gateway.

e Vnet peering used to connect 2 vnet with in the same region or different
region to enable the resources connectivity.

Multiple choice questions
1. What does vnet peering do?

a. Enable the traffic between azure to On-premises.

b. Enable the traffic between O365 to Azure.

c.  Occurs between 2 Vnets either in same region or different region.
2. What are the components required to connect Azure to on-premises?

a. Vnet, Subnet, Gateway.

b. Vnet, Subnet, Subnet Gateway, Vnet Gateway and connection.

c. Site to site VPN and expressroute.

Answers
1. ¢
2. b



CHAPTER 13

Configuring Load
Balancing

Introduction

In this chapter, we will discuss Azure DNS and learn how to create public and
private DNS zones. We will also discuss the Azure load balancer and see how to
create and configure the Azure load balancer and DNS. We will also cover the Azure
application gateway and traffic manager.

Structure
The following topics will be covered in this chapter:
e Azure DNS
o Azure DNS Creation
o Azure DNS Record Creation
o Azure Load Balancer
o Azure Internal Load Balancer
e Front-end IP Configuration

e Azure Backend Pool
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e Health Probes
e Application Gateway
e Azure Traffic Manager

Objectives

In this chapter, you will learn how to configure and set up the load balancer for
Azure Virtual Machines (VMs)/applications using the Azure load balancer, Traffic
manager, and application gateway. We will also cover Azure DNS and see how to
create your custom Azure DNS and configure it.

Azure DNS

Azure DNS is a hosting service that provides the DNS domain and the name
resolutions using the Azure infrastructure. You can host the domains in Azure and
manage the records. Using Azure DNS, you cannot however buy the custom domain.
To buy the domain name, you need to use third-party domain register name sites
like godaddy.com, and so on.

Azure DNS manages the Azure records, and we can use it for external resources as
well. It is an integrated part of the Azure portal and it is used for Azure services such
as billing, support contract, and so on.

The following are the details of the Azure DNS delegation, zones, and DNS registrar
usage:

e Zone delegation

o Azure DNS allows us to host a DNS zone and manage the DNS
records for a domain in Azure.

o Azure DNS is not the domain registrar.
e Domains and zones

o The domain name system is a hierarchy of domains. The hierarchy
starts with the root domain.

o Some Top-level domains are .com, .net, .org, .uk, or .jp.
o Second-level domains include org.uk or co.jp, and so on.

o The domains in the DNS hierarchy are hosted using separate DNS
zones.

o Zones are globally distributed and hosted by DNS name servers
around the world.
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e DNS zone

o The domain is a unique name in the domain name system, for
example, Bpbcloud.com.

o A DNS zone is used to host the DNS records for a domain.

o For example, the domain rcloudweb.com may contain several DNS
records such as mail.rcloudweb.com (for a mail server) and www.
rcloudweb.com (for a website).

e Domain registrar

o The domain registrar is a company that can provide internet domain
names.

o They will verify if the internet domain you want to use is available,
and if it is, allows you to purchase it.

o Once the domain name is registered, you will be the legal owner of
the domain name.

e If you already have an internet domain, you will be able to use the current
domain registrar to delegate to Azure DNS.

Azure DNS Creation

Now, let us try and create the Azure DNS services from the Azure portal. Follow the
given steps:

1. Go to the marketplace.
2. Search for DNS and click on DNS zone.

3. Click on Create, as shown in Figure 13.1:

MNew

—
DNS zone

Azure Marketplace  Seeall

DNS zone « soe i aier

Gel started Macrosaft

I ==n

Al + Machine Learning

Aralytics

Blackchain

Compute sed 1o hast the DNS records fior a particular domain. For mample, the domain ‘contosa.com’ may contain 2 number of DNS reconds such as ‘mailcontosa.com
i lforar ) and ‘wwwcontose.com' {for a w re DNS ellows you to host your NS zone and manage your DNS recoeds, and provides name servers that will

Containers respand to DN queries fram end users with the DNS that you create.

Databases Useful Links

Developer Tools

DevOps

Figure 13.1: Azure DNS creation
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4. Select the subscription and resource group name.
5. Provide the DNS name in this format: XYZ.com.

6. Click on Review + create, as shown in Figure 13.2:

Create DNS zone

Basics

A DNS zone is used to host the gNS records for a particular domain. For example, the domain ‘contoso.com” may contain a
number of DM records such as "‘mail.contoso.com’ [for a mail server) and "waww.contoso.com’ (for a web site). Azure DNS
allows you to host your DNS zone and manage your DNS records, and provides name servers that will respond to DNS queries
from end users with the DMS records that you create. Leam more.

Project details
Subscription ™ | LY |
Resource group * | EFE e |
Create new
Instance details
Name * bpbdns.com o
Resource group location (D) US) East US
< Previous Mext : Tags > Download a template for automation
Figure 13.2: Azure DNS
Once the DNS zones are created, it will look like Figure 13.3:
o bpbdns.com
DNS zone
O Search [Ctri+/) « + Recordset = Move [i] Deletezone () Refresh
© Ovenview Resource group (change) : bpb Name server 1 ; ns1-04azure-dns.com,
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Subscription ID : B3634918-0573-4116-bb26-d650428¢5 166 Name server 3 : ns3-04.azure-gns.org.
A ntrol (IAM
cess control (M) Name server 4 : nsd-04.3zure-dnsinfo.
# Tag:
Tags (change) : Click here to add tags
&2 Diagnose and solve prablems N
Settings @ ‘You can search for record sets that have been loaded on this page. If you don't see what you're looking for, you can try scrolling to allow mare record sets to load,
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T
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P P P NS 172800 nsZ-04.azure-dns.net.
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Support « troubleshocting Mirimom TTL: 300
Serial number: 1
5 Mew suppart request

Figure 13.3: Azure DNS configuration
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Azure DNS record creation

Azure DNS records various types of data, and helps to identify the services based
on the records. Generally, records map a domain to its IP address. The following
records shown in Table 13.1, will help you to understand the usage of each record:

Record name Full name Usage
A(IPv4) It maps a host name like, mail.bpb.com to an IP
AAAA(IPv6) Address address 153.120.10.20.
It is used to point one host record to another like
CNAME Chronicle name | test.Bpb.com to email. Azure4you.com.
It points to the host that will receive an email
from that domain. The MX record must be a
MX Mail exchange | point to A record not to the CNAME record.
It delegates a DNS zone to the specified
NS Name server | authoritative name server.
SOA Start of authority | It defines the authoritative record of zones.
Itis alocation host that provides specific services
like Skype-Session Initiation Protocol (SIP),
SRV Services which is used in Skype, Teams, and so on.
TXT Text It records a human-readable text field in DNS.

Table 13.1: Record names and their usage

Let us try and create the Azure DNS records. Follow the given steps:
1. Go to DNS zone.

Click on +Record set.

Provide the name of the A record.

2
3
4. Select the type of record from the drop-down menu.
5

Provide the Time-to-Live (TTL) value.
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6. The IP address of the A record or any other record name/IP is based on the

description asked. Take a look at Figure 13.4:
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© Ovenview
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v

Alias record set ()
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L=
1
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Hours

‘ K Search record sets

Name Type

@ NS

IP address

10.021

Figure 13.4: Azure DNS configuration

Thus, we now know how to create the DNS server in Azure and explained its usage.

Azure Load Balancer

The Azure Load Balancer can be used to distribute the traffic across the backend server
and resources, which will help to scale your services and create a high availability of
your services. It provides low latency and high throughput. Load balancers support

Transmission Control Protocol (TCP) and User Datagram Protocol (UDP).

Azure load balancers are of the following two types:

e Internal load balancer: It is used to load balance the internal traffic between
Azure virtual machines. You can use hybrid connectivity if you want to
load balance the on-premises VMs. In this load balancer, there are private IP

addresses that are assigned to the front-end IP configuration.

e External load balancer: It is used for your external applications, which
communicate with the internet traffic. In this load balancer, there are public
IP addresses that are assigned to the front-end IP configuration.

Azure load balancers provide the following two types of Stock-keeping-Unit (SKU):

¢ Basic: The basic SKU supports up to 100 instances and the virtual machine
should be in an availability set, single, or in the scale set. The protocol has
been supported on TCP and UDP. It does not support TCP reset on idle, SLA,
multiple front-end and availability zone, and so on.
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¢ Standard: The standard SKU supports up to 1000 instances and the virtual
machine should be in an availability set, single or in a scale set. The protocol
has been supported on TCP, HTTP, and HTTPS. It supports TCP reset on
idle, SLA, multiple front-end and availability zone, and so on.

Azure Internal Load Balancer

Let us try to create an Azure private load balancer and understand its components.
Before you create an Azure internal load, you need an Azure virtual network to be
created and Azure virtual machine in an availability set or single VMs, which can
be used to associate with the Azure internal load balancer backend pool. Follow the

given steps:

1. Go to the marketplace and search for an Azure load balancer.

2. Click on Create, as shown in Figure 13.5:
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Azure load balancer is a layer 4 load balancer that distributes incoming traffic amang heslthy virtual machine instances, Load balsncers uses & hash-based distribution
alganthm. By default, it uses a S-tuple (source IP, source part, destination IP, destination port, pratacal type) hash to map traffic o available servers, Load balancers can either
be intemet-facing where it is accessible via public IP addresses, or internal where it is onl 'y accessible from a virtual network. Azure load balancers also support Netwark
Address Translation (NAT) to route traffic between public and private IP addrecces.

Yeu can configure the lsad balancer ta:
= Load balance incarming traffic across your virtusl machines,
= Forward traffic to and from a specfic virtual machine using NAT rules.

Useful Links
Sen ew
Doc

Figure 13.5: Azure load balancer

Select the subscription for which you want to create an internal load balancer.
Then select the appropriate resource group.

Provide the name of the load balancer.

Select the region for which you want to deploy the load balancer.

Next, select the load balancer type: internal or external, based on your project.
Select the SKU type as Basic.

Select the virtual network and subnet.
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10. Now select the IP address assignment. Let it be the default. However, if you
are deploying for production, select Static instead of Dynamic.

11. Click on Review + create, as shown in Figure 13.6:

Create load balancer

Project details
Subscription * v ‘
Resource group * BPE hd ‘

Create new

Instance details

Name * | BPBinternalload i ‘

Region * [ ws) East Us v |

Type* © QO public

KU+ 0 [® sesic JO stancers

Configure virtual network.

Virtual network * (7) | BPB-vnet W ‘

Subnet * [ cefault (10.1.00/24) v |
Manage subnet configuration

IP address assignment * O Static @ Dynamic

——
< Previous Next : Tags > Download a template for automation

Figure 13.6: Azure load balancer creation details

12. Once you click on create, the Azure load balancer will be created after 10 to
15 minutes. Once it is created, it will look like Figure 13.7:

BPBinternalload

Load balancer

@ —> Move IE Delete O Refresh

pe lSearch (Ctri+/)

5 @y Resource group (change) Backend pool
BPB -
B Activity log Location Health probe
- EastUS -
"o Access control (IAM)
Subscription (change) Load balancing rule
. Tags I -
3 Subscription ID NAT rules
& Diagnose and zolve problems 0 inbound
Settings SKL! Private IP address
Basic 10.1.0.6
B3 Frontend IP configuration Tags (change)
% Backend pools Click here to add tags
S

Figure 13.7: Azure load balancer overview
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Let us now see how to configure the backend pool, health probe, load balancing rule,
NAT rule, and so on.

Front-end IP configuration

All the traffic will come first to the front-end IP address, and it will distribute the
traffic, based on the backend pool connectivity and the load balancers rule. Follow
the given steps:

1. Go to the load balancer and select Frontend IP configuration under the
Settings tab.

2. Click on + Add.

3. Provide the name of the front-end load balancer.
4. Select the subnet from the drop-down menu.

5. Click on Add to add the frontend IP.

By default, when you create the load balancer, an automatic frontend IP configuration
will be configured. However, if you want to add the frontend IP, you need to follow
the preceding process to add the new front-end configuration. Take a look at Figure
13.8:

= BPBinternalload - Frontend IP configuration Af'f' frlontend IP address

Load balancer SRR

£ Search (Ctrd+/) | « 1 Add Name *

& Overview 2 Search frontend IP configurations e

B Activity log Name e IP address| Virtual network

: BPB-vnet

Ro. Access control {IAM) LoadBalancerFrontEnd 10.1.06

® Tags Subnet 1

default (10.1.0.0/24)

&* Diagnose and solve problems o
Assignment

Settings (Dynamic JESTD!

I & Frontend IP configuration I o

% Backend pools
1 Health probes
Load balancing rules
Figure 13.8: Azure load balancer frontend IP configuration

Once your front-end IP configuration is done, please configure the backend pool.
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Azure backend pool

The Azure backend pool has your server or services configuration, which needs to
be load-balanced and it also routes the traffic from the front-end IP. It should be a
single virtual machine or scale set to configure it. Follow the given steps to configure
the backend pool:

1. Provide the backend pool name.

2. Select the virtual machine or scale set you want to associate.

3. Select the virtual machine and the IP address from the drop-down menu.
4

Click on + Add, as shown in Figure 13.9:
i BPBinternalload - Backend pools

Load balancer

O Search (Ctrl+/) «.M

Add backend pool

BPBintemnalicad

H Name *
& Overview ' Virtual 1 BpB Backednport Q
‘n Activity log | No resul  Virtual network O
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® Tags IP version

D)
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Va Diagnose and solve problems
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Virtual machine e
B Frontend IP configuration {

8 Backend pools o

1 Health probes

Virtual machines

) ] Virtual Machines must be in same location as Load Balancer. Only IP configurations that ¥
Load balancing rules { the same SKU (Basic/Standard) as the Load Balancer can be selected. All of the IP

configurations have to be in the same Virtual Network.
B Inbound NAT rules

I Properties Virtual machine IP address
B Locks i [ zravM | [lipeonfigt (10.1.0.4) ~ ]
B3 Export template l (v I [ v

Support + troubleshooting

@ New support request

Figure 13.9: Azure load balancer backend pool configuration

Health probes

It helps to find the failure of the application on the backend endpoint. The health
probe helps to find out when to send the new traffic flow to the backend endpoint
just like a busy / free status. If the backend endpoint status fails, it stops and does not
send any new traffic flow to that instance.



Configuring Load Balancing 239

Let us create the health probe for the load balancer configuration. Follow the given
steps:

1. Go to Health probes under the Settings tab.

2. Clickon + Add.

3. Provide the name of the health probe.

4. Select the TCP/UDP protocol from the drop-down menu.
5

Let the Interval be set to the default value, which means the health probe
will check the backend endpoint status in a specific time as configured in the
interval.

6. Configure the Unhealthy threshold as per your project requirements. It
means that if it continuously fails for two times or more, then it will consider
the backed endpoint status as failed and stop sending the traffic.

7. Click on OK to add the health probe.
Take a look at Figure 13.10:

@ %_F:E_l::t“emalload - Health probes Add health probe

R — BPSinternalioad
| Search (Ctri+/) 9|+ Add | Name *
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2
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B Inbound NAT rules 6

' Properties

% Backend pools

Figure 13.10: Azure load balancer health probe configuration

8. Click on Load balancing rules under the Settings tab.
9. Provide the rule name.

10. Provide the protocol type TCP/UDP.

11. Provide the port number and backend port of services.

12. Select the backend pool and health probe.
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13. Select the session persistence and idle timeout.
14. Click on the OK button to create a load balancing rule.
Take a look at Figure 13.11:
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Figure 13.11: Azure load balancer rule configuration

2 New support request

Now, your load balance configuration has been completed and your services will
use the Azure load balancer capability.

Application gateway

An application gateway is an application layer (OSI layer 7) load balancing, which
helps the web traffic load balancer to enable the management traffic to your web
applications. The application gateway can make the routing decision as per the
HTTP /HTTPS request, to route the traffic to the URI path or the host VM.

The Azure application gateway can do the URL based routing. It provides the
following features:

e Secure Sockets Layer (SSL/TLS) termination: In this feature, the application
gateway provides an SSL/TLS termination at the gateway and after that,
traffic will flow (encrypted) to the backend servers/applications.
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Autoscaling: The application gateway standard_v2 supports and provides
an autoscaling feature that helps to scale up and down the application
gateway, if there are any changes in the traffic load.

Zone redundancy: The application gateway standard_v2 supports multiple
zones availability.

Static Virtual IP address (VIP): The application gateway standard_v2
supports a static VIP which means it will make sure your VIP associated
with this application gateway does not change.

Web application firewall: It provides centralized protection to your web
application for common vulnerabilities. It is based on the OWASP 3.1, 3.0,
and 2.9. It helps you protect from a Structured Query Language (SQL)
injection, scripting attack, and so on.

URL-based routing: This URL-based routing allows you to route traffic to
the backend server pool based on your URL path. Let us say, https:/ /bpb.
com/video or https:/ /bpb.com/images, and so on.

Multiple-site hosting: We can host up 100 web applications in one application
gateway, and each application can be directed to its backend pool.

Redirection: It provides the HTTP/HTTPs based redirection to make sure
all the communication between users and its application has been encrypted.

Session affinity: The cookie-based session provides the feature —if you want
the user session on the same server for processing the request.

Take a look at Figure 13.12:

\_

ﬂernet User Application Gateway

Web Site Application Rules

HTTPS Settings

HTTPS Listener

. {} ____________

Gateway

Figure 13.12: Application gateway

Let us see how to create the application gateway and configure it. Follow the given

steps:
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1. Please click on Create a resource.
2. Search for Application gateway.

3. Click on the Create button to create an application gateway , as shown in
Figure 13.13:

Home > New >~
+ Create a resource Application Gateway =
A Home Microsoft

L Dashboard

————————————————————

,,,,,,,,,,,,,,,,,,,,

= All services
Microsoft

W FAVORITES
@ Allowed by default

-
288 All resources

K3 virtual machines

Figure 13.13: Application gateway creation

Once you click on the application gateway creation, follow the given steps:

1. Select the subscription for which you want to create an application gateway.

2. Create or select an existing resources group.

3. Provide the application gateway name as per your organization’s standard.
4. Select the region.
5

Select the tier:

a. Standard: This standard tier does not support autoscaling and zone
redundancy.

b. Standard V2: This standard tier supports autoscaling and zone
redundancy.

c. WAEF: It supports WAF 2.9 and 3.0.
d. WAF V2: It supports WAF 3.1.
6. Provide the autoscaling as Yes or No. If yes, then provide the minimum and
maximum scale unit.

7. Provide the virtual network and subnet which does not have a routing table.

8. Once you provide all the details, as shown in Figure 13.14, click on Next to
configure the front-end configuration:
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Create application gateway

1 Basics 2 | Frontends 3 ) Backends ¢ Configuration 5 ) Tags & ) Review + create

An application gateway is a web traffic load balancer that enables you to manage traffic to your web application. Learn more
about application gateway
Project details

Select the subscription to manage deployed resources and costs, Use resource groups like folders to organize and manage all
your resgurces.
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~ Resource group* © I BPB ~ J
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Application gateway name * l bpbappgateway v
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HTTP2 © (®) Disabled () Enabled

Configure virtual network

Virtual network * (O | wnetbpb v ‘
Create new
Subnet * © | appgatewaysub (10.0,1,0/26) v ‘

Manage subnet configuration

Figure 13.14: Application gateway basic

The application gateway front-end is where all the reapplication traffic will arrive
and then get routed to your apps.

Let us configure the front-end IP configuration and follow the given configuration:

Public: If you have a public-facing application, then select Public and
configure the public IP.

Private: If you have your internal application, then configure the Private
option.

Both: If you want to configure your public and internal application, then
select Both.
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Take a look at Figure 13.15:

~/ Basics 2 Frontends

Traffic enters the application gateway via its frontend IP address(es). An application gateway can use a public IP address, private
IP address, or one of each type.

Frontend IP address type O @ Public O Private O Both
Firewall public IP address * ‘ Choose public IP address ~
Add new
Add a public P

Name *

“ Cancel
Previous I Next : Backends > I

Figure 13.15: Application gateway front-end configuration

Once you are done with this configuration, please select the backend configuration.
The application backend pool is where your application/host has been configured
to route the traffic, based on your user request. Follow these steps:

1. Click on Add a backend pool.
2. Provide the name of the backend pool.

3. Select Yes or No in Add backend pool without targets. If yes, provide
the backend pool configuration as follows:

IP address or FQDN name
b. Virtual machine
c. VMMS
d. App services

4. Once you select this, please click on Next for the configuration, as shown in
Figure 13.16:
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Create application gateway

Vv Basics v/ Frontends * Backends

Add a backend pool

Backend pool
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Add a backend pool. X

A backend pool is a collection of resources to which your application gateway can send traffic.
A backend pool can contain virtual machines, virtual machines scale sets, IP addresses, domain
names, or an App Service.
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Figure 13.16: Application gateway backend configuration

Once you are done with the backend configuration, let us move to the configuration
part, where you need to set up the routing rule for your application.

We will now configure the HTTP/HTTPS listener and backend routing rule, to
redirect the traffic. Let us configure the listener by following the given steps:

Select the protocol HTTP or HTTPS and port 80 or 443.

1. Provide the name of the listener.
2. Select the front-end.
3.
4
sites, or select Basic.
5.

*Listener *Backend targets

Select the Error page url, as shown in Figure 13.17:

A listener "listens” on a specified port and IP address for traffic that uses a specified protocol. If the listener criteria are met, the application

gateway will apply this routing rule.

Listener name * (O I I Bpbhttp1 l » |

Frontend IP * D

[Puoic |

Protocol () @ HTTP O HTTPS

Port* O

Additional settings

|'eo[‘~ -]

S

Listener type (O @ Basic O Multi site

Error page url O Yes @ No

m Cancel |

Figure 13.17: Application gateway listener

Select the listener type as Multi site if you are planning to add multiple
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As we have configured the listener, we will now configure the backend target, by
following the given steps:

1.
2.

S

Provide the Rule name.

Select the Target type either as Backend pool or Redirection, based on
your requirements.

Select the backend pool from the drop-down menu, as shown in Figure 13.18:

Add a routing rule X

Configure a routing rule to send traffic from a given frontend IP address to one or more backend targets. A routing rule must contain a
listener and at least one backend target.

Rule name * bpbaps G

*Listener *Backend targets

Choose a backend pool to which this routing rule will send traffic. You will alse need to specify a set of HTTP settings that define the
behavior of the routing rule.
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Backend target * O Add new

[ bpbuser v |

HTTP settings * (O I Add new I

Path-based routing

You can route traffic from this rule’s listener to different backend targets based on the URL path of the request. You can also apply a
different set of HTTP settings based on the URL path.

Path based rules
Path Target name HTTP setting name Backend pool

No additional targets to display

Add multiple targets to create a path-based rule

Add Cancel

Figure 13.18: Application gateway backend target

Click on HTTP settings and click on Add new.
Provide the HTTP settings name.
Select the Backend protocol and Backend port number.

Select the Cookie-based affinity and Connection draining as per your
requirements.

Select the request timeout.
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9. If you need to configure a new hostname or the custom hostname, you can
also configure it, as shown in Figure 13.19:
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Override with new host name
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e

Figure 13.19: Application gateway HTTP setting

Once we are done with this configuration, click on the Tags tab. If you want to add
the tags, click on Review + create, as shown in Figure 13.20:
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Figure 13.20: Application gateway creation
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When you click on the application gateway creation, the application gateway will
get created in 10 to 15 minutes.

Azure Traffic Manager

The Azure Traffic Manager is a DNS-based traffic load balancer that enables the
distribution of traffic and provides high availability to web applications. The traffic
manager uses a DNS to direct the traffic to the most appropriate service endpoint
based on the traffic routing method.

It provides the following features:
e Application availability
e Application performance
e Hybrid application
¢ Distributes the traffic to complex environments
Let us create an Azure Traffic Manager and configure it. Follow the given steps:
1. Click on Create a resource.
2. Search for the traffic manager.

3. Click on the Create button to create the traffic manager, as shown in Figure
13.21:
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ﬂ Home Microsoft

Lid Dashboard ) )
Traffic Manager profile! © <. iz

= All services SEER TR TRRMEIEG ST PR o e e
Microsoft

% FAVORITES .
) Allowed by default

wuu
228 All resources

Create

KX virtual machines

Figure 13.21: Traffic manager profile creation

4. Provide the name of the traffic manager.
5. Provide the routing method from the following to configure it:

a. Priority: It is used when you want to configure the primary site’s
endpoint for all the traffic, and secondary sites for backup.



Configuring Load Balancing 249

b. Weighted: Weighted can be configured when you want to distribute
the traffic to set off endpoints, according to the weight.

c. Performance: It is used when you want to route the traffic to
geographic locations, and you want the closest endpoint for low
network latency.

d. Geographic: It is used to redirect the traffic to a specific endpoint,
such as Azure, external, and so on, based on the geographic location.

e. Multi-Value: This can be configured only when the endpoint has an
IPv4/IPv6 address.

f. Subnet: Subnet traffic-routing is used to map sets of end-users IP
address (subnet) ranges to a specific endpoint in the traffic manager
profile.

6. Select the subscription.
7. Select the resource group.

8. Click on the Create button, as shown in Figure 13.22:
Create Traffic M... O x

Name *

‘ bpbtrafficemgr

trafficmanager.net

Routing method

I Performance s | Performance
Weight

Subscription * eighted

L ~ || Priority
Geographic

Resource group *

{ BPB v | MultiValue
Create new

Subnet

=

Automation options

Figure 13.22: Traffic manager creation

Now, we can create the traffic manager and route the traffic using various routing
methods in the traffic manager profile.
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Conclusion

In this chapter, we discussed the configuration of Azure DNS and how to set up the
Azure DNS private and public zones. We also discussed the Azure DNS components
and records. We covered the usage of the Azure load balancer and explained how to
configure and set up the Azure load balancer. We covered the application gateway
and traffic manager profile. We also covered how to configure the application and
how to load balance and secure your application.

Points to remember

Azure load balancer works on Open Systems Interconnection (OSI) layer 4
and you can create internal and external load balancer.

Traffic manager is a DNS based load balanced mechanism and can route the
traffic globally.

Application gateway work is OSI layer 7.

Application Gateway makes the routing decisions, based on additional
attributes of an HTTP request, or URL based routing.

You create public and private DNS zone based on the customer requirements.

Multiple choice questions

1. A customer wants to configure load balance with WAF. Which load balance
should they choose?
a. Traffic manager
b. Load Balancer
c. Application gateway
2. Clients want to configure the DNS based routing. What would you suggest?
a. Create a rule and configure in Azure load balancer
b. Create a routing method in traffic manager
c. Configure the application gateway
Answers
1. c
2. b



CHAPTER 14

Securing Access to
Virtual Networks

Introduction

In this chapter, we will explain the network security group and its uses. The network
security group contains the security rules which allow or deny the inbound/
outbound traffic within the subscription and to the outer world. We will discuss
network routes and learn how the routes will help to distribute the traffic as per route
rules. We will explain the types of IP addresses and learn how they can be assigned
to Azure VMs. We will cover the Azure firewall, route table and how to access the
Virtual Machine (VM) using Azure Bastion services. Azure private endpoints will
help to connect services privately and securely. We will be covering the same in this
chapter.

Structure

The following topics will be covered in this chapter:
e Configuration of Private and Public IP Addresses
e Network security group
e Route table
e Configure and deploy the Azure Firewall

e Configure and deploy Azure Bastion services
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e Evaluate effective security rules

e Azure private network

Objectives

One of the major objectives of this chapter is to discuss the Azure firewall and its
features. We will discuss how you can protect your Azure network using the Azure
firewall. We will also discuss situations where your customer might want to connect
VMs securely, in which case, the Azure Bastion services will be used.

Configuration of private and public IP
addresses

The public IP address can be used if you want to connect your application publicly
or outside the Azure network. Refer to the public IP addresses and association,
shown in Table 14.1:

Public IP addresses IP address association Dynamic | Static
Virtual machine Network Interface Card (NIC) Yes Yes
Load balancer Front-end configuration Yes Yes
VPN gateway Gateway IP configuration Yes No
Application gateway Front-end configuration Yes No

Table 14.1: Public IP V'S private IP

The private IP address can be used for internal communication within the Azure
network. Refer to the following Table 14.2:

IP addresses IP address association | Dynamic | Static
Virtual machine NIC Yes Yes
Internal load balancer Front-end configuration Yes Yes
Application gateway Front-end configuration Yes Yes

Table 14.2: IP Address association

IP addresses can be assigned dynamically by default from the Azure portal. You
have to make them static IP addresses. Let us now understand what static IP and
dynamic IP addresses are.

Static IP is a fixed IP address, and it cannot be changed even if you restart your
services and deallocate the VM. Dynamic IP is the dynamic IP address that can be
changed if you restart your services or deallocate the VM.
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Let us understand how to make changes in IP addresses. For this, we will try to
change dynamic IP to static IP. Follow the given steps:

1. Select the Azure VMs for which you want to change the IP address from
dynamic IP to static IP.

2. Under the Settings tab, click on Networking.
3. Click on the NIC card name.
4. Go to the IP configurations tab.
5. Click on the IP address on the right-hand side of the screen. Take a look at
Figure 14.1:
o & Attach network .f.ﬂraaze., {ff} bpbvm654 - IP configurations
B Ouarview © @ Metwork Interfac aarch (Ctrl or) - add [=]
B, Acess controd [1AM) imbound port les  Outbound p g Actvity bog IP forwarding Enabled )
5 vomme e | SIS e e !
. Proity Mame . o P configurations
o 0 - - I:mﬁgwam Subnet * default (10100124}
T 0o BE000 Allcwinetink _: _— 3 5 Search P corfigurations
P e 63001 Mlowehnurel, T e T Version T Fitvate P adiess
© Securty g Bemplinbor | pr;p"_;ﬁ ! ipcanfig! Fud Primary o 101,04 (Dynarric)

[ Extensions

Figure 14.1: Azure private IP configuration

6. Change dynamic to static, and click on the Save button.

7. After a few minutes, your dynamic IP address will change to static IP, as
shown in Figure 14.2:
ipcqpfig1

Save X Discard

Public IP address settings
} Public IP address
(Disabled (CETEZD)

*IP address

BPBVM-ip (Unassigned)

Private IP address settings

Virtual network/subnet
BPB-vnet/default

Assignmen

\'\Dynamic m I e
&

IP address *

[ 10104

Figure 14.2: Azure private IP dynamic IP to static IP
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If you want to change the public IP address from dynamic IP to static IP, follow the
given steps:

1. Go to the Networking tab.

2. Select the public IP address name and click on Configuration.
3. Change the selection from Dynamic to Static.
4

Now, your public IP address will change to static IP address. Take a look at
Figure 14.3:

BPEVM - Networking & BPBVM-ip - Configuration
Vs mactine

@ Netwerk Interface: bpbumBsd

Virtusl retworksubnet: SP8-unetidelsu

Inbound port ules q
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i (attached to network intertace o
rhaces Settings

& Netwark s
mpscts 0

Priarity Hame F 8 Configurstion DNS nanme label (optional) )

30 & RDP 3 0! Froparies

Figure 14.3: Azure public IP dynamic IP to static IP

Network security group

Azure network security rules contain the setup of security rules and are used to
allow or deny traffic in your Azure network. Network Security Group (NSG) is
followed by two types of rules which are inbound and outbound rules, where you
can define the port number, IP address, and source and destination for which you
want to allow or deny the network traffic.

e Inbound rule: The network traffic that allows traffic from the internet to
your VM is called an inbound rule. It can also allow calls/ traffic to your VM
from the outer world.

¢ Outbound rule: The network traffic that allows traffic from your VM to the
internet is called an inbound rule. It denies calls/ traffic to your VM from the
outer world.

Let us see how to create a network security group and how to add an inbound and
outbound rule:

1. Go to the marketplace and search for the Network security group.

2. Click on Create, as shown in Figure 14.4:
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A network secunty group is 3 layer of security that acts as 2 virtual firewall for controlling traffic in and out of virtual machines (via network interfaces) and subnets. It contains
a set of security rules that allow or dery inbound and cutbound trafic using the following 5-tuple: protecol, source P address range, source port range, destination IP address
range, and destination port range, A netwark security group can be associated 1o multiple network interfaces and subnets, but each network interface or subnet can be
associated to only one network security group,

Figure 14.4: Network security group

Provide the network security group subscription and resource group.
Provide the security group name.
Select the region you want to create the NSG.

Click on Review + create the NSG. Take a look at Figure 14.5:

Create network security group

Basics Tags

Project details

Subscription *

Review + create

L v

—— Resource group * \ BPB i I
Create new

Instance details

Name * [ BPBNSG v]

Region * [ Us) East Us v

< Previous Next : Tags > Download a template for automation

Figure 14.5: Network security group creation

After a few minutes, your network security group will be created and it will look as

follows:

o After the creation of NSG, the default rule will be created with the priority of
65000, 65001, and 65500.
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¢ You can set the maximum rules that will be created up to 65500 and not more
than that. Take a look at Figure 14.6:
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Figure 14.6: Network security group default rule

Let us create the inbound rules in NSG:
1. Select the Source as IP Addresses, virtual network, or services tag.
2. Provide the Source IP addresses.
3. Provide the port number you want to allow.
4

Provide the destination as IP Addresses, virtual network, or services tag, as
shown in Figure 14.7:

wcurity rules e Add inbound security rule
BPBNSG

¥ BPBNSG - Inbound security rules
— Newo group &2 Basic

|‘,_ + Add ¢

Source * (O
@ Overview Priority { IP Addresses
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Aa Access control (1AM) 65001 [1000.1
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& Diagnose and solve problems [3320
Settings [Destination * (O

- - IP Addresses
Inbound security rules

T Outbound security rules [Destination IP addresses/CIDR ranges * (O

& Network interfaces

estination port ranges * () |
*> Subnets
[ 3389 |
! Properties
i Protocol *
) Locks — T T T
TCP ubP  IcMP )

B3 Export template
Monitoring . m
Figure 14.7: Network security group inbound rule
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5. Select the action either as Allow or Deny.

6. Provide the priority 100 or above, as the NSG priority will start from 100 to
65500. The lower the priority, higher will be the importance, which means
that the rule that has lower priority, such as 100, will be applied first.

7. Provide the name of NSG and description, and click on Add, as shown in
Figure 14.8:

Protocol *

Action *
@@= o)
Priority * ()
101

ame
RDP_Access

Description

Figure 14.8: Network security group inbound rule

Similarly, if you need to create the outbound rule, you can follow the same steps as
given in the inbound rule creation.

Network security group association

The network security group can be associated with Azure VMs, NICs and subnet
levels.

NSG, when applied on the VM NIC card will have high priority. Let us understand
this. If you create NSG rule 3389 in the subnet with allowed action and virtual
NIC, you have NSG, which has denied rule with port number 3389. In that case,
your traffic will drop as virtual machine NSG will have priority. You can allow the
common ports to the subnet and block the specific port in VMs NIC NSG.

Let us see how to associate the NSG in the subnet:
1. Select the NSG you want to associate with the subnet.
2. Click on Subnets under the Settings tab.
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3. Click on + Associate.
4. Select the Virtual network.

5. Select the Subnet under the virtual network, which you want to associate
the NSG with.

6. Click on OK to process further, as shown in Figure 14.9:

Home > BPBNSG - Subnets Associate subnet
¢ BPBNSG - Subnets o
Metwork security group
‘;} Search (Ctrl+/) l . } Associate Virtual network
| BPB-vnet
@ Overview = 2 Search subnets
Subnet (O
Name ®
Acti |
- s | default
"0 Access control (IAM) No results.
® T

& Diagnose and solve problems
Settings

£ Inbound security rules

. Qutbound security rules

@ Network interfaces

1! Properties

Figure 14.9: Network security associate with subnet

Let us see how to associate the NSG in the NIC card of the VM:
1. Select the Networking under the Settings tab.
2. Click on the NIC card.
3. Select the Network security group option under the Settings tab.
4. Click on Edit, asshown in Figure 14.10:
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Figure 14.10: Network security associate with VM’s NIC

5. Select the NSG and click on Save. After some time, NSG will be associated
with the VMs NIC and you will be able to see all the rules, as shown in Figure

14.11:
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Figure 14.11: Network security in VM's NIC

Route table

The Azure route table can be used to route the traffic in Azure and on-premises
network. Routes will be created automatically when you create the subnet and
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associate it automatically. You can create the custom routes to define how the traffic
route use the route table. Let us say you have configured the firewall in-between
the Azure and on-premises. You can configure the route table and set the rule, that
all the traffic will firstly go to the firewall and then to the internet. Hence, you can
control the network traffic in Azure and route it as per your organization standards.

Now, let us see how to create the route table and configure it. Follow these steps:

1.

2
3
4.
5

Search for Route tables in the marketplace.

Click on + Add.

Provide the route table name.

Select the Resource group name and Location.

Click on Create. After some time, your route table will be created, as shown
in Figure 14.12:

Route tables « X Create route table O
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Figure 14.12: Route table creation
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Once the route table is created, it will look like Figure 14.13:
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Figure 14.13: Route table

Now, we will configure the route table:

1. Click on Routes under the Settings section.

Click on + Add.
Provide the name of the route table.

2
3
4. Provide the Address prefix range.
5

Select the virtual appliance (firewall), VNet, VNet gateway, and internet.

6. Click on Add to add routes.
Take a look at Figure 14.14:
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Figure 14.14: Route table configuration
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7. Once the route is configured, associate it with the subnet.
8. Select Subnets under the Settings tab.

9. Click on + Associate.

10. Select the VNet.

11. Select the subnet from the drop-down menu.

12. Click on OK and associate the VNet. It will take some time to save the settings,
as shown in Figure 14.15:
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Figure 14.15: Route table subnet association

Configure and deploy the Azure firewall

Azure firewalls manage the Azure network security and its services, which is
managed by a virtual network. It is a fully stateful firewall as a service, which
provides built-in high availability and cloud scalability.

The Azure firewall can be created centrally and managed to enforce the rules, log
application, and network connectivity policies across subscriptions and virtual
networks. The Azure firewall is fully integrated with the Azure Monitor, for logging
and analytics purpose.
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Let us see how to create the Azure firewall and configure it for our subscription:
1. Go to the marketplace or search for Firewall.
2. Click on the Create button, as shown in Figure 14.16:

Firewall =
NEW Microsoft

Firewall © s

Microsoft

=

42Crunch API Firewall Comtainer

PT Apphication Firewall

Overview  Plans
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Figure 14.16: Azure firewall

When you click on Create, follow the given steps and provide the details as follows:
e Subscription and resource group.
e Name of the firewall.
e Region and availability zone.
e Ifyouwanttouseanexistingornew VNet, selectone as per your requirements.
e Provide the virtual network name and address space.
e Provide the subnet.

e DProvide the firewall IP address and click on Review + Create.
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¢ Once you provide all the details, click on Review + Create, as shown in
Figure 14.17:

Create a firewall
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Azure Firewall is 3 managed cloud-based network security service that protects your Azure Virtual Network resources. Itis a
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static public |P address for your virtual network resources allowing cutside firewalls to identify traffic originating from your
virtual network. The service is fully integrated with Azure Monitor for logging and analytics. Learn more
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Figure 14.17: Azure firewall creation

Firewall public IP address *

It will take a few minutes to create the Azure firewall. Let us see how we can configure
the Azure firewall rule. Go to the Azure firewall and follow the given steps:

1. Provide the name of the rule.

2. Provide the priority of the rule.
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3. Provide the following details, as shown in Figure 14.18:
a. Protocol: TCP/UDP.
b. Source type:IP address/IP group.
c. Provide the Source and destination IP.
d. Provide the Translated address and Translated Port.
Once done, you will be able to create the NAT rule.
Add NAT rule collection %

Name * rF:TS_;‘«ccess 1

Priority * [ 101] | |

Rules
[ Protocol Source type Source Destination Addr... Destination Ports Translated address Translated port ]
‘ ‘ I

= | [ 19 address ~ | [1000. | [ 192.16800 -] [ 3389 « | [[192.168.00 ] [ 2389

[0 selected ~ [P address ~ 1 192 16810.1, 192.. | | 192.168.10.0 |"[ e080 [T 792768:10.0 || 2080 |

4

Figure 14.18: Azure firewall NAT rule creation

Once we configure the NAT rule, it will allow the Remote Desktop Protocol (RDP)
access to the services.

Let us try to configure an application rule, which helps to allow the URL or specific
domain URL services such as http://www.microsoft.com,.*windows.net, and so on.
Follow the given steps:

1. Provide the name of the rule.
2. Provide the priority of the rule and action as either A11low/Deny.
3. Provide the following details, as shown in Figure 14.19:
a. FQDN Tags are as follows:
i. Name of the rule.
ii. Source type as either IP address/IP group.
iii. Source IP address.

iv. Add the tags in the drop-down menu.
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b. Target FQDNs are as follows:
i. Name of the rule.
ii. Source type as either IP address/IP group.
iii. Source IP address.
iv. Protocol will be in msql:1433, TCP:80, and so on.
v. Provide the target FQDN or URL you are trying to connect
and then click on Add, as shown in Figure 14.19:
Add application rule collection X
Mame * | bpbrule v |
Pricrity * [ 101 ]
Action * [ Allow v |
Rules
FQDN tags
name Source type Source FQDN tags
[ extemalapp [ 1P adress | [ 19216200724 | [ WindowsUpdate ~ | e
\ | | I address v | [ 7192168101, 192168100724, 192.1... | [ 0 selected v |

e FQDN tags may require additional configuratios

n. Learn more.

Target FQDNs
name Source type Source Protocol:Port Target FQDNs
‘ Azurerue ~ | | IP address W ‘ - | | mssql1433 /” www.microsoft.com v |j["'
\ |1 1P address ~ || % 19216810, 192168007~ | | htp, http:8080, https, mssqk.. | | wwwimicrosoft.com, *micros... |
[ pod |

Figure 14.19: Azure firewall application rule

When you click on Add, your application rule will be added to the firewall and your
Azure services will be able to access the specific target.

Configure and deploy Azure Bastion

services

Azure Bastion provides a secure and seamless RDP/SSH access to your virtual
machine in your Azure portal. It is a PaaS service, that has to be provisioned inside
your virtual network. If you try and connect the VMs through Bastion services, then
your VM does not require a public IP to be associated with it.

It provides the following features of the services:
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¢ RDP and SSH directly in Azure portal: We can directly connect the RDP
and SSH session from the Azure portal using a single click.

¢ Remote session: It uses an HTML5-based web client that is automatically
streamed to your local device, so that we can connect to the RDP/SSH
session over TLS on port 443.

e Does not need a public IP to VM: Azure Bastion opens the RDP/SSH
connection to your Azure virtual machine using private IP on your VM. You
do not need a public IP on your virtual machine.

¢ No hassle of managing NSGs: You do not require to manage the NSG rules
and so on, as it is internally hardened to provide the RDP/SSH connection
securely.

Let us just see how we can create the Azure Bastion services in Azure. Follow the
given steps:

1. Go to the Azure portal.
2. Click on Create a resource.

3. Search for Bastion and click on Create, as shown in Figure 14.20:

XL Search resources, services, and docs (G+/)

Home > New

Bastion =»
ﬁ Home Microsoft
[Ed Dashboard .
= All services \< E{a:;’:f:on'}h“f:'“f"
% FAVORITES
/ Create

un
228 All resources

Figure 14.20: Azure Bastion

4. When you click on Create, you will need to fill-up the following parameters:

a. Subscription.

b. Resources group.

c. Name.

d. Region.

e. Virtual network.

f.  Subnet with the name of the Azure Bastion subnet with a prefix of at

least with /27.
g. Provide public IP address details.
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Refer to Figure 14.21:

Create a Bastion
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Figure 14.21: Azure Bastion creation

Once you are done with the Azure Bastion services creation, verify the services
connecting to RDP over the browser. Click on the Azure VM, and then follow the
given steps:

[y

Go to the Azure VM settings.
2. Then, click on Connect.

3. Select BASTION.
4

Provide the user ID/password, as shown in Figure 14.22:
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Virtual machines & azvm3 | Connect

dd eservations | o img ty, enabie justin-time acoass on Sis VAL >

0 iMprove security, enabie just-in-time 3ccess on this V

RDP SSH BASTION

Connect with Bastion

Settings

[ Name ty

To connect to your virtual machine over the web, enter login

Open in new window

Username * ()
Password *

'Figure 14.22: Azure Bastion verification

When you click on Connect, you will be able to connect to the VM, as shown in
Figure 14.23:

= azym3 x +

< (& F bst—%d‘\i3116-6—35‘35—41|:‘et9—acff—be27597’ds(&d—i.l:astiomazure.cum]= client/YXp2bTMAYw|

Bl Administrator: Command Prompt

C:\Users\lalit>,

LEARN MORE

Figure 14.23: Azure Bastion RDP access

Now, we can access the VM using the Bastion services.

Evaluate effective security rules

Network security group effective rules will help you to understand the rules that
have been enabled in inbound / outbound on the same page. You can review all those
NSG rules at a one-shot. Let us now see how we can see those rules.

Go to the network security group, select the Network security group option and
follow the given steps:
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1. Go to Support + troubleshooting.
2. Then, click on the effective security rules.

It will show which VM NSG has been attached, as well as the rules. You can download
those rules, as shown in Figure 14.24.

After downloading the rules, you can review all the rules. You will also be able to
understand the rules that result in a mismatch, as per your requirements.

azvm3-nsg | Effective security rules X

Network security group

O Search (Cirl/) E + Download | Refresh

Settings @ showing only top 50 securfty rules In each grid, click Downicad above to see all.
£ Inbound security rules . E . . . y . K
: Select 3 network interface below to see the sffective security nules and network security groups associated with it

*. Qutbound security rules

Scope Network security greup (azvm3-nsg)
@ Network interfaces -
-> Subnets Virtual machine azvm3
I Properties Network interface azvm3272
@ Cick on a rule row to ses the expanded list of prefiuss,
avmi-nsg  azvm3-nsg
Inbound rules
Name 1y Prioity 1. Source Source Forts T4 Destination Destination Ports
ROP 300 0.0.0.0/0.0.0:0.0/0 0-65535 0.0.00/0.0.0.00/0 3389-3389
AllowVnetinBound 65000 WVirtual netwark (2 prefixes) 0-65535 Wirtual network (2 prefixes) 0-65535
AllowAzurelcadBalancerinBound 65001 Azure load balancer (2 prefixes)  0-65535 0.0.0.0/00.0.0.0/0 0-65535
DenyhllinBound 65500 0.0.0.0/0.0.0.0.0/0 0-65535 0.0.00/0,0.0.00/0 0-65535
1
Menitoring
Cutbound rules
& Diagnostic settings
o Name 1y Priodity T, Source Source Ports T4 Destination Destination Ports 1
B logs
AllewVnetOutBound 65000 Virtual network (2 prefives) 0-65535 Virtual network (2 prefixes) 0-65535
B NSG flow logs
AllewlnternetOutBound 65001 0.0.00/0,0.0.0.0/0 0-55535 Internet (216 prefixes) 0-65535
S troubleshooti ez p ;
upport + reublechoating DenAllCutBound 65500 0.0.0.0/00.00.0/0 0-65535 0.0.00/0000.00 0-65535
= Fffectve security rules
7 New suppart request
- .

Figure 14.24: Effective security rules

Now, we are able to see how we can evaluate effective security rules.

Azure Private Network

Azure private endpoint is a network interface which provides the private IP address
from your virtual network, which helps to connect the services privately and
securely. While enabling the private endpoint, you are bringing the Azure services
within your virtual network. Private endpoint supports the following services:

e AI+ML services

e Analytics services
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o Web services

e Database services

e Compute services

e Containers services

e Integration services

¢ Internet of Things (IOT) services

e Management and governance services
e Security services

e Storage services

Moreover, if you can see, in the following Figure 14.25, public connectivity to sql DB
(database) is blocked. We need to enable the secure channel through vnet to connect
to database from web services. That is how the private endpoint works.

<. «o%  Virtual Network (10.1.0.0/16)

: App Service i |
Regional VN et : i :
Integration : E i
App Senice . : | : —
* dy— m}
Web App . i .
: : Private link H
<__,> App Subnet : (> Subnet
10.1.2.0/24 H 10.1.1.0/24

AMI aosoft @

faure Private DNS
Zones

Figure 14.25: Private endpoint
Let us see how to enable the private endpoint for one of the services. Follow the
steps to create a private endpoint and configure for storage account:
1. ClickonCreate a resource.
2. Search for Private Endpoint.

3. Click on Create for the option of private endpoint in the drop down menu.
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For more information, refer to Figure 14.26:

Dashboard > Create a resource >

[ croste s resource | Private Endpoint =
ﬁ Home icrosoft
E Dashboard
A a0 Private Endpoint o ad oot
Microsoft
% FAVORITES

* 5.0 (6 Marketplace ratings) | % 5.0 (4 external ratings)

1 -

"
288 All resources

(%) Resource groups Plan
4 Private Endpoint v ‘
& Quickstart Center

4> Function App

@ App Services Overview Plans  Usage Information + Support  Reviews

Figure 14.26: Private endpoint creation
4. Provide the Subscription details, resources group name, and name of the
private endpoint.
5. Do provide the name of the network interface.

6. Select the region where you want your services to be deployed or where you
want to configure the private endpoint.

Refer to Figure 14.27:

0
m
i

t
-

D

© Basics (=) Resource Virtual Network DNS Tags

Use private endpoints to privately connect to a service or resource. Your private endpoint must be in the same region as your
virtual network, but can be in a different region from the private link resource that you are connecting to. Learn more

Project details

Subscription* © | v ‘
Resource group* © [ bpb l
{reate new
Instance details
Name * | bpbstoragepie v ]
Network Interface Name * [ bpbstoragepie-nic ../J
Region * I East US ~ I

Figure 14.27: Private endpoint resources details
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7. Select the resources here. You will get two options; either provide the
resources ID or use Azure resources in m directory.

8. Choose the subscription and resources type from the drop down menu.

9. Select the resources and sub resources, such as storage account and blob, file,
table, queue, and so on.

Refer to Figure 14.28:

+ Basics @ Resource

Private Link offers options to create private endpoints for different Azure resources, like your private link service, a SQL server, or
an Azure storage account. Select which rescurce you would like to connect to using this private endpoint. Learn more

Connection method (O @ Connect to an Azure resource in my directory.

O Connect to an Azure resource by resource 1D or alias.

Subscription* (@ | £ ‘
Resource type * O | Microsoft.Storage/storageAccounts % ‘
Resource * (O | bpbstorage342 v ‘
Target sub-resource * @ | file v |

Figure 14.28: Private endpoint storage account

10. Provide the Vnet details and select the subnet.

11. Select the IP address dynamically or statically. The IP address is based on
your organization’s need.

Refer to Figure 14.29 for more details:

+/ Basics ~/ Resource @ Virtual Network DNS Tags Review + create

Networking

To deploy tl} private endpoint, select a virtual network subnet. Learn more

Virtual network* © | A -VNet v ‘
Subnet* @ | INet/u subnet (10.3.0.0/24) v |
Network policy for private endpoints Disabled (edit)

Private IP configuration

@ Dynamically allccate IP address I
O Statically allocate IP address

Application security group

Configure network security as a natural extension of an application’s structure. ASG allows you to group virtual machines and
define network security policies based on those groups. You can specify an application security group as the source or
destination in an NSG security rule Learn more

Figure 14.29: Private endpoint Vnet configuration
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12. You will have to click on integrate with private DNS to be yes. That is how
your private IP address is going to resolved locally or within vnet.

13. Then, select next.
Refer to Figure 14.30:

~ Basics / Resource  + Virtual Network @) DNS ags eview + create

Private DNS integration

To connect privately with your private endpoint, you need a DNS record. We recommend that you integrate your private
endpaoint with a private DNS zone. You can also utilize your own DNS servers or create DNS records using the host files on your
virtual machines. Learn more

Integrate with private DNS zone ® ves] O No
Configuration name Subscription Resource group Private DNS zone
privatelink-file-core-wind... J ~ ‘ I bpb v | (new) privatelink.file.core....

Figure 14.30: Private endpoint DNS configuration

7. Provide the tags name.

8. Then click on review and create. After some time, private endpoints will be
created.

9. You can validate the private endpoint created and approved while going to
storage accounts.

10. In the Networking section, select the Private endpoint connections
and you can find the private endpoint connection, as shown in Figure 14.31:

bpbstorage342 | Networking

Storage account

O Search (Ctrl+/ 5 g
| - ! N | Firewalls and virtual netwaorks Private endpoint connections | Custom domain

Data storage

+ Private endpoint ~ Approve X Reject [] Remove () Refresh
= Containers
& File shares ‘F”TET cd _J | All connection states e |
M Queues D Connection name Connection state | Private endpoint Description
B8 Tables D bpbstorage342.f6fd2... Approved bpbstoragepie Auto-Approved

Security + networking

& Networking

Figure 14.31: Private endpoint validation
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Conclusion

In this chapter, we discussed the configuration of private and public IP addresses
and learned how to change the IP address from dynamic to static. We then discussed
the Azure network security group and how to associate with the subnet/VM NIC
card. We covered the route table and learned how it can be used to route the traffic.

We will discuss the Azure network monitoring in the next chapter. We will explain
the network watcher and on-premises to Azure network connectivity monitoring,
and so on. We have also covered private endpoint in this chapter, which will help
you learn how to connect azure services more securely and privately.

Points to remember

Azure bastion is a fully managed services that provides the secure and
seamless Remote Desktop (RDP) and Secure Shell Connection (SSH)
connection to virtual machines without exposing to internet.

Azure route table allows you to create custom route, so that if required, you
can route the traffic to firewall, Vnet, Vnet gateway, and so on.

Azure Firewall is a cloud based, intelligent, network firewall security service,
that provides the best threat protection for cloud workloads that are running
in Azure.

Azure private endpoints enable 1 to 1 communication between the Azure
services and provides more security connectivity.

Multiple choice questions

1.

A customer wants to enable the secure RDP connection. Which solution
should they chose?

a. Add the public IP and enable the NSG.
b. Azure firewall.

c. Azure bastion services.

Which is the cloud based intelligent security service, that helps to manage
end to end traffic?

a. NSG.
b. Private and public IP.

c. Azure firewall.
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Answers
1. ¢
2. ¢



CHAPTER 15

Monitoring and
Troubleshooting of
Virtual Networking

Introduction

In this chapter, we will discuss Azure Network Watcher and its usage. We will
also discuss how to troubleshoot the on-premises connectivity using the network
watcher.

We will cover network performance monitoring, how to use the IP flow verify, VPN
troubleshooting, packet capture, and so on.

Structure

The following topics will be covered in this chapter:
e Network Watcher
e Monitor on-premises connectivity

e Network performance monitor

Objectives

In this chapter, you will learn about Azure Network Watcher. If your customer
is troubleshooting a network issue from the Azure network to on-premises, then
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Azure Network Watcher will help your customer trace the traffic at various levels
and therefore help you. We will describe the network watcher capabilities in detail,
in the further course of this chapter.

Network watcher

Azure Network Watcher provides the tools to monitor, diagnose, and view the
metrics. We can enable or disable the logs in the network watcher. It is designed
to monitor and repair the Azure infrastructure services, which includes the Azure
virtual machine, virtual network, application gateway, and so on.

Let us see how we can implement the Azure Network Watcher services. Follow the
given steps:

1. Goto All services and search for network watcher. Select the Network
Watcher option, as shown in Figure 15.1:

All services [ networkwatcher | x|

= Create a resource

A Home B =

Overview ,? Network Watcher

L Dashboard
& Network interfaces

Categones Keywords: Network

A -~ Y )
All n Virtual network gateways
% FAVORITES ¥ Keywords: Network
~ General ;
88 Al resources ‘”i Network security groups
c t Keywords: Network
: ompute
K3 virtual machines P e
' Network security groups (classic)
Networking ’ ! '

(4] Resource groups
Figure 15.1: Network watcher
2. Once you click on Network Watcher, please enable it for the regions you
want to select it for. Let us follow the given steps to enable it:
a. Click on Overview.

b. Select the region and click on the Overview tab to enable the network
watcher.

c. It will take some time to enable it.
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Refer to Figure 15.2:

Network Watcher

Microsoft

) Search (Ctrl+/)

Subscriptions: All 2 selected - Don't see a subscription? Open Directory + Subscription settings
Monitering
. Name T4 Region Status I
e Topology
- Microsoft Azure for Labs 33 regions Partially enabled
B} Connection monitor -
_ @ WestUs Enabled
B3 Connection monitor (Preview)
. ) ® EastUS Enabled
@ Netwark Performance Monitor
¥ North Europe Disabled
Network diagnostic tools -
& West Europe Disabled

Figure 15.2: Network watcher enable

Network Watcher topology

Under the Monitoring tab, if you click on Topology, it will show you the complete
architect connectivity of your VNet, which connects to all the resources such as VM,
application gateway, and so on. Refer to Figure 15.3:

Network Watcher | Topolo F
-] .

Microsoft

L Search (Ciri+/) | # 4 Download topology
& Overview = Subscription @ Resource Group O Virtual Network
Microsoft Azure for Labs ~ | | BPE W | | Select virtual network ~
Monitoring
)
i Topology

B Connection monitor

B Connection monitor (Preview) / ‘\.
@ Network Performance Monitor BPB-vnet
Network diagnostic tools

<>
B 1P flow verify

default

¥ Next hop
L Effective security rules [-t'
@ VPN troubleshoot bpbvmess

U Packet capture

B2 Connection troubleshoot n @ Tl
BpbVM-nsg

BpbvM BpbVM-ip

[

Metrics

Figure 15.3: Network watcher enable

Monitor on-premises connectivity

Using Connection monitor, we will monitor the traffic between two virtual
machines or between the Azure VM and the on-premise server. We can monitor the
Fully Qualified Domain Name (FQDN) or individual IP address as well. Once you
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select the connection monitoring, follow the given instructions to add the monitoring:

1. Provide the name of the monitor.

Select the subscription.

2
3. Select the virtual machine.
4

Select the destination as Select a virtual machine or Specify manually

(URI, FQDN, or IPv4).

5. Select the port number for which you want to monitor the services.

6. Click on Add, as shown in Figure 15.4:

All services >

Network Watcher | Connection monitor

Microsoft

O Search (Ctrl+/)

|<<

@ Overview
Monitoring

«» Topology

IB Connection monitor |

K& Connection monitor (Preview)

& Network Performance Monitor

Network diagnostic tools
B IP flow verify

¥ Next hop

£ Effective security rules
& VPN troubleshoot

% Packet capture

B3 Connection troubleshoot

-~

-+ Add

Network Watcher Connectic
why it occurred and how to
Learn more,

Name ©

| Filter by name

Virtual Machine O

| All virtual machines

Add connection monitor

Name *

I monitor

Source

Subscription *

Virtual machine *

BpbVM

Destination
() Select a virtual machine () Specify manually

Name ™ R

No results.

4

URI, FQDN or IPv4 *
| bpb.com

Port* (O
| 3389

v Advanced settings

Figure 15.4: Network watcher connection monitor

After you click on Add, you will be able to see the connectivity of each service when
you click on a specific monitor. Take a look at Figure 15.5 for more details:
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Mame T,  Resource Group T)  Source T port TL  Destination T4 port Tl Status

monitor BPE BpbyiM . bpb.com 3389 Running

A 2
Dretails g
Status

i Unreachable
Agent extension version

14
Source virtual machine
EpovM
Show data for last I Ghours 12 hours 1day T days 30 days
Avg. Round-Trip Time and % Probes Failed &
E0ms

40mz
20m:

dm:

14 215 Al 12304 UTC+D530
| oo hound.sip Time_ [ % Probes Failed (g
nesworowacher_gasne. [l neteoscaatcher sazu
-- 100
Grid view Topology view
Hops
Name IP address Status Mext hop P address RTT from source (ms)
B BpbvM 1000.0.4 -] 81.92.80.56
¥ Destination 81.92.80.56 ' =

Figure 15.5: Network watcher connection monitor status

IP flow verify

IP flow verify helps you to track the packets, and checks whether the packets have
been allowed or denied. Click on IP flow verify under the Network diagnostic
tools section and provide the following details:

e Subscription

e Resource group

e Virtual machine

e Direction: Inbound or Outbound

e Provide the Local IP address and Remote IP address with the port
number to verify.

e C(Click on the Check button.
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For more details, take a look at Figure 15.6:

Network Watcher | IP flow verify

Microsoft

‘ £ Search (Ctrl+/) | « Network Watcher IP flow verify checks if a packet is allowed or denied to or from a virtual

58 Connection manitor machine based on 5-tuple information. The security group decision and the name of the rule that
*  denied the packet is returned.

K2 Connection monitor (Preview) Learn mare.

@ Network Performance Monitor . . . . .
Specify a target virtual machine with associated network security groups, then run an inbound or

N R outbound packet to see if access is allowed or denied.
Network diagnostic tools

Subscription * (O
B 1P flow verify pt

l v

& Next hop

Resource group * ()

EB ~]

+

Effective security rules

= Eftective security rules

= Eftective security rules [vwnrarracne W

EMective security rules | BpbVM ~ ‘
@ VPN troubleshoot Network interface *
% Packet capture | bpbvmd56 VJ
B3 Connection troubleshoot Packet details
Protocol
Metrics @ Ouoe
= Usage + quotas Direction
‘\/5“ Inbound C:'Outbound
Logs
Local IP address* () Local port* O
& NSG flow logs | 10004 ‘ | 20 |
&l Diagnostic logs
Remote IP address * (D Remote port * (O
@ Traffic Analytics [192.1680.0 |[ 80 |

€ Access denied

Security rule
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Figure 15.6: Network watcher IP flow

Next hop

Next hop will help you identify the next hop and IP address of the packet, from a
specific VM and NIC card. It will help you to determine whether the traffic has been
directed to a specific destination or not.

Next hop helps you to identify where your traffic has been routed to, in the virtual
network, virtual appliance, or system route, and so on. Take a look at Figure 15.7:
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Network Watcher | Next hop

Microsoft
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- Resource group * @
's& Next hop | 208 7 ‘
* Efective se(urity rules Viitiisl raciine * @
@ VPN troubleshoot [ epbvm |
% Packet capture Network interface *
B3 Connection troubleshoot | bpbvm356 4 ‘

Source IP address * (O
[ 10004 |

Metrics

= Usage + quotas

Destination IP address * ©

Logs I 10.0.0.5 ‘
& NSG flow logs [re—

Next he
& Diagnostic logs _OP

Figure 15.7: Network watcher next hop

Network performance monitor

The network performance monitor helps us to monitor the Azure express route
traffic. It is a cloud-based hybrid monitoring solution which helps to monitor the
various points of the network infrastructure.

Let us take a look at how to configure the Azure network and performance monitor,
by following the given steps:

1. Click on the + sign.
2. Search for Network Performance Monitor.

3. C(lick on Create.
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Look at Figure 15.8 for more details:
1 New
L)

[

Network Performance Monitor =

Microsoft

network perf

* Microsoft

Network Performance Monitor 3 Network Performance Monitor © sseioriser

_- Network Performance Monitor
H

Create

Figure 15.8: Network performance monitor

4. Select Log Analytics Workspace.

5. Once you select the workspace, click on Create New Workspace, as shown

in Figure 15.9. It will take up to 5 minutes to create the network performance
monitor.

Network Performance Monitor

Create new Solution

Log Analytics Workspaces

*Log Analytics Workspace

Select a workspace

_l_ Create New Workspace

=P DefaultWorkspace

| Create I Automation options

Figure 15.9: Network performance monitor creation

6. Once the network performance monitor is created, you can check it in log
analytics.

7. In log analytics, you will see that one solution has been deployed in the
Overview tab, which is the network performance monitor. Let us try and
configure it. Click on Solution requires additional configuration

under the Network Performance Monitor tab on the right-hand side of the
Overview section.

Refer to Figure 15.10:
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& NetworkMonitoring(bpbnpm) =
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£ D agnose and solve problems

Settings
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General Summary
@ Workbooks Network Performance Monitor Solution Resources
£ Log Analytics Workspace
; 1&
I Properties
NetworkMonitoring(bpbnpm)
Workspace Data Sources [ S5ittion requires additional configuration )

Figure 15.10: Network performance monitor overview

8. When you click on Solution requires additional configuration, one
window will open up with the network performance monitor configuration,
where you need to configure the following services, including the express route:

a. You can download the agent and install it on the stand-alone VMs/
devices to configure the monitor.

b. You can set up the performance monitor.
c.  You can configure the services connectivity monitor for network devices.

d. You can set up the express route monitor to get the traffic of the express
route and fix the issue when it arrives.

Once all the preceding configurations are done, you will start getting the data
within 24 hrs in log analytics. We have now successfully configured the network
performance monitoring in the Azure environment.

Take a look at Figure 15.11:

Network Performance Monitor Configuration
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() Refresh o Logs
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@ Service Connectivil

() Performance Monitor: Install an OMS agent one noge connectad 1o each su work fro ich you want 1o monito COnnE ¢ o othe ctwaris, Leam More

() ExpressRoute Menitor: Install at least one OMS

Download Windows Agent (54 bty [ [k

Workspace ID [g i I}

which are connected through the ExprassRouts Private Peering, Leam Mere

Download Windows Agent (32 bit)

Primary Key

secondary Key

Figure 15.11: Network performance monitor configuration
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Conclusion

In this chapter, we discussed Azure Network Watcher and its usage, how to
troubleshoot the network using various tools, how to troubleshoot the on-premises
network and Azure connectivity, and how the IP flow verify and next hop will help
your on-network troubleshooting. We also discussed the Azure network performance
monitor and how to configure it.

In the next chapter, we will discuss the Azure monitor and its subsets, to analyze the
utilization and consumption of the Azure services. We will also discuss how to set
up alerts in Azure environments.

Points to remember

¢ Azure network watcher provides the tools to monitor, diagnose, view metrics
for network troubleshooting.

e Network watcher will help you repair and monitor the network health.

Multiple choice questions

1. A customer wants to troubleshoot some Azure network related issue.
Which tool should they choose?

a) AzMon
b) Network watcher
c) Log analytics
2. What is next hop?
a) Where is your traffic
b) How your traffic floating
c¢) Where the traffic has been sent

Answers
1. b
2. ¢



CHAPTER 16

Analyzing Resource
Utilization and
Consumption

Introduction

In the previous chapter, we covered how to create and manage the different types
of Azure subscriptions and resources. In this chapter, we will learn about Azure
monitor, its utilization of the resources and how to monitor the different services
using Azure Log Analytics. We will also learn how to use the log search query
functions in the log analytics space.

Structure
The following topics will be covered in this chapter:
e Azure Monitor
e Setup and configuration of Azure alerts
e Azure Metrics
e Azure Services Health
e Diagnostoc logs

e Azure Log Analytics
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Objectives

We will cover Azure Monitor in detail, which will help you set up the monitoring
alerts for your Azure subscription resources. We will then also discuss how to set up
and configure the alerts, which will help you send the notifications.

Azure Monitor

Azure Monitor is a comprehensive solution for all the Azure services, that reside
in the Azure subscription, and it uses various tools to monitor the IaaS, PaaS, and
SaaS components. It collects the logs data, application performance data, and so
on, to provide the best result for services, and based on them, the customer can get
notified.

For more details, take a look at Figure 16.1:

=) Monitor - Overview Documentation @ X
|  meoren e « | What'snew Getstarted Tutorials & Demos -
& Actuiy log Maonitor your applications and infrastructure

Alerts Get full stack visibility, find and fix problems, optimize your performance, and understand
il Metrics customer behavior all in one place. Learm morel?
B Loge %
%P Service Health
RV . o
& Workbooks (preview) K X TN (o —

Insighits +

@ Applicatisns Bha ‘ | . | = o B TP
B Virtual Machines (preview)
Query & Analyze Logs | Setup Alert & Actions

Metrics are numerical valuss available from Azure Logs are acthity logs, diagnostic logs and telemetry Alerts nofify you of critical conditions and
Recouress helping you undarstand the health, fram monitaring solutions; Analyties quaries help patantizlly tala comactive automated actions bassd
B Nework operation & parfarmance of your systems. with troubleshoating & visuslizations. on triggers fram metries or logs

- e (s (= ] (== )

Settings

| Moniter & Visualize Metrics I

= Storage Accounts (preview)

& Containers

Figure 16.1: Azure Monitor

Azure Monitor supports a variety of Azure resource collection data, which provides
the metrics/alerts on the Azure portal. The types of data provided by Azure monitors
are as follows:

e Application monitoring data: It collects consistent data of application
functionality, performance, and maintenance, with respect to application
code-related issues.

¢ Guest OS monitoring data: It collects data of Azure VMs running on the
subscription, and also has an application running on it.

¢ Resource monitoring data: It collects the application resource operation
data.
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e Subscription monitoring data: It collects the complete subscription data,
including Azure resources health of the Azure services, in terms of the

region, and so on.

¢ Tenant monitoring data: It collects the tenant level data such as any
operations or any issues that may have occurred on your Azure AD services.

o Activity logs: Activity logs are simply the activities that have been performed
by the user or owner in terms of all the services. They will be collected and

recorded. Refer to Figure 16.2:

Monitor - Activity log 2 X
Micrasott
S Seareh (Ciiey 1 % EStditcolumns () Refresh  |T) Bporttobvent Hut b Oownloadas€sv o Logs 57 Bin current filters G Reset filters
5 Overview - > Search *® ¢ Quick Insights
E Actvitylog Eragerrent Group : None Subscripten | MSDN Platforms Tirrespan : Last 6 hours Evert sevety Al o aga Filter
T derts .
& 2 items.

it Metrics

OPERATION NAME STATUS TIME TIME STAMP SUBSCRIPTION EVENT INITIATED EY
® Logs

~ @ Updote linked services under given wor Succeeded 4 hago Sat Oct05 2. MSDN Platforms Windows Azure Security R...
% Service Health

@ Update linked senvices under given v Started dhago Sat Oct03 2. MSDN Blatforms Windows Azurs Security R

8 Workbooks (preview)

Figure 16.2: Activity logs

Setup and configuration of Azure alerts

If you would like to configure an alert of your services, follow the given steps:

1. Click on Alerts, and then click on + New alert rule under Azure Monitor
or resources, as shown in Figure 16.3:

Monitor - Alerts

| Search (Cirl « o= Newalert rule | 48 Manage alert rules 3% Manage actions
R ' S S, o o
Overview Don't see a subscription? Open Directory + Subscription settings
* Subscription @ Resource group @

B Activity log MSDN Platforms ~ | | Type to start filtering ..

“0 Alerts

im Metrics

® Logs

Figure 16.3: New alert
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2. Select resources like subscription, VMs, and so on for alert creation, as shown
in Figure 16.4:

Create rule

Rulezs management

E; * RESOURCE HIERARCHY

MSDN Platforms

Select

Figure 16.4: Alert creation

3. Select the condition under all administrative logs, specific resources logs,
and so on, to add the condition. Refer to Figure 16.5:

Fome » Manitor - Alerts » Create rule Configure signal logic
Create rule
Rudes management Chease a signal belaw and configure the logic on the next screen to define the alert condition.
Signal type @ Monitar service g
[l ~] [w
@ * RESOURCE
MSDN Blatforms Displaying 1 - 20 signals out of total 3084 signals

[o=
A * CONDITION
u All Administrative operations |

Ne condition defined, click on ‘Add condition' to select a sl

e SIGNAL TYFE MONITOR SERVICE

Administrative

Md o Create or Update server (84codes.CloudAMQP/servers) Administrative

Delete server (84codes.CloudAMQP//servers) Administrative

ACTIONS

List Secrets (8dcodes Cloud AMOP/servers) Administrative

ACTION GROUF NAME

lRegenelate Keys (Bdcades.CloudAMGP/servers) J Administrative

Na action group selected

List Single Sign On Tokens (84codes.CloudAMQP/servers) Administrative

[ select action group Create action group |
lEreate or Update accounts (Conexfink MyCloudIT/accounts) I

Administrative

@ Action ruies (preview] allows you to define actions ats  Delete accounts (Conexlink,MyCloud|T/accounts)
functionaiity ners

Administrative

Figure 16.5: Alerts rules

4. Click on the action group and do the following:

Provide the action group name.

a
b. Short name of maximum 116 characters.

0

Subscription name.

&

Resource group name.
e. Action name like where or how to get an alert:
i. Automation Runbook
ii. Azure Function
iii. Email/SMS/Push/Voice
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iv. ITSM like services ticketing tool
v. Webhook and other services
5. Add action group details, as shown in Figure 16.6:
Add action group
&

* Action group name @ I AzureMonitor I
* Short name @ mﬂ |
* Subscription @ MSDN Piatfo
* Resource group @ m
Actions

ACTION NAME ACTION TYPE

Unigue name for the action | Select an action type ~
Privacy Statement Automation Runbook
Pricing Azure Function

Email Azure Resource Manager Role
Email/SMS/Push/Voice
o Have a consistent format in emails, notifications and other en ITSM
LogicApp
Secure Webhook
Webhook

Figure 16.6: Add action details

6. Click on OK.
7. Provide the details of the alert:
Alert rule name.
b. Description.
c. Save alert to the resource group name.
d. Enable or disable rule on creation.

e. Click on Create alerts rule.
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For more details on alerts, take a look at Figure 16.7:

ALERT DETAILS
* Alert rule name @

Subscription Administror Alerts v
Description y

It’s inclide all the operation Alerts v

* Save alert to resource group @

| azurerm R

Enable rule upon creation

- )

o It can take up to 5 minutes for an Activity log alert rule to become active.

Create alert rule I

Figure 16.7: Alert details

Once the alerts are created, you can view all the alerts in the Manage alert rules
window. For more alert manager details, take a look at Figure 16.8:

Rules + New alert rule 'H' Manage alert rules |,

Rules management

+ New alertrule  EZ Edit columns ,i Manage action groups [ View classic alerts 0 Refresh p Enable M Disable
* Subscription @ Resource group @ Resource @

v ] [ Type to start filtering ...

[ MSDN Platforms % | [ Type to start filtering ...

Classic alerts have been retired on August 31, 2019. Automatic migration of classic alerts will be performed over the next few weeks Learm me
banner.

Displaying 1 - 3 rules out of total 3 rules

| O Search alert rules based on rule nome and condifion...

NAME © CONDITION T STATUS

AdminRule_test category equals Administrative and caller equals lalit @ Enabled
High-Vm-Deletion Alert category equals Administrative and resourceType equals microso... @ Enabled
Failure Anomalies - app_monitor Failure anomalies is detected @ Enabled

Figure 16.8: Manager of the alert rule

This is how you can create and manage the alerts. You can also modify the Azure
resource alerts.
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Azure Metrics

Azure Metrics are numerical values of the resources utilization, which are collected
in real-time. Based on the numerical values, it shows the metrics performance of the
resources, as shown in Figure 16.9. Follow the given steps:

1. You can select the resources.

2. Click on Metrics, as shown in Figure 16.9:

B Overview = Avg CPU Credits Remaining for azuretraining &
B Activity log | % Add metric Yy |&= Linechart v [(T) New aler
Allerts

FESOURCE METRIC NAMESPACE METRIC ACGREGATION ™

ilil Metrics | Ll azuretraining Virtual Machine Host v || CPU Credits Remain... v || Avg v )

ey

D Logs

% Service Health
§ Workbooks (preview) 1 80
Insights

9 Applications

B3 Virtual Machines (preview)
B Storage Accounts (preview)

& Containers | 20

B Network
sss More . T .
Sat 0 06 AM

[ cPu Crecits Remaining (2vg)

Figure 16.9: Metrics

Azure Services Health

Azure Service Health will help you analyze the resources under the subscription
and various region service availability options. Let us understand them:

¢ Planned maintenance: You can see the planned maintenance of the Azure
datacenter if there is any global impact. In such a scenario, you can take the
primitive action on that.

¢ Resource health: Resources health will help you understand the health of
the resources.
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Service Health - Service issues

¢ Health alerts: We can set up the resource health alerts as well, based on the
customers’ requirements. For more details, take a look at Figure 16.10:

|‘---‘5

| «

ACTIVE EVENTS

-
(-]

Service issues

| Planned maintenance

vt

Health advisories

HISTORY

2

Health history

RESOURCE HEALTH

v

Resource health

ALERTS

o

Health alerts

Subscription Region Service
MSDN Platforms W € selected v 157 selected
B Save filter 2 Pin filtered world map to dashboard  {1] Create service health alert

No service issues found

See all past issues in the health history

Launch guided tour

Figure 16.10: Azure Services Health

Diagnostic Logs

Diagnostic Logs provides auditing and diagnostic information about the Azure
resources. It also helps to collect the logs and sends the logs to log analytics for
further analysis. It can be sent to the event hub to get the notification. It can also store
the logs in storage accounts for any further update or archival.

Enabling the diagnostic settings

To enable the diagnostic settings, perform the following steps:

1. Click on Azure Monitor.

2. Click onDiagnostic settings under Settings and click on the resource.
Refer to Figure 16.11:

Settings

B Diagnostics settings

/' Autoscale

Figure 16.11: Diagnostic settings
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3. Click on the resource menu on the Azure portal. Then, click on Diagnostic
settings under Monitoring, as shown in Figure 16.12:

Monitoring
Alerts
fin Metrics

Diagnostic settings

D Logs

Figure 16.12: Diagnostic settings details

4. If there are no settings that exist on the resource, then click on Diagnostic
settings and then on+ Add diagnostic setting to enable it, as shown

in Figure 16.13:
Monitor - Diagnostics settings
Microsoft
|I-,’ y  Search (Ciri+/) | « O Refresh
. _ - * Subscription @ Resource group @
W Servioz Health | MSDN Platforms ~ azurerm v

§ Workbooks (preview)
MSDN Platforms > azurerm > Recoverypiyush

Insights
Diagnostics settings
@ Applications
NAME STORAGE ACCOUNT EVENT HUB

% Virtual Machines (preview) @

No diagnostic settings defined
= Storage Accounts (preview)

& Containers + Add diagnostic setting
£ Network Click 'Add Diagnostic zetting' above to configure the collection of the following data:
vee AzureBackupReport

Mare AzureSiteRecoverylobs

AzureSiteRecoveryEvents
AzureSiteRecoveryReplicateditems
AzureSiteRecoveryReplicationStats
AzureSiteRecoveryRecoveryPoints

Settings

Diagnostics settings

AzureSiteRecoveryReplicationDataUploadRate
AzureSiteRecoveryProtectedDiskDataChurn

4 Autoscale

Support + Troubleshooting

Figure 16.13: Monitor diagnostic settings

5. Once you click on Diagnostic settings, follow the given steps:

a. Provide the storage account details.
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b. Provide the solution of where to store the logs: Send to Log
Analytics or Stream to an event hub.

c. Select the storage account and retention period of the logs.
d. Click on OK and save the settings, as shown in Figure 16.14:

Diagnostics settings

Hsave X Discard [ Delete

* Name

Logs of RecoveryVault v

Archive to a storage account

Storage account
azurermdiag

~

I D Stream to an event hub I

D Send to Log Analytics

L0G

Retention (days) @

] AzureBackupReport o E
[ s " Retention (days) @
ureSiteRecoveryJobs o E
O mses E Retention (days) @
urediteRecoveryEvents o E
I:l N— ——— Retention (days) @
ureSiteRecoveryReplicatedltems o III
RETETIOT (0SS &
] AzureSiteRecoveryReplicationStats " n

Figure 16.14: Diagnostic settings configuration

Now, your diagnostic settings have been enabled to recovery services, and it can be
done with other services in your Azure subscription resources.

Azure Log Analytics

Azure Log Analytics is a service that collects the data from various Azure resources
and on-premises devices, and sends it to your log analytics.

The collected data is stored in the log analytics workspace, which can be used for
a query language, alerting, and so on. Log analytics analyses the metric data and
provides the result based on that.
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Creating the Azure workspace
Follow the given steps to create the Azure workspace:
1. Click on + Create a resource.
2. Search for Log Analytics and then click on Log Analytics.

3. Click on the Create button to create the log analytics workspace, as shown

in Figure 16.15:
« Home > New > Log Analytics

- Create a resource X Log Analytics
A Home B
[ Dashboard £ Log Analytics Log Al‘lalytics[
= Alsenies Azure Marketplace Seea Herosol

FAVORITES

Subscriptions - Get started
G Cost Management + Bil... Recently created

Create a new workspace
Workspace provides visibility and insight across all t
machine data in a region you have specified. To cre:

) Security Center

Advi
® ser Link an existing workspace to Azure subscriptior

All resources
(¥] Resource groups

':_-D App Services

Do you have an existing workspace in the OMS port

About Log Analytics
The Microsoft Operations Management Suite (OMS
Manage and protect Azure or AWS, Windows Servel

Hieaful linke

Figure 16.15: Log analytics workspace

4. Once the preceding steps are complete, perform the following steps:
Provide the log analytics name.
b. Provide the subscription name.
c. Provide the resource group name.
d. Provide the location based on your customer or project.

e. Provide the pricing tier.
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5. Click on Create, as shown in Figure 16.16:

Log Analytics workspace

Create new or link exist ng workspace

(®) Create New () Link Existing

* Log Analytics Workspace @

O X

azuredyou

* Subscription

MSDN Platforms

* Resource group

azurem

Create new

* Location
East US

* Pricing tier

Per GB (2018)

Figure 16.16: Log analytics details

Now, your log analytics workspace has been created. You can start connecting your

devices or using them.

If you would like to install or connect the VMs to the workspace manually, click on
the Advanced settings option under Log Analytics and click on the Windows or
Linux agent to download it.
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Take a look at Figure 16.17 for more details:

Advanced settings

Faultworkspace-e7 951400-d8d1-47cF-Sb80-12e0b2cfL606-0us

{) Refresh i Logs

g Data > l.!l Linux Servers > |
Download Windows Agent (64 bit)
B8 computer Groups > ® ure Storage > IDownIoad Windows Agent (32 bit) |
You'll need the Workspace ID and Key to
i Il th jent.
System Center > " ® sgent

'WORKSPACE ID

af7a395d-ebd3-4ccf-al 1d-542b673eadbf

PRIMARY KEY

AEldvagFmm8hGY54nirR24Rk5s5Axt Dxagl
Regenerate

SECONDARY KEY

kNKUxndbUY +VxG/glmS7dx=gfGFtXvMgOt

Regenerate

OMS Gateway
If you have machines with no internet
connectivity to OMS, download the OMS

Figure 16.17: Log analytics agent download

Utilize Log Search Query Functions

The log query function will provide you with the values from the data collected
from log analytics or Azure monitor. The query is a powerful language that allows
you to combine the data from the multiple tables, aggregate the larger data, and
provide a complex operation with minimal code.

You can query the data using the following steps:
1. Click on the log analytics which you have created.
2. Go to Workspace summary.

3. Click on Logs.
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4. Once you click on Logs, you will be able to see the dashboard of the log
analytics. Take a look at Figure 16.18:

r DefaultWorkspace... X Overview

Log Analytics workspace defaulnworkspace-eT951400-d8d1 -47C-5bE0-123e0b2 cfiEb08-eus

) Refresh o= Add | 1 Logs 9
= Cherview - Last 24 hours |
=] Activity log
Filter by name
sha Access contral (JAM)
& Tags Security and Audit o

XK Disgnose and scive problems Performing Assessment

Microsoft Operations Management Suite is connecting to
your server data to perform a security assessment for the first
time. This will take several hours. It is recommended you let
this run overnight

Settings
& Locks

Bl Export template

£} Advanced setti ngs

General

did Quick Start

[ = 'Workspace summary

Figure 16.18: Log analytics logs

Here, you can run the query search for your port, dashboard or alert, and so on.

A query can be used to create the custom dashboard of Azure monitoring based on
your customers’ requirements. Follow the given steps to run a query:

1. Click on Sample queries.
Type the query.

2

3. Click on Run.
4. You will get a result.
5

You can use the same query and create an alert as well, as shown in Figure
16.19:
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i New Query 1° Help £33 Settings (8= Sample queriest 2 Query explorer

DefaultWorkspace-£795140b-d8d1-... 35 m Time range : Last 24 hours
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// Chart the number of computers sending logs, each hour
Heartbeat

i by TamE Cr e | summarize dcount(ComputerIP) by bin(TimeGenerated, lh)

t T New alert rule

| render timechart ]:
¥ Collapse all

Active

= [ DefaultWorkspace-e795140b... ¥

Completed. Showing results from the last 24 hours & ooocoaaaz B orecords [

Favorite workspaces
pa @ no RESULTS FOUND {last 24 hours}

ange.

TR T GV

Figure 16.19: Log analytics search query

This is how we can use the query search to get the result of Azure resources and use
it to monitor and query the result of the services. We can enable the alert based on
the query.

Conclusion

In this chapter, we covered analyzing the resources and explaining the Azure monitor.
We discussed how to create the alerts and how to use those alerts. We covered how
to create the Azure log analytics workspace and query search of Azure data based on
the query. Using the query, we can then create the alerts.

We will discuss Azure backup and disaster recovery in the next chapter. We will also
cover how to enable the backup of your Azure virtual machine and migrate the VM
or set up disaster recovery in Azure.

Points to remember

e Azure matrix collects numeric data from monitored resources into a time-
series database.

¢ Azure Monitor metrics are lightweight and supports near-real-time scenarios.

e Diagnostic logs provides auditing and diagnostic information about the
Azure resources. It also helps to collect the logs and sends the logs to log
analytics for further analysis.
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e Log analytics helps to edit and run log queries against data in the Azure
Monitor Logs.

e Azure Service Health notifies you of Azure service incidents and planned
maintenance, so that you can take action to mitigate downtime. We can also
configure customizable alert.

Multiple choice questions

1. Which services help to run the query againt the monitor logs?
a. Azure monitor
b. Azure Metrics

c. Log analytics

2. What are diagnostics logs?
a. Provides Azure monitor data
b. Provides log analytics data

c. Provides auditing and diagnostic information

Answers
1. ¢
2. ¢



CHAPTER 17

Implementation of
Azure Backup and
Disaster Recovery

Introduction

In this chapter, we will discuss the Azure backup services, Azure backup recovery
vault, and usage of the Azure backup policy. We will also discuss how to create the
backup reports and see how the restoration process works in Azure. We will cover
the various types of backup operations, and so on.

Structure

The following topics will be covered in this chapter:
e Azure backup
e Azure backup vault creation
e Azure VM Backup Configuration
e Azure Backup Policy
e Azure Backup Report
e Azure Restoration of VMs

e Azure Backup Operation Details
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e Using Soft Delete to Recover Azure VMs

e Site-to-Site Recovery Using Azure Site Recovery

Objectives

In this chapter, you will learn about Azure backup and disaster recovery services.
You will also learn how to configure the backup to protect the Virtual Machines
(VMs) from accidental deletion and ensure faster restoration process in detail.

Azure backup

Azure backup services come under the Azure site recovery vault. Azure backup
services are used to take the backup of your virtual machines, Azure storage file
share, as well as SQL servers, which are all hosted in Azure VMs. It provides the files
and folder-level backup as well.

We can take the on-premise servers backup to Azure using Azure backup. The Azure
backup vault supports Windows as well as Linux VMs to take the backup. It enhances
the backup capability and provides a secure way to backup your infrastructure. It
provides centralized monitoring and protects all the Azure VMs. We can control the
access using the Role-Based Access Control (RBAC) roles to meet the compliance
level.

Azure backup vault creation

Let us see how to create the Azure backup vault and how to backup the services.
Follow the given steps:

1. Log in to the portal.

2. Goto All services, or you can go to the marketplace and search for the Backup
and Site Recovery service.

3. Click on the Backup and Site Recovery service. For more details, take a
look at Figure 17.1:
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Backup and Site Recovery

Microsaft

Backup and Site Recovery © wiciciiae

Microsoft
&

Overview  Plans

A disaster recovery and data protection strategy keeps your business running when unexpected events occur.

The Backup service is Microsoft's born in the cloud backup selution to backup data that's located on-premises and in Azure. It replaces your existing on-premises or offsite
backup sclution with a reliable, secure and cost competitive cloud backup solution, It also provides the flexibility of protecting your assets running in the cloud. You can
backup Windows Servers, Windows Clients, Hyper-V VMs, Microscft workdoads, Azure Virtual Machines (Windows and Linux) with its in-built resilience and high SLAs. Leamn
more.

The Site Recovery service ensures your servers, virtual machines, and apps are resilient by replicating them so that when disasters and cutages occur you can easily fail over to

your replicated environment and continue working. When services are resumed you simply failback to your primary location with uninterrupted access. Site Recovery helps
protect a wide range of Microsoft and third-party workloads. Learn more.

Useful Links
Backup Pricing details
Site Recovery Pricing details

Figure 17.1: Azure backup vault marketplace

4. Provide the backup vault name.
5. Provide the Resource group name and other subscription details.

6. Click on Review + create. For more details, take a look at Figure 17.2:
Basics* Tags Review + create

Project Details

Select the subscription and the resource group in which you want to create the vault.

Subscription * (O | v |
Resource group * O ” BPB I n hd |
Create new
Instance Details
Vault name * © BPBbackupvault ﬂ |
Region * () East US l g hd I
4

[ Revew - o

Figure 17.2: Azure backup creation
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Now, you will be able to create the Azure backup vault. The backup vault has been
created, and we will start the backup using the same recovery vault.

Azure VMs backup configuration
To configure the backup of your VMs, follow the given steps:

1. Click on Recovery Services vault.

2. Click on the + Backup button.

3. Set up the quota limit as per customers’ requirements.

4

Click on Create. Refer to Figure 17.3:

‘,,  Replicate [i] Delete () Refresh

Essentials o

& Overview

B o] i covery
B Activitylog Overview Backup  Site Recovery

A Access control (IAM)

® Tag:

What's new

Azure Backup support for large disks is Generally Available —

& Diagnose and solve problems Configure network properties (internal load balancer, public IP and NSG) in the target region, when replicating Azure YMs —

Settings Enterprise-scale Backup for SQL Server running in Azure VM is Generally Available —
! Properties Protect on-premises VMs by directly replicating to managed disks in Azure —
O Lacks Protection of Azure VMs using Storage Spaces Direct is now available —

B Eqorttemplate Disaster recovery for VMs deployed in Availability Zones to ancther region =

Figure 17.3: Azure backup configuration
5. You can select the Azure environment, and you can get two or more options
to backup the Azure stack and on-premise servers.

6. Select Azure and the Azure VMs. However, you can also backup Azure
FileShare (Preview) and SQL Server in Azure VM. Refer to Figure 17.4:

Backup Goal o

Where is your workload running? e Sk

| Azure On-Premises
What do you want to backup?

| Virtual machine 77 Azure FileShare (Preview)

SQL Server in Azure VM
Step: Configure Backup o

Backu

Figure 17.4: Azure backup configquration setup
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7. Once you click on Backup, it will ask you for the Azure policy.

Let us now understand how the Azure backup policy will help schedule the backup
for daily purpose.

Azure backup policy

The Azure backup policy helps you set the rules for your backup infrastructure like
VMs. You can have the retention policy, which will help you to retain the data in the
Azure backup vault for up to 99 years. A retention policy can be set based on a daily,
weekly, monthly, and yearly basis. Refer to Figure 17.5:

Backup policy

Choose backup policy O

[ Create New v

[Poliyrame =]

| er8Backuppolicy | |

Backup schedule

Frequency * Time * Timezone *

<

Daily v |[600am || WTQ) Coordinated Universal Ti..

Instant Restore ()

Retain instant recovery snapshot(s) for
2 | Daylsl O

Retention range

I *“Retention of daily backup point. |

At For

™ Dayls)

Retention of weekly backup point.

For

Retention of monthly backup point.

Week LEEe]) Day Based \,\

On Day * At For

[ First ~|[sundey v so0am 60 Manthis)

Retention of yearly backup point.

(@=FE=T) Daybased)

In* On* Day * At For

Doy~ [ft ] [sundy  ~] c00am o %™

Azure Backup service creates 3 separate resource group to store the instant recovery points of managed virtual machines. The
default naming format of resource group created by Azure Backup service is AzureBackupRG._{Geol_{n]. Itis optional to custom
the name as per your reguirement. Leam More

Azure Backup Resource Group (Optional) O

Enter the name [ Suffix (Optional)

Figure 17.5: Azure backup policy
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Follow the given steps to create the backup policy:

1. Click on OK to create the backup policy. Once your backup policy is created,
the backup vault will allow you to choose the VMs.

2. Click on Items to backup and select the virtual machine.
3. Click on Enable backup.

4. Once you click on Enable backup, it will trigger a job that installs the
recovery agent. It will start taking the backup of your services. Refer to

Figure 17.6:
Backup X Select virtual machines
’ P Filter items ...
Backup policy \/ Virtual machine name Resource Group
(new) 8PBBackuppolicy o 21 e NetworkWatcherRG

2 Items to backup o >
Select

Selected virtual machines

9

" A
Enable backup | “ e

Figure 17.6: Azure backup enable

5. Once done, it will start the deployments. It will take some time to enable the
backup, as shown in Figure 17.7:

== Your deployment is underway
Deployment name: ConfigureProtection-201911202224 Start time:  12/20/2019, 2:02:29 AM

Subscription:  Visual Studio Enterprise Correlation ID:  28ea1231-8b19-4035-1
Resource group:  BPB

~  Deployment details (Download)

Resource Status Operation details
@ BPBbackupvault/Azure/laasVMContaineriaasvmcontainer... M Accepted Operation details
@ BPBbackupvault/BPBBackuppolicy M OK Operation details

Figure 17.7: Azure backup deployment
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6. Once the backup is enabled, you can see that the VMs will be added to your
backup services vault. You can see the numbers of the VMs in your VM
backup vault, as shown in Figure 17.8:

+ Backu -+ Replicate W Delete () Refresh
P

o Enterprise-scale Backup for SQL Server running in Azure VM is Generally Ava

Monitoring
Backup Alerts (last 24 hours)

Critical 0
Warmning 0
Usage
Backup items Backup Storage
Cloud - LRS 0B

i
1 !_ﬁ_; Cloud - GRS 0B

Figure 17.8: Azure backup verification
7. Click on Backup items (as seen in Figure 17.8) and select the Azure VMs tab
and then select the Azure VM.
8. Click on the Backup now button to enable the backup.

9. When you click on Backup now, the backup will get triggered, or it will start
based on the Azure backup policy as per your schedule. Refer to Figure 17.9:

‘ sitaram321
Backup ftem
Backup now | Restore ) File Recovery (3 Stop backup () Re: m} estore to Se e elete
Alerts and Jobs Backup status Summary
View all Alerts (last 24 hours) Backup Pre-Check @ Passed Recovery services vault  BPBbackupvault
View all Jobs (last 24 hours] Last backup status Ak Warning(Initial backup pending) Backup policy BPBBackuppolicy

Oldest restore point

Restore points

This list is filtered for last 30 days of restore points. To recover from restore point older than 30 days, dlick here,

0

I CRASH CONSISTENT APPLICATION CONSISTENT FILE-SYSTEM COMSISTENT

Time L Consistency Ty Recovery Type

Mo restore paints available.

Figure 17.9: Enabling Azure backup for VM
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Azure backup report

Azure backup reports will help you identify the backup of your VMs. Furthermore,
its storage provides the transaction and backup failure. It also provides restoration
and size of the backup size of your backup vault.

Before we create the backup report, we need the following:
e Azure storage account.
e Log restoration time 30 days to a maximum of 1 year.

e Animportant part is to have the Power BI licensed version, to configure the
Azure backup report.

Let us see how to set up the Azure backup report from the Azure backup vault.
Follow the given steps:

1. Go to the Azure backup vault for which you want to configure the backup
report.

2. In thatbackup vault, go to Manage and select Backup Reports, as shown in
Figure 17.10:

& (O Refresh

]
Manage d
BS Bk paliie: BACKUP MANAGEMENT TYPE
=% Backup Infrastructure Azure Virtual Machine
2% Site Recovery infrastructure SQLin Azure VM

Azure Storage (Azure Files)

il

Recovery Plans (Site Recovery)

fil Backup Reports DPM

Azure Backup Server
Monitoring

Azure Backup Agent

Figure 17.10: Azure backup report

Now, you need to follow the step-by-step instructions to enable the backup report,
as shown in Figure 17.11:
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Backup Reports (Preview)

[ You can use Power Bl to view report dashboard, download reports and create custom reports | o

Step 1. Add Diagnostics Setting

Add Diagnostics Setting by going to Properties = Diagnostics Settings » Update and select storage account to get Azure Backup Reports

I Link to Diagnostics Settings Ie

® Backup Reports data will be fully available in the storage account after 24 hours from configuration. Wait until that time before connecting to the Azure Backup Content Pack

Step 2. Sign in to Power Bl and connect to Azure Backup Template App
Mavigate to Apps > Get More Apps from Microsoft Appsource and install the ‘Azure Backup® app
Use storage account details configured in Step 1 to connect to Template App

Learn more about how to connect to Content Pack 6

Figure 17.11: Backup report configuration

3. When you click on the Azure backup diagnostic settings, it will ask you to
store the log. You can select the Azure storage account, stream logs to an
event hub, or send the logs to log analytics. In this case, we have selected the
Azure storage to configure the backup report. Refer to Figure 17.12:

Diagnostics settings

_J Save X Discard _ Delete o Showing all storage accounts including classic storage

accounts
Name *
| Location

East US
Archive to a storage account I

[Subscription
Storage account e 5 o

Configure [Storage account *

Select a storage account

I:‘ Stream to an event hub

[] Send to Log Analytics

: o

Retention (days) (O

B  AcureBackupReport
-0

Retention (days) O

CoreAzureBacky
= P o B
’ AddondzureBackuplobs Retention (days) O
o

Retention (days) O

PO T S T Y

Figure 17.12: Backup report diagnostic configuration
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4. Once this process is complete, please log in to the Power BI report tool and
add backup apps from the storage, to configure the backup report. Refer to

Figure 17.13:
2 + 7 o @
Get Data
Newd mone guidance? Try this tutoral o watch § vidas
Discover content Create new content
Gen Gat Cat

Figure 17.13: Backup report Power BI configuration

5. Now, you can create the Azure file sync. We will create the Azure file sync
group, as shown in Figure 17.14:

B [+ = ®m @

Micrasoft Azure Azure Backup Partner Conter Anadytics Customer Service GitHub
Enterprisve Preview Anadytics far Dyramics
365

=

Figure 17.14: Azure backup from Power Bl
6. Provide the storage account name to configure the diagnostic setting from
the Azure backup vault.
7. Provide the Azure storage account and Azure storage account key.
8. Once you are done with the setup, it will take some time to add the report.

9. It might take 24 to 48 hours to store the logs and generate the reports.
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10. Once the report is published, take a look at the Power BI backup report, as
shown in Figure 17.15:

a Connect to Azure Backup

Storage Account I
Enter your storage account configuregafor Azure Backup Reports

Storage Account Name

Need help connecting? Learn more

Cancel

Figure 17.15: Azure backup storage configuration Power Bl

11. After the storage configuration backup reportis published, you can customize
the Azure backup dashboard.

Azure restoration of VMs

The Azure backup restoration is processed to restore the VMs, files, and so on, in
case of corruption of images, interruption to services, or for restoring to the previous
version. To restore the VM using the recovery vault, follow these steps:

1. Select the recovery vault where you have taken the backup.
2. Then click on the Backup tab from Protected items.

3. Select the virtual machine for which you want to restore the VM.
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4. When you click on Restore VMor File Recovery, you will see the restore
option. Take a look at Figure 17.16:

e sitaram321
Backup ltem
Backup now ‘) Restore VM () File Recovery| @ Stop backup () Resumebackup [i] Delet

Alerts and Jobs Backup status Summary
View all Alerts (last 24 hours) Backup Pre-Check @ Passed Recovery services vault  BPBbackupvault
View all Jobs (last 24 hours) Last backup status €9 Success 12/20/2018, 2:45:35 AM Backup policy BPBBackuppelicy

Oldest restore point 12/20/2019, 2:45:40 AM (1 hour(s) agc)

Restore points (1)

This list is filtered for last 30 days of restore points. To recover from restore point older than 30 days, dlick here.

CRASH CONSISTENT APPLICATION CONSISTENT FILE-SYSTEM CONSISTENT
0 1 0
Time L Consistency T4 Recovery Type
I 12/20/2019, 2:45:40 AM Application Consistent Snapshot and Vault

Figure 17.16: VM backup restoration

5. Click on the Restore point option.
6. When you click on it, it will show you the restoration time.

7. You can restore the backup in terms of application, crash, and file consistency
as well. Take a look at Figure 17.17:

Restore X Select restore point o X

5 Filter

Restore point > .
Filtered for last 30 days

Select

2 i I CRASH CONSISTENT I APPLICATION COMSISTENT FILE-SYSTEM CONSISTENT

Res nfi

| Filter items, ‘[ All restore points I v ‘
Time 4 Consistency T4  Recovery Type T

Ii 12/20/2019, 2:45:40 AM Application Consistent Snapshot and Vault ‘

Figure 17.17: VM backup restoration point

8. Once you select the restore configuration, you can select whether you want
to create a new VM or replace the existing setup which will replace the disk.

9. Let us select the new VM creation.
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10. Now, you need to provide the name of the VMs. VNet will select the default,
or you can change it within the same region.

11. Please select the storage account and click on the Restore button.

12. After 10 to 15 minutes, your VM will be created. Based on the data, it might
take a longer time. Take a look at Figure 17.18:

Restore X Restore configuration O

="

ﬁ
I —————
‘I Restore point - | Create new Replace existing )

12/20/2019, 2:45:40 AM

To create an altarnate

o configuration when restoring
i i your VM {from the following
Restore configuration | > menus), use PowerShell cmdiets,
~ IR_estore Type O

I Create virtual machine | S8 £ |

Virtual machine name * ()

Configure

Resource group * (O

| MNetworkWatcherRG s |

Virtual network * &

| NetworkWatcherRG-vnet (Networ... |

Subnet* (O

| default v |

Staging Location * O ;
I Select an option 1— ~ |

Rest 1
ok V Can't find Your storage account ?

Figure 17.18: New VM creation using restoration

Azure backup operation details

Azure backup operations help you understand whether your backup job has been
successful or unsuccessful. It provides the end-to-end Azure operation errors to
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understand and troubleshoot the issue. Activity logs will also help in the Azure
backup operation. Take a look at Figure 17.19:

—— BPBbackupvault - Backup Jobs

[0 Search (Ctrl=/)

== Choosecolumns 7 Filter ' Exportjobs () Refresh

Wignaye

[ Backup policies

Backup Infrastructure

i Site Recovery infrastructure

a Filtered by: ltem Type - All item types, Operation - All Operations, Status - All Status, Start Time - 12/19/2019, 4:21:56 AM, End Time

@ Completed fetching data from the service,

I) I:ll‘-i" items.

& Recovery Plans (Site Recovery]
v ( v Workload name ~ TJ  Operation T Status T4 Type T4 Starttime T4 Duration
il Backup Reports
sitaram321 Backup @ Completed  Azure virtual machine  12/20/2019, 245:35 AM  01:01:17
Manitoring sitaram321 Configure backup @ Completed  Azure virtual machine  12/20/2019, 202:49 AM  00:00:31
EE Alerts

& Diagnostic settings

"= Backup Jobs

Figure 17.19: Azure backup operations

Using soft delete to recover Azure VMs

The Azure soft delete backup will help you recover the VM even after you delete
it from the backup vault. You can recover the VM from the backup vault within 14
days only. This is helpful in case you might have deleted the file accidentally or if the
file got deleted due to malicious activity. Whenever you create the backup vault, soft
delete will be enabled by default.

Let us now see how we can enable or disable the soft delete Azure VM using the site
recovery:

1.

2
3
4.
5

Select the Azure backup vault.

Go to Properties.

Select Security Settings and click on Update.
Enable Soft Delete.

Click on Save to enable it. Take a look at Figure 17.20:
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o| BpbbackupVault|| Properties

Security Settings x

BpbbadapVault

Configuration
Have you configured Azure Multi-Factor Authentication?

| Yes ~

Recovery Services vault
| 2 Search (Ctri+/) « { 208
setungs .
+ Identity Diagnostics Settings

<l» Private endpoint connections Update

8 Locks .
Security Settings
Update
Security PIN
Generate

Soft Delete (For Azure Virtual Machines)
Soft delete protects backup data from accidental deletes. Learn More

Dible )

Recovery Services Agent

Download

Backup Credentials

Security Features

Use the following versions to enable Security features:
= MAB agent — use minimum agent version 2.0.9052
= Azure backup server - use minimum MAB agent version 2.0.9052 with Azure Backup
Server upgrade 1
+ DPM - use minimum MAB agent version 2.0.9052 with DPM 2012 R2 UR12 or DPM
2016 UR2

Security features cannot be disabled, once enabled,

Feature Enabled Disabled

Retention of deleted @Backup data retained for 14
backup data days after delete operation

@Ensures more than one
Minimum retention .
recovery point in case of

I availat
ange checks attacks ]

OFor critical operations like

Alerts and notifications o _ ¢ ckup with delete data

Multiple layers of @Security PIN required for .
security critical operations 2ingle fa)

Figure 17.20: Azure backup soft delete

6. When you delete the backup, you will get the following message. It informs
you that if you have enabled the soft backup to delete, then you will able to
recover the data within 14 days. Refer to Figure 17.21:

A delete Backup data alert has been activated

You're receiving this email because a delete Backup data alert has been activated

for BpbVM.
Severity Critical
Alert Delete Backup data

Backup item(s)

Description

BpbVM

Your data for this Backup item has been deleted. This

data will be temporarily available for 14 days, after
which it will be permanently deleted.

Recommended action(s)

Undelete the Backup item within 14 days to recover

your data.
Time July 12, 2020 18:32 UTC
Vault BpbbackupVault

Figure 17.21: Azure backup soft delete
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7. If you want to recover the data, then go the backup vault and select the
deleted VMs backup and click on Undelete, as shown in Figure 17.22:

& BpbVM

Backup Iter

7 Undelete

A\ The restore points for this backup ftem have been deleted and retained in the soft delete state. They were deleted 1 minute(s) ago and will be available for 13 more day(s) to recover after which they will be permanently
deleted. For more information, Click here.

Alerts and Jobs Backup status summary
Backup Pre-Check @ Passed = services vault  BpbbackupVault

Last backup status 4k Waming(Backup disabled)

View all Alerts (last 24 hours)

View all Jobs (last 24 hours)

dest restare point 12/2020, 2:39:25 PM (9 hourfs) ago)

Figure 17.22: Azure backup soft undelete

Site-to-site recovery using Azure Site
Recovery

Azure site recovery helps you ensure your business continuity by running due to
unplanned or planned outage. Azure site recovery services will help you to replicate
the on-premise and Azure workload from the primary site to the secondary site,
whenever there is an outage on primary sites. Once the primary sites are up and
running, you can failback to primary sites.

The site recovery manages the following replications:
e Azure VMs can replicate between Azure regions.

e On-premises VMs, Azure stack VM, physical server, Hyper-V, and VMware
servers.

Let us see how to enable the Azure site recovery:

1. Go to site recovery and click on + Replicate, as shown in Figure 17.23:

& BpbbackupVault »

Recovery Services vault
L Search (Ctrl+/) | « t Backup | -+ Replicate @ Delete () Refresh
Overview = : - - -
& 0 Cross region restore feature is now available in gec-redundant vauits. Leam more. =
B Activity log
Essentials ¥
Ra Access control (IAM)
Overview Backup  Site Recovery
‘ Tags

Figure 17.23: Azure site recovery replicate
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Once you click on + Replicate, select the source and provide the details as
follows:

a. Provide Source as Azure.
b. Source location is your Azure VM location.
c. Provide the Source resource group and Source subscription.

d. Select the Availability zones and click on OK. Take a look at

Figure 17.24:
Enable replication « Source
BpbbackupVault BpbbackupVault
1 o Select your source environment
1 Source P
Configure Source
I Azure v |
2 Virtual machines N
. Z Source location * (D)
_____ I East US v |
3 Re t \ Azure virtual machine deployment model * &
Co € I Resource Manager v |

Source subscription *
[ v

Source resource group *

ES v |
Disaster Recovery between Availability Zones?
O

I Yes v ]

4\ Disaster Recovery between Availability
Zones is not supported in all regions.
Please check the list of supported
regions here before proceeding.

Enable replication

|Availabi|ity Zones * (1)

| 1 v

Figure 17.24: Azure site recovery source
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3. Click on OK and select the Azure virtual machine, as shown in Figure 17.25:

Enable replication « Select virtual machines
BpbbackupVault
Source v f? Unable to view / select your VMs? Click here to know why.
Azure, East US :
',C' Filter items..
Virtual machines > Name Virtual network Tags
Select
BpbVM BPB-vnet
1 »

Figure 17.25: Azure site recovery virtual machine
4. When you click 0K, it will be directed to the Settings tab. Please define the
settings as follows:
Select the target location.

b. Select the Disaster Recovery (DR) subscription you want to configure
in Azure.

c. Select the Target resource group, Target virtual network,
Cache storage accounts and Replica managed disks.

d. Target the AV set if you want to configure.
e. Replication policy has the following settings under it:
i. 24-hour retention policy
ii. Recovery point retention
iii. Application consistent settings
iv. Replication group

5. Click on Create target resources, as shown in Figure 17.26:
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Enable replication « Configure settings
BpbbackupVault

Target location * ()

1 s v [ westus hd
Azure, East US

Target subscription ston
2 Virtual machines o B P & Customize

1 Selected

3 Settings >

Configure

A If you are choosing General Purpose v2 storage accounts, ensure that operations and
data transfer prices are understeod clearly before you proceed. Leamn more

Resource group, Network, Storage and Availability 2 Customize

By default Site Recovery will mirror the source site configuration to target site by
creating/using the required resource groups, storage accounts, virtual network and availability
sets as below. Click Customize’ above to change the configuration. The resources created are
appended with “asr” suffix,

Target resource group () Target virtual network ©

(new) 298-3sr (new) BPB-ymet-asr

Cache storage accounts O Replica managed disks O
Enable replication (new) rpOvpwipbbackupvasrcache (new) 1 premium disks(s), 0 standard digk(s)

Target availability sets (O
Net Applicatia

Replication Policy & Customize

Name: 24-hour-retention-policy
Recovery point retention: 24 hour(s)

App consistent snapshot frequency: 4 hour(s)
Replication group: None

Extension settings [+] Show details

Site Recovery manages site recovery extansion updates for all your replicated items. 1 new
automation account wil be created.

(e

Figure 17.26: Azure site recovery target resource

6. Once the target resource is created, click on Enable replication, as shown
in Figure 17.27:

Enable replication

BpbbackupVault
1 Source s
Azure, East US
2 Virtual machines N
1 Selected
3 Settings o
Configured

Figure 17.27: Azure site recovery replication enables
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7. Once the replication is enabled, you will be able to successfully set up the DR
using the site recovery. It will start the replication, and once the replication is
complete, you can do the failover.

Now, we can successfully create the DR site.

Conclusion

In this chapter, we discussed the Azure backup and its usage. We learned how to
create a backup report and its usage, discussed how to set up the Azure site recovery
for Azure VMs and explained the Azure backup reports.

In the next chapter, we will discuss the exam guidelines and assessments. We will
provide the details on how to register for the exam and provide 75 questions to
prepare for the exam.

Points to remember

e Azure backup services are used to take the backup of your virtual machines,
Azure storage file share, as well as SQL servers, which are hosted in Azure
VMs.

e Azure backup policy helps you set the rules for your backup infrastructure.

e Azure soft delete backup will help you recover the VM even after you delete
it from the backup vault. You can recover the VM from the backup vault
within 14 days only.

e Azure backup restoration is processed to restore the VMs, files, and so on, in
case of corruption of images, interruption to services.

e Azure site recovery helps you to ensure your business continuity by running
due to unplanned or planned outage.

Multiple choice questions

1. How many day’s backup retation period can be configure for azure

backup ?
a. 99 years
b. 999 Years

c. 100 years
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2. By mistake you have deleted the backup from backup vault, and the
customer wants to recover the data. Which option you will select?

a. Azure VM restore
b. Data disk restore
c. Soft delete

Answers
1. a
2. ¢






CHAPTER 18

Exam Preparation
Guidelines and
Assessment Based on
Live Questions

Introduction

In this chapter, we will discuss the AZ-104 live scenario-based questions and answers,
which will help you understand the exam pattern. These are dummy questions
which have been created by the author and will help you in your exam practice. It
is not related to your exam, but will nonetheless help you to understand the topics.
It will give clarity on what types of questions will be asked in the exam so that you
can prepare well for your exam. We will try to cover all the topic questions which
have been written in this book and also try to cover the questions as much as we can.

Note: Certified authors will create all the questions but if there is any match
to your exam question, then it is just a coincidence and neither the author or
publisher will be responsible for those questions.

The following topics will be covered in your exam as per the Microsoft exam
center official site https://docs.microsoft.com/en-us/learn/certifications/azure-
administrator.

Please follow the given topics to start preparing for the exam:
e Manage Azure identities and governance (15-20%)

¢ Implement and manage storage (15-20%)
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¢ Deploy and manage Azure compute resources ) (20-25%)
¢ Configure and manage virtual networks (20-25%)

e Monitor and Maintain Azure Resources (10-25%)

Exam preparation guidelines

AZ-104 Microsoft Azure administrator certification validates your expertise in the
Azure administrator role. In this exam, your administrator skills and knowledge
will be tested.

If you want to be certified on the AZ-104 exam, you should be aware of the Azure
compute, storage, networking, Azure AD, monitoring, subscription management,
and so on, which we have covered in this course. In this exam, you will have to
perform the labs as well. Hence, you will have hands-on practice. You can create
the free subscription (https://azure.microsoft.com/en-in/free/), which will provide
the 12K credit for 1 month and 25 most used applications which you can use for 12
months. Table 18.1 provides some basic subscription for AZ-104:

Exam AZ-104 Basic Information

Name of the exam Exam AZ-104: Microsoft Azure Administrator

Technology Microsoft Azure

Hands-on practice for Azure Admin labs and Azure concept

Prerequisites .
1 understanding

Number of questions | 40-60
Exam fee USD 165 and INR 4800
Exam language English

Table 18.1: Basic information for AZ-104

AZ-104 Exam tips

Here are a few AZ-104 Exam tips:

e The Azure exam duration will be of 180 minutes, and in those 180 minutes,
30 minutes will be given for instructions, comments, score reporting, and
others. In the remaining 150 minutes, you must answer all the questions and
complete the labs.

¢ You will get two labs, which have 14 tasks to be completed and there will 3-5
case study-based questions.

¢ In the case study-based questions, you need to read and understand the
questions very carefully to provide the correct answers. Itis a time consuming
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section because in these study cases, you might have to answer about 10 to
15 questions. In each case study, there will be approximate 2 to 5 questions
which you need to answer.

You will get multiple-choice questions as well, in the following format:
o Single-correct answer: You have to say Yes/No.

o Fill in the blanks: You have understood the scenarios and you need to
choose the right answer and do the drag and drop job.

o Order statements: In the exam, you need to create a site-to-site VPN
by putting the preceding steps in order. Hence, you should be aware
of the correct order and able to perform the steps.

Exams will be divided into sections, and you can go back and correct the
answers within the section. However, once you have moved on to the next
section, you will not be able to change the section. Please make sure you will
be able to verify or review the question before going to the next section.

Please read the question properly and understand the format of the question.
It can be a scenario-based question. If it is a scenario-based question,
understand the question that is being asked, and fill in the requirements
to give the correct answer. Once you do this, it will take a few minutes to
provide the correct answer.

Try to complete single answer questions as early as you can, so that you can
save some time for scenarios-based questions and labs.

Try to attempt and answer all questions which come in the exam because
there is no harm in guessing the answers.

A few of the questions will be from PowerShell and ARM. To answer with the
given PowerShell command, let us prepare the new module AZ PowerShell
which will help.

A few of the questions will come from cost management. Please prepare the
topics and answer them.

Practice the labs, as there will be around 14 tasks. You can get the free
subscription and prepare well, which will help you clear the exam.

Azure exam labs will be slow and you may face some issues. If you are
running out of time and stuck in labs or any other technical issues arises
during the exam, you can talk to the center person to reschedule the exam
or the concerned person will help you. Pearson VUE supports emails to
reschedule your exam.
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¢ You will not be allowed to go out during the exam time, so please make sure
to finish other activities before sitting for the exam.

¢ You will not be allowed to take any of your other stuff into the exam hall. The
exam center requires two ID proofs to let you sit for the exam and the exam
center team will help you with that.

¢ You can mark questions to be reviewed during the exam if you are not sure
about the answers. Once you are done with the section, review the answer
and proceed further.

¢ You might get the performance-based question about the Azure services,
and you have to answer that as well.

¢ Inthe casestudy question, you will need to give the business requirements and
technical requirements of the existing environments and other information,
to answer the question.

e Case study questions might require you to look at your question back and
forth, which might require information to be integrated with multiple
sources in the question. Please make sure to read the case study properly,
understand the requirements, and then answer the question.

Exam registration

If you are planning to register for the exam, and if you are a first time user, please
make sure you have a valid email ID like Outlook, Hotmail, and so on. Once you are
ready with your email ID, follow the given steps to register for the exam:

1. Click on the link-AZ-104 exam registration link to register for the exam.

2. Provide your name, job title, and address, as shown in Figure 18.1:



Exam Preparation Guidelines and Assessment Based on Live Questions 329

o v &~ w

Microsoft Certification Profile

Exam AZ-103 | Exam AZ-103: Microsoft Azure Administrator Change

*Required fields
Legal name

Important: Please enter your name as it appears on the acceptable legal identification you will present at the testing center

Title

Mr ¥

First Name * Middle Initial Last Name *

Lalit Rawat

Job Title *

Address 1+

Figure 18.1: Exam schedule-1

Select the city and country for which you want to register for the exam.
Provide the state postal code.
Provide the country code and phone number.

Provide the preferred email ID and language, as shown in Figure 18.2:

City * Country *
v
(" state * Postal code B
v
Country code * Area code * Phone number * Ext
v
Email *

lalit01.rawat@outlook.com

Preferred language *

\ English v

W2 1 would like to hear from the Microsoft about products, services, and events, including the latest
solutions, tips, and exdlusive offers.

W2 1 would like to hear from the Microsoft Partners, or Microsoft on their behalf. about their products,
services, and events. Share or use my details with Microsoft partners.

H | have read and agree to the Terms of Use and Privacy & Cookies statement. *

Figure 18.2: Exam schedule-2
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10.
11.
12.
13.
14.
15.

Click on Save & continue.

Once you click on Save & continue, it will ask you to go the Pearson VUE
site to register for the exam.

Select the local center, home address, and the other options. Select the center
option and click on the Next button.

Select the language.

Click on Schedule the Exam.

Select the exam center or search for the center name.
Select the date and time.

Proceed to check out and proceed for payment.

Once you click on checkout, your exam will be scheduled. You will get an
email from Pearson VUE.

Dummy objective exam questions

1.

What kind of users can be invited using the guest user invite?
1) B2C
2) B2B
3) Both

Ans: 3) Both

How can we create multiple users in Azure AD?
1) Using bulk user creation
2) Guest user invitation
3) Group management

Ans: 1) Using bulk user creation

Which types of groups can we create in Azure AD?
1) Security group
2) 0365 group
3) Both

Ans: 3) Both
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What is the use of Azure AD connect?

1)
2)
3)

Hybrid connectivity
On-premises AD connect to Azure AD integration
MFA

Ans: 2) On-premises AD connect to Azure AD integration

What is the permission requested to install the Azure AD Connect?

1)
2)
3)

Enterprise admin
Global administrator
Both

Ans: 3) Both

What is the use of password writeback?

1)
2)
3)

It is used to sync the users.
On-premises sync services

To sync the password if it is changed through the Azure portal

Ans: 3) To sync the password if it is changed through the Azure portal

Which is the PowerShell command to get the role definition?

1)
2)

3)

Get-azRoledefinition “Contributor”

Get-azRoledefinition “Contributor” | convertto-jason |out-file D:\
ABPGroup

Connect-azsubscription

Ans: 1) Get-azRoledefinition “Contributor”

How many types of role back Access are available in Azure?

1)
2)
3)

Read and write
Viewer and editor

Owner, contributor, and reader

Ans: 3) Owner, contributor, and reader

How many custom roles can be created in one tenant?

1)
2)
3)

1000
2000
5000

Ans: 3) 5000
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10.

11.

12.

13.

14.

If your company wants to buy a subscription directly from MS, which
subscription would you chose?

1) Free subscription
2) Enterprise subscription
3) CSP subscription

Ans: 2) Enterprise subscription

What is a subscription in Microsoft Azure?
1) Itis a billing container which contains the Azure services
2) TItjusta container
3) Itis Azure cloud services provider

Ans: 1) It is a billing container which contains the Azure services

A customer asks you to provide the IT admin access role, that can manage
the subscription and provide access. Which RBAC role access would you
provide to the user?

1) Owner

2) Contributor

3) Reader
Ans: 1) Owner

What is the use of the Azure policy?
1) To meet the compliance
2) To meet the cloud security
3) To restrict the access

Ans: 1) To meet the compliance

A customer wants to allow only a few locations, based on his presence in
the Azure subscription. How would you do that?

1) Using the Azure policy

2) Using the Resources group

3) Using the RBAC access
Ans: 1) Using the Azure policy
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15.

16.

17.

18.

19.

Which types of storage accounts does Azure have?
1) Blob storage account
2) GPvl
3) GPv2
4) All of the above
Ans: 4) All of the above

What is storage account replication recommended by MS Azure?
1) RA-GRS
2) GRS
3) ZRS
4) LRS
Ans: 1) RA-GRS

How many IOPS are provided by 1 TB premium storage account?
1) 1000
2) 2000
3) 5000
4) 7500
Ans: 4) 7500 IOPS

How to connect the Azure storage explorer? Please select two methods.
1) SAS key
2) Storage account key
3) Through Azure portal

Ans: 1) SAS key, and 2) Storage account key

What is the storage account contributor role?
1) Provide access to read / write/delete access
2) Provide read access
3) Provide write access

Ans: 1) Provide access to read/write/delete access
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20.

21.

22,

23.

24.

25.

Why do we use the Azure import and export utility?
1) To migrate the petabytes of data
2) To migrate 1 TB data
3) To migrate 50 GB data

Ans: 1) To migrate the petabytes of data

Which OSes are supported by Azure fileshare?
1) Windows and Linux
2) MAC
3) Linux

Ans: 1) Windows and Linux, and 2) MAC

What is the limit of Azure fileshare?
1) 2TB
2) 5TB
3) 4GB

Ans:2) 5TB

What is the use of Azure file sync?
1) Centralized management for your files and folders
2) Used to sync docs Azure to Azure
3) Used for file sharing, which is in cloud

Ans: 1) Centralized management for your files and folders

What is Azure VMs size?
1) Configuration of Azure VMs instance
2) VM image
3) None

Ans: 1) Configuration of Azure VMs instance

Can we set the auto-scaling while creating the scale set?
1) Yes
2) No
3) None of the above

Ans: 1) Yes
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26.

27.

28.

29.

30.

Azure VMs size support GUP and SAP sizes as well?
1) Yes
2) No
3) None

Ans: 1) Yes

In which format does the ARM template save the documents?
1) JSON
2) PowerShell
3) CLI

Ans: 1) JSON

What are ways to deploy the ARM template?
1) PowerShell
2) CLI
3) All of the above

Ans: 3) All of the above

How to deploy the ARM template from the portal?
1) Using a custom template
2) PowerShell
3) None

Ans: 1) Using a custom template

What is the way to connect to the on-premises network?
1) A site-to-site connection
2) Express route
3) Vnet-to-VNet connection
4) Options 1 and 2
Ans: 4) Options 1 and 2
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31.

32.

33.

34.

35.

36.

How do you configure the Vnet-to-VNet connectivity?
1) VNet peering
2) Site-to-site connection
3) ExpressRoute configuration

Ans: 1) VNet peering

What is the use of a local area network?
1) It has on-premises VPN device configuration
2) ExpressRoute configuration
3) None

Ans: 1) It has on-premises VPN device configuration

Which are the types of Azure DNS zones?
1) Private zone
2) Public zone
3) Both

Ans: 3) Both

What are the different types of the Azure load balancer?
1) Internal
2) External
3) All of the above

Ans: 3) All of the above

Which are the types of rules available in Azure NSG?
1) Inbound
2) Outbound
3) Both

Ans: 3) Both

What is the use of a route table?
1) Route the traffic to the firewall
2) Route the traffic within Azure
3) All of the above

Ans: 3) All of the above
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37.

38.

39.

40.

41.

Can we apply the NSG in web apps?
1) Yes
2) No

Ans: 2) No

What is the use of the Azure resource’s health monitoring?
1) Azure Resources Health Check
2) Subscription monitoring
3) PaaS service monitoring
4) None
Ans: 1) Azure Resource Health Check

What is the use of log analytics?
1) Resource monitoring
2) Analyzing the metrics and alerting
3) Data collection
4) All the above
Ans: 4) All of the above

How to query the monitoring data?
1) Using the log search query
2) Azure monitor
3) Log analytics
4) None
Ans: 1) Using the log search query

What is use of the action group in an alert?
1) Used to send the notification to tools/email ID
2) Used to configure the Azure monitor
3) Used to connect to log analytics
4) None of the above
Ans: 1) Used to send the notification to tools/email ID
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42. What is the use of activity logs?

1) It tracks all the operation activities within the subscription
2) It collects the data from the Azure monitor
3) Itisused to connect to log analytics and analyze the logs

Ans: 1) It tracks all the operation activities within the subscription

Dummy Scenario-Based Exam Questions

1.

A BPB customer has more than 150 VMs, and now the customer wants to
delete few of the VMs from his subscription. The customer wants to find
out the unused disk which has been created during the VMs creation and
deletion process. How can you identify the unused disk?

1. You can use the Azure portal.
2. You can use Azure storage explorer.
3. You can use the cost management report.
4. You can use the Cloudyn optimization report.
Ans: 4: You can use the Cloudyn optimization report which will provide

the report of an unused disk.

A BPB customer asked to create 10 Azure virtual machines with Linux OS
that was required for the production workload. The customer needs to
monitor the metrics. What are the options the customer can use to monitor
the Linux metrics from the portal?

1. Log analytics
2. Application insight
3. Azure performance diagnostic extension
4. Azure monitor
Ans: 3. Azure performance diagnostic extension will help the customer to

collect the additional metric data and monitor the Linux metrics.

A BPB customer has two different subscriptions: call subscriptions BPBDev
and BPBProd and both the subscriptions need to communicate with each
other. We have already configured the VNetDev for the subscriptions
BPBDev and VNetProd with the BPBProd subscription. Now, you want
to set up a communication between both the subscriptions. How can you
configure it?

1. We will move the VNetDev to the BPBProd subscription.
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2. Configure the VNet peering.
3. Configure Vnet-to-VNet connection between both the subscriptions.
4. Site-to-site connectivity between the subscriptions.

Ans: 3. Configure Vnet-to-VNet connection between both the subscriptions.
Creating the vent-to-vent connectivity is a more time-consuming process
than site-to-site VP connectivity, and moreover, the required local area
connection needs to be created.

Your customer wants to create an Azure storage account called bpbstorage,
and under that, he wants to create an Azure fileshare. Once you create the
Azure fileshare, you need to map it to an Azure fileshare supported port.
Which port number will you choose to configure the Azure fileshare?

1. Port-443

2. Port-445
3. Port-80
4., Port-8080

Ans: 2. Port-445, because port 445 supports Azure fileshare. If the port 445
is blocked by your organization, then you will not be able to connect to
fileshare.

You are the administrator of your subscription which contains 30 virtual
machines, and in your team, members want to create a couple more VMs
with the NSG group. Now, your manager wants to block port 80 whenever
any new NSG is created. What is your approach on this?

1. Use a custom Azure policy
2. Create lock on NSG

3. Block using the RBAC role
4. Provide limited access

Ans: 1. We will use a custom Azure policy which will help to define the
policy. Whenever an engineer creates an NSG automatically, the deny rule
will be created with port 80.

You are the administrator of your subscription and you have 50K users.
You want to create 10 more users in the Azure AD and assign the user
administrator role to those users. What options will you choose to provide
access to those users?

1. Only create the users.

2. Create the users and modify the directory role.
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3. You can use the group policy to provide the access.
4. Use an active directory license to provide the access.

Ans: 2. We will create the user from Azure AD and use the directory role to
modify and assign the user administrator role to those users.

You have 20K users, and now your organization IT head wants to buy
20 additional P2 licenses for higher management as they want to use the
additional feature of premium AD. You have bought the 20 licenses. How
will you configure them so that higher management can use the premium
feature?

1. You will assign the admin role to those users.

2. You will create a user group that allows you to use the premium
feature.

3. You will assign the P2 licenses to each user using the license blade.

4. You will use the RBAC role.

Ans: 3. We will assign the P2 licenses to each user using the license blade
because unless the license has been not configured, higher management
cannot access the premium feature as those features will be available only
if they have a valid license.

You have created a storage account in the resource group BPBRG32, and
now you have applied a read-only lock to BPBRG32. Which operation will
you perform?

1. You will delete the resource group.

2. You can copy the storage key.

3. You can upload the data to the blob storage account.
4. You can change the replication settings.

Ans: 2.You can copy the storage key because the read-only lock allows you
to copy the data, but it will not allow you to modify or delete anything
from the resources group.

You have two Azure active directories bpb.com and azuredyou.com. Now,
you want to set up a default directory tenant to sign in to both the tenants.
How can you configure it?

1. Change the portal configuration settings.
2. Use the PowerShell command.

3. Change the directory from the portal.
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10.

11.

12.

13.

4. You can change the subscription.
Ans: 3: We will change the directory from the portal to set up sign in.
Your customer wants to enable the backup solution on Azure web apps
name called bpbappl. How will you process this request?

1. Set up the third-party backup solution.

2. Use the backup policy to implement.

3. Configure the backup using the recovery vault.

4. You can use the Azure backup server for app services.

Ans: 3: We will configure the backup using the recovery vault, which will
help to take the backup of web apps.

A customer wants to transfer the data from the on-premises system to
Azure. Which tool will you use to process it?

1. Use the upload option directly to the blob storage.
2. Use the import and export option.

3. Create fileshare and map to on-premises.

4. Use the storage explorer to move the data.

Ans: 4: We will use the storage explorer to move the data, as it is simple
to use and tightly integrate with the Azure storage account. Then we will
move the data to the storage account.

You are the global administrator of your Azure AD, and now you want to
enforce the multifactor authentication. How will you process it?

1. Configure the playbook for MFA.

2. Use the custom policy.

3. Configure the Azure AD Connect.

4. Use the Azure AD conditional access policy.

Ans: 4: We will use the Azure AD conditional access policy which will
help the MFA implementation organization. We can create a conditional
access policy and apply it.

Your customer wants to configure the VNet name BPBVnetprod, which
supports the VNet gateway configuration to configure the site-to-site VPN.
What will you do?

1. Create a Vnet.

2. Create subnet.
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3. Create a VNet with the subnet gateway.
4. Create VNet with the subnet.
Ans: 3: We will create the VNet with the subnet gateway, which will help
to configure the VNet gateway and the site-to-site VPN.

14. Your Azure tenant has enabled the privileged identity management, and
you want to see how many users have been assigned the security admin
role. You need to review the security admin access role. How can you
process it?

1. Inidentity protection manager, you will configure the risk policy.

2. You will configure the weekly ad report.

3. You will configure the access review from the privileged identify

management.

4. You will enable the AD audit logs.
Ans: 3: We will configure the access review from the privileged identity
management, which helps us to understand the details about access to that
security admin and based on the report, we can decide it.

15. You have configured the multifactor authentication to all the users in your
Azure tenant. A few of the users are having an issue logging in to mobile
devices and are unable to reset the password. What is the solution you will
apply?

1. Self-service password reset.

2. Configure the mobile devices.

3. Create the password for those users.

4. Reinstall the app services.
Ans: 1: We will enable the self-services password reset which will help the
users to reset their password whenever it is required. Then, they will be
able to configure the apps in mobiles.

16. You have a couple of storage accounts and your customer wants to restrict

the access to the internet in the production storage accounts. Which is the
solution you will apply?

1. In the storage account, enable encryption.

2. Create the SAS key.

3. Enable the VNet integration from the firewall settings.
4

Enable the replications.
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17.

18.

19.

Ans: 3: We will enable the VNet integration from the firewall settings,
from the Azure storage account, which will help to restrict the storage
access to the internet.

Your clients have an on-premises network which contains multiple OS
versions of servers. The client wants to migrate all the servers to Azure.
You need to provide a solution to ensure that some of the servers which are
available in single Azure data center and might go offline during planned
and unplanned maintenance. What should be your recommendation to
the client?

1. Fault tolerance
2. Low latency
3. Scalability
4. Replication to Azure
Ans: 1: We will suggest having fault tolerance in the workload, which will

help during planned and unplanned maintenance.

You have 100 VMs in the Azure subscription, and now your customer
wants to configure the backup. You have successfully created the backup.
The client manager wants to enable the backup retention to 20 years? What
is the solution you will propose to your customer?

1. Backup reports

2. Azure backup policy

3. Manually take the backup

4. Enable the replication for 20 year
Ans: 2: We will enable the retention period in the Azure backup policy,
which will help to retain the backup for upto 20 years.

You have 50 storage accounts in the Azure subscription, and now your
customer wants to create a container in 20 storage accounts. What are the
tools you will use to create the container in the storage account?

1. From the portal.

2. You go to fileshare and create the container.
3. Manually create the container.

4. Azure storage explorer.

Ans: 4: We will be using the Azure storage explorer to configure the Azure
storage containers.
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20. Your customer plans to map a network drive from several computers
that run Windows 10 and Linux to Azure Storage. You need to create a
storage solution in Azure for the planned mapped drive. What will be the
solutions you will provide to the mapped drive?

1. Enable the port 80.

2. Using fileshare, connect and enable the port 445.

3. Use the blob storage account.

4. Use the Azure containers.
Ans: 2: We will use fileshare connect and enable the port 445, which
provides the command to connect to Windows and Linux fileshare.

21. Your company plans to deploy web servers and SQL database servers to
the Azure subscription. Now, you need to recommend a solution to restrict
the connection between Azure web servers and SQL BD servers. What is
the solution you will provide?

1. You will restrict from the firewall.

2. You will use the route table.

3. Configure site-to-site connection.

4. Configure the NSG.
Ans: 4: We will configure the NSG, which will help to allow or deny the
traffic. It will help to restrict the outgoing traffic and it can only send the
traffic to web servers to DB servers.

22. Your customer plans to migrate to Azure and the company has several

departments. All the Azure resources have been used by each department
and managed by an IT administrator. Now, the customer wants to provide
the solution which will minimize the administrative effect and will be
easy to manage by each IT administrator. Please provide the solutions.

1. Multiple tenants with multiple subscriptions
2. Multiple region deployment

3. One tenant with multiple subscriptions

4. Multiple resource groups

Ans: 3: We will choose one tenant with multiple subscriptions, which
helps to separate the resources and its billing and also the administrative
task to reduce the administrative workloads.



Exam Preparation Guidelines and Assessment Based on Live Questions 345

23.

24.

25.

Your organization has multiple offices, and every month, you plan to
generate several billing reports from the Azure portal. Every report
contains the resources of each subscription. What is the feature you will
use before generating the report?

1. Azure policy
2. Tags
3. Cost management
4. Cloudyn
Ans: 2: We will use the tags before generating the reports, which will help

us to provide the expected reports, department wise.

You have multiple virtual machines, and now your customer wants to
move the virtual machine from one subscription to another subscription.
How can you process this request?

1. Go to resources group, and click on Move.
2. From the virtual machine, we can go to Move.
3. Using PowerShell, we can do that.
4. Will use third-party tools.
Ans:1: We will go to resources group, and click on Move and select the

subscription to move the resources to another subscription.

You have multiple virtual machines and the backup has been configured
in all the virtual machines. Now, your customer wants to understand the
backup process and wants to show the report to higher management. What
is the solution you will propose?

1. Go to backup report.

2. From the virtual machine, we can go to move.
3. Using PowerShell, we can do that.

4. Will use third-party tools.

Ans: 1. We will go to backup report and configure it, which will help us to
provide the data and we can extract it in the PPT format for presentation.
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26.

27.

28.

You are the network administrator of your subscription and the customer
has more than 50 VNet. Now, the customer wants to enable the VNet
peering between VNetProd-to-VNetDev to enable the communication
between both the VNet resources. What is the solution you will propose?

1. Enable Vnet-to-VNet connection
2. Configure the VNet peering
3. Site-to-site VPN
4. Point to site VPN
Ans: 2: We will configure the Vnet-to-VNet peering between both the

VNets, which allows the communication between both the VNets.

You are the network administrator of your subscription and the customer
wants to configure the Azure EXPRESSROUTE connectivity on-premises
to Azure. The customer has decided the ISP, and the ISP has configured
the on-premises connectivity. Now, you want to configure it. What is the
service you can create to configure the EXPRESSROUTE?

1. VNet
2. VNet gateway
3. Site-to-site VPN
4. Expressroute circuit
Ans: 4: We will create the Expressroute circuit to configure the Expressroute

connectivity. Then, we need to configure the VNet gateway for connectivity.

You have 100 virtual machines in your subscription, and there are 20
virtual machines in production environments. Now, your manager wants
to enable the alerts and whenever your VMs reboots, deallocates, you
should get an alert. What is the solution you will propose?

1. We will create the rule.

2. We will configure with the Azure policy.

3. We will create two rules and one action group from monitoring.
4. We will set up alerts.

Ans: 3. We will create two rules and one action group from monitoring.
One rule to stop deallocation and another rule to reboot the VM. We will
be associated with one action group to configure the alerts.



Exam Preparation Guidelines and Assessment Based on Live Questions 347

29. You have 20 virtual machines in your subscription and the customer
has reported that few of the virtual machines are not connecting to the
application, and the customer wants to fix the issue on priority. Which tool
will you use to fix the issue?

1. Network performance monitor
2. Application insight

3. Weblog analytics

4. Network watcher

Ans: 4. We will use the network watcher tool, which will help to identify
the issue of the servers and help to fix the issue quickly. It will also provide
the input on traffic flow within Azure.
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